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% 1 Z Ounce/Make ¥WELHIEF

Ounce/Make B—MMER makefile NHMEIFEEIBEEEESAN AppScan®
Source T H, A Ounce/Make BILEFEIM makefiles ENEEEE.

Ounce/Make EREFRMH— I aSITRE, FAXRM makefile (makefiles MR
XHHEAIHITRBEFRENTSE) £ AppScan Source MBEX M (.ppfe HEMK
B ppf XHEE AppScan Source LY makefile A S4RIFRVRABAENME
8. Ounce/Make % .ppf XHfE, EEILURIMEXGSATHFIMNE AppScan

Source 1,

BRIt AER, FHRIT TR E:
« 7 Windows &4 L, &7 <install_dir>\bin\ouncemake.exe (EH <install dir>
& AppScan Source THEAUE) , W0, £ Windows (32 fiI) E:

C:\Program Files\IBM\AppScan Source\bin\ouncemake.exe
« 1 Linux &4 L, i&E1T <install_dir>/bin/ouncemake, 5%0:

/opt/ibm/appscansource/bin/ouncemake

Make B—MISIZFBUMRIFNEEE (RILSEHE) BMUNTAR (FEERIBERMIMER
HAEDRETIE]) o Make M makefile (LWXfHEEEMWZEHBEIRSE. XEBIRFIKHIAIS
AR E X E BRERITHES L) REUES.

ERINEIE AppScan Source MEXMH, HAEFEHIFRHIZEIT Ounce/Make, A
THRIFEMFNEET ERLUFE Ounce/Make BINETT. MREFRRTEFABEXLEEK, B
2. Ounce/Make M,

* J51T Ounce/Make FIETHBERMHNINEEBE XA makefile,

. FMIBIFEMIRE & HIESHIIBY make &<,

* I&1T Ounce/Make ZHi, i&fT make clean 855, RAILIFEIZTT Ounce/Make Z &l
B3i51T make clean, EBTIETE - clean EINFIEEHS Ounce/Make BETE
_Eo

» Ounce/Make BFIM makefile £ FHIIER T RBEESERIBLITIRER
- JAREM makefile BTAY make AIHITXH KR

fBlan, BEARES| B /usr/bin/make -f makefile.mko TE makefile B, @it
make AIITXHHEZEFRS|IH makes TEAILUE make macro. ${MAKE} ZX=Z
ERMXHHIEENEMTE,

- EIFRARIAYBVRIREE AT RR AR

510 /usr/bin/gcc -I.. -DFO0 -o myfile.o myfile.cpp
— PRSI EERER T RITXXHRER

5130 Jusr/bin/1d filel.o file2.o
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e 7 #include EHH,

EEMA #include G, BRUUTARSRINEIE B XHEABE L.

--remote_root <remote dir>

Hrp, <remote dir> EXIZIZERMLES,

A MRBEEE R remote_rooto #include BAIMIFIEREIRIDEZE L IAEIT S
BMRER.

o B make BY, IBEARBEGSITLAN make. HiIFSBHNEEEFTHNITXHEHIEER
(5140 make CC=gcc LD=1d) o

Ounce/Make FFAR

Ounce/Make Z#HFLZMTENFE. JRiFesF make kRS,

\IA

@RI LATE AppScan Source XFFHIFIEF G LIZTT Ounce/Make,
Make hRZs

Ounce/Make Z3#F % make h7s:
« make: UNIX make SLAEFE—MEFEEMLEIFITENEFNRHESIZETA

* gmake: GNU Make Z—HMIEFBYRX A RIZHIRE PRI RTHITS A R EtIRRY
HFEVERBTA

¢ nmake. NMAKE.exe (Microsoft f2F4FSLATE) B—ME TR HHIEHSF
MEMEN 32 ITA
PRiX2E

Ounce/Make #F F5I4R1F¥2S:
+ GCC: GNU Compiler Collections AppScan Source z#F C H C++ Bl
« cl: cl.exe @ Microsoft Visual C++ HI4Ri¥38

1k

Ounce/Make @13 Make HITHRIERM makefile PHEVKENELE S EMGIEAELNAY
AppScan Source E XM (ppf)o AUk, Ounce/Make EREHRMHE XWEIFIRAVF
EER, AR make hRZS,

EABRMXHRIREINE (E5IAE 7 T18 lOunce/Make BN ) -

iZ{T Ounce/Make

&a] MR IIHIT make S <SHIBE RIE1T Ounce/Makes EXRZEHIBERT,
ouncemake AT HAREXNEHITABAFIENE RS, Ait, BiEEESE ouncemake
BB RAME PATH IMETELUEsIAA ouncemakes

fFlgn, MRIFRLIEH/H makefile TFEEER \development\srcdir A, BBAEIETT
ouncemake, MMELTIREIZER:
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%cd \development\srcdir

SAIEIETT ouncemake:

%ouncemake <options>

A AEMAERBMY, MHAER pnake <. A, ERRRITHRFAIERMRE

pmakeo

Bp R I X
Ounce/Make ERAARTPBERRILEHR P AppScan Source WHX 4,

« BI# AppScan Source WEBEMXHBY, Ounce/Make ERAMENEREEFE (MEXT
ouncemake HITIHRMIBE RZE ouncemake RIEIMBEXHFIENBER) o

« JAH ouncemake PRERVE RAREFEBHNE— AL,

s TRILBHMFIERESRTT, WRAMT (\) (7 Windows L) FIRAT (/) (£ Linux
B

o UXHEBKEBIRERSKEHIE, Ounce/Make MENFHAEMRBRRNAY, B
EXHERRKERSRAHRATEN L,

s EXHRHZIRER (W / 3 c:\) BT ouncemake BY, ouncemake REIEEA
root.ppf BJ AppScan Source IHE X,

AppScan Source FBIERY .ppfIRIFIE ppf FRTHY makefile FHUHUER. FlUl,
INRIEZTT Ounce/Make HKEIEBNIEXH, A AppScan Source =¥ ppf R7F
EEXT Ounce/Make BHTEBAMNBERT, BEBNE 15 TN TRl 2. mB|IEHA]|
Ounce/Make) |, UEBELZHEHARFIEN ppf X

*: NRBRFEZD makefile, FBA Ounce/Make TEULBRFNENE— .ppf X
s

w51
R BIRERBIEERY ppf X, EREBRFEIRABIRA T,
MEULTERIER ouncemake:

C:\development\source

EHITHAIE, Ounce/Make FELLFERFEIE AppScan Source HH X 15!

C:\development\source\components\server

ppf BYBFFA source components_server.ppf:

% 1 & Ounce/Make HMELHERF 3



BRI A A

source_components_server.ppf

T ]

e, 38 4T E AppScan Source
ouncemake XA TH XY k4
B TEX

5l 2

Microsoft Windows #1 Linux SXTEEEMXER TR, XERIERFBFZRETR
5 255, R~ 2 BARXHREEEREKERSIBER.

BRMUTERIAR Ounce/Make:
C:\pathl\path2\path3\path4\path5\development\source

TEHITHAE], Ounce/Make LA FERHEIE AppScan Source WH:
C:\pathl\path2\path3\path4\path5\development\source\components\server

MRXHBREZEN 25 MNFFF, BABRTRZRG], ERPIXHERN:

components_server.ppf

EXFRIHE

R LUERMEHEER OUNCE_PROJ_NAME IFBET 2Rk EXIEEFHIBMIMENZT. S5F
AIEMIFETE—4#F, X OUNCE_PROJ_NAME=value IFIETZ,

MRKRIGE, BAKNEBEWEGmENTERERZR.

B, EMNHSITIEIMBZFFIEEAN MyMakeProject, BERLULTMS:
$(MAKE) $(MAKE_ARGS) all OUNCE_PROJ_NAME=MyMakeProject

Ounce/Make it
BITE, Ounce/Make &4 RHIL B EIFEEH,

THEG=mAEmHER
- IMEGIE
e JAF make

£ o

¢ Iglx

il =Relfed

% Ounce/Make BlI## AppScan Source B XY, BRHEELHEE ppf BHVES.
LU FRAIZ—% Ounce/Make WBEBIERmHEEE
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Created AppScan Source project <project name>.ppf in directory <directory>.

@A make

% Ounce/Make A make AIHITXHEY, B2FEIMITXHRFE, LUITHEZD
B~ Ounce/Make £ make BSERLRVEIE,

Jusr/bin/gmake -f makefile.mk release

FBIR

MBERITHIEI A LR, A Ounce/Make BHIEHEIRHE B RKIEAEIR. WNRE
make AIHITXHIZITIIRAE T iR, HLETRHBIZEER make AJHITXH IR,
NREFIRFET Ounce/Make, HA=ERENIEIREEREAR Ounce/Make &1z
%14,

Ounce/Make #<iE(F] make i%EIN
Ounce/Make X#IFEHIZITIRIEREITAS NS NEDL,

TR TR IR BEXLET (BEIHE 7 T189 IOunce/Make EBMX ) T
BEZFAER) NESTTLEEEN]. NREBMEXGFREXLERI, BAE
Ri&1T Ounce/Make B RRIERBLITLIEEE N,

=

Ounce/Make ZHFLATIEE:

ouncemake [options] [-- make_options]

2RI

~

EFR (-) BATEPMBERIIZ A, BTN PRISERT; TeeEHETERENEFTR
fF. I, &<

ouncemake -sr

FRRZFNIEE, BRERLUETT!

ouncemake -s -r
A BETATULTIE S BRo
iB1T Ounce/Make BY, AJ LU BB LIS T2 £ 1F,

TRESHEARZETHIT,

o IR FRRTEHIERE Ounce/Make FIEARHVIEIN,

- REE: NREA, WAERIEEIRDE Ounce/Make TREEL FaNMEIIE(E,
o A FHAILETBYE Ounce/Make 174,

% 1 & Ounce/Make HMELHERE 5



T

KIS RTETHIERE B

1P

-a <application_name>

-application
<application_name>

XH]

HIEER, Ounce/Make =6
BEgR

<application_name>.paf B&
4 Ounce/Make FrRIERFIE
MBERBRERX . XX H
BIETE ouncemake ETTFRTERY
BRH.

-b XM FWE make EIMATHITH

“build 2.
LTS Cygwin FHRE.

-r 523 Ounce/Make LUZEVIFTIRER

—recursive ITEAM makefile FIFABEITEA.
g0, NEREA makefile F1E
FRABMNIRAELUERF
BRHMFTE makefile, ABA
TFE SR makefile B RFIA
B ouncemake -r BE¥Z
Ounce/Make IRENFBR
makefile BYIER,

-nr 3FiE3 Ounce/Make RLU%IFH IR

-non_recursive ERXTE M makefile BIIEA,

-s ZIMBEAN BHMEAR. FREMBEAXAF

-single project B, Ounce/Make TESTEHIT

B BRNBERPNERENTE

X1,
MEREE, BarR
Ounce/Make 2MEZIMBE AT
M,

-ns ZIMBAN ZMBEAR. EAXF,

-non_single project Ounce/Make 31 HBEZINE

. - B D makefile FREZEFRHE
% AppScan Source IHX

-multiple_project .

-nv IEiFEHAT EEHM S e Ounce/Make 1R

-non verbose BEHEECHWBYHEERE,

i - Ounce/Make ZIEM make 3

| T4t

-quiet

-v FAL HFHF N Ounce/Make ¥

—verbose make NEBECSHHEHHE
rERIE,

-1 1 (i) 1 2 10, 10 RERZIER.

log_level

IBM Security AppScan Source Ultilities:
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pritd| KIEE R HIERE B 15

-c <clean_command> * 7] HIEER, Ounce/Make ¥
_clean <clean command> <clean_command> fERRAEnSH

AT 8 <,
<clean_command> N Z2RFEE
SWATLUEITIERIIE S,
i, make clean BHITEFRHY
BHEMS. BAR, HIOFER
5| SRmLIER.

HF Ounce/Make TEIZ{TZHI

FBEHTER, FEIMNRTE
TEEED, BARHIETR,

WREE B,
-nc X £iF Ounce/Make AEIBITHE
-no_clean bR, HERERRTRIZER
Ris1TiERR.
-p <properties file> TiER AREFBFPIEERM XM LUH#

Ounce/Make £ A,
<properties file> MIE

Ounce/Make NERMEX

B4R R,
-2 RiEA Ounce/Make EIRIEEEN,
-h
-help

Ounce/Make B4
Ounce/Make BMX (ouncemake properties.xml) & XML X, HHEEEXH
BIEREFMAEE. Y Ounce/Make ia17H, EETFEERRHR -p HmMEHREMNX
o BUXHHITIEEEWEBIMERERN compiler M linker 1 make 7T,

ETHREBEXHFTIEENMLNEMAECRBXNES, B5HAE 8 TN
[ TOuncemake BMEXHFTEI b

1Z1T Ounce/Make BY, WIREFLIITLERIERE -p &M, ABA Ounce/Make =1FH
MEHERBERER ouncemake_properties.xml X (EZiEE 5 T1AY TOunce/|
Make S BE M make DU U TREFHESSTLIEEETMESE) o Ounce/
Make EREESFEEX,

Microsoft Windows £

- ZHRIT{EER

+ <data_dir>\config (E <data_dir> & AppScan Source EFHIBHNMIE, WEF|
[139 IS 9 &, TREMBFBREXAMNE) PR

Linux #REREN:
- YHEITIEESRE

% 1 & Ounce/Make MELERERE 7



+ <data_dir>/config (H <data_dir> & AppScan Source ZFHIBHNMIE, W
[139 TIRNE 9 &, [REMAFPBREXAME) R

. 7 Linux b, MBFIEE -p EAMEARMHERRBEDREE, BA
AppScan Source FEY I T EE R EaHSIE— MBI

c AXLIMEERAEM, Ounce/Make =IRFI pmake properties.xmlo, R
pmake_properties.xml F1 ouncemake properties.xml ¥EEFE—BRF, B4
ouncemake_properties.xml ff4co

Ouncemake BMHEXHTE
OuncemakeProperties (BMEXHHRTE) B&EKFHETTINTE.
FrEE

* [Compilen

E]
gl
P

SHIE
S )

7]
* MakeOptions

* [Options

+ [G1obalProjectOptions|
* [FiTeoptions]

* [Executable

* MountRoot

Compiler

Compiler JTRIEEMREIMMEPERNRmIFSFAIRI TG T ENELITE TS
RLITRR, LTEES—PaERBM macro, BIEEUWERIETRIZFBRIRMNEN
GHRRBFRTRITXHNTEN BT, WRFEE macro BMYE, BAREBERT
Ounce/Make ¥ macro BMHIREN CC. BEXHFRIEEZ Compiler 7t&R, EEWH

FEL—1 Compiler TTH&,

macro BMEMETEFRAE Compiler JTTEAWMIME—, a0, FEEZ R CC 5 macro
B4,

Tl

<Compiler macro=CXX>/usr/bin/gcc</Compiler>
3%
CXX: makefile BiF CXX Z&5|FALL4RIFR.

Jusr/bin/gcc: &IF Ounce/Make EERMIZE /usr/bin/gcc fRiF2s.
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Linker

Linker JTRISEMEIFRERERNIHERFEIRIT G TRBESTERHRIT
HAEITERR. BUEXHRIEEZ Linker TR, BREMLFEELD— Linker 7tHKo

EEE—1NEM macro, BIETE UHMENZEEZEFIRITXEHMNTEMZ R,
MNRAFIEE macro B, HBA LD AFE linker macroo

macro BIMERVETEFRE Linker JTTEAMNIME—, 180, FBE
%,

]l

<Linker macro=LD>/usr/bin/1d</Linker>
iR

LD: &iF Ounce/Make EEANZE LD &

/

% LD 59 Linker &

Jusr/bin/1d: &iF Ounce/Make EFEERABE /usr/bin/1d HEERF

Make

Make TTRIEEMEBIMZREEAR make AIHITX . MTTRIBELTERIHRITXHH
BIIRIE. BUEXHAIBESZN Make TR, BRUFZEDL— Make tHo

HTEEE—NEY macro, EIETE UMERTZE make AIHITXHEMTEMZFR, W
BRIETE macro B, BBAMREERT Ounce/Make EEMIZSE N MAKE,

make macro BEMETE Make JTTERHMNIME—,

5l

<Make macro=MAKE>/usr/bin/make</Make>

iR

+ MAKE: %51k Ounce/Make EFERAMZE MAKE %o

» Jusr/bin/make: &iF Ounce/Make EEFMZE /usr/bin/make make

MakeOptions

MakeOptions JTTEIEE B(FH4, make AJHMITXHINET, ItbTRERER, HEERE
MR REEZ R E T,

x5l

<MakeOptions>-f makefile.mk release</MakeOptions>
3%
prin i

-f makefile.mk release
fBi5545 make BIHITX s

Options
Options JTEIBTHAREEEL Ounce/Make BIIEIN,

% 1 & Ounce/Make HELHERE 9
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T RIRMUFE Ounce/Make S 1TIEMAIEMA, 0FE 5 518 'Ounce/Make <]
[E%F make &I FFMA,

XEEMEERUTIEA!

<option> = <true | false>
Options TTEMEEBEMARARHLFN.

Options JTTEAIEEBE THIBEHE:

B R
recursive H/R{E, true 5§ falseo

B4 true BY, BEIE -r S01TETL

single project /R{E, true X falseo

BER true BY, BEE -s sp<1TiEI

verbose f/R{E, true 3§ falseo

BA true BY, BEIE -v SpITIEIL,
clean FEA5|S (") SIEXRMNERTSEME, W0 "make

clean"s

RERY, BB -c mPITEN. BENEHITER
BHITH®SD. HIE0 gmake cleans
build f/R{E, true 3§ falseo

TEUEE make HEIATHITIOR
*: 5 Cygwin F%%B.

R FAfER FRBME, KEN, 5 -a X0, EENEN
EEEENNAERET.
no_clean IR{E, true T falseo

%1k Ounce/Make AEIEZITER, HFERER
R BT

. Ounce/Make FREBMXHFFIRENIED, fid, MRETHEGSITLESME
INHY Ounce/Make, ABAXLEEIMMA T B HFHIREED, MNRETAHIRDIT
ERYETAY Ounce/Make, BBA Ounce/Make N FHE M4 SCHIE,

Nl

UTERBMEXAHFBrE R REIT:

<Options recursive="true" single_project="false" verbose="false"
clean="nmake.exe clean" no_clean="false"></Options>

A .
iR
* recursive="true"

« single project="false" &S Ounce/Make EZIWHE AR, EZWMEAX
FIR{ERT, recursive BMHNIEEN trueo

+ verbose="false" XHAEFMEE,
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« clean="nmake.exe clean" EEMEIFIE,
« no_clean= "false" &ifF Ounce/Make E1T/AMRMS, MMRILEEEIGIEITHE

BRo

GlobalProjectOptions

GlobalProjectOptions JTENMEFEENMEXHIEEIM B &KL,
GlobalProjectOptions TTEMEBMUFREBHFEN,

LITR5IRER GlobalProjectOptions TTERIEIE:

« include_paths: FRBE, BENATFHNEHAEXHNEEREIIR (UDSH
fR) o

« macros: FRIBEE. ENATFIEFREXHNRIIR (UDSHRE) -

« compiler_options: FfFEHE. BNATIMEFAAEXGHNmIFSEMTIR (UT
KPR . BEAEELAEEBERENZ.

AN

T ERBMEX A H B R REIT:

<GlobalProjectOptions include_paths="/usr/include;/usr/local/include"
macros="DEBUG;WIN32" compiler_options="-f non-const-strings"/>

fEiR

 include_paths="/usr/include;/usr/Tocal/include" FEEHRMEMELEN"EE
"B o

* macros= "DEBUG;WIN32" ¥ DEBUG F1 WIN32 AAMEIMBEEN "=

+ compiler_options= RFLRiZFETUAINEIN B ELERY L/ Sr 1T 88770

FileOptions

FileOptions TTEAFNEEREY BENXHIEEE SRR, RREMEIFIFET,

&R A% R {ER FileOptions RABEEARREY BREHUXHIEEAREE, Fi0, WTFr
™, MREEFRNEE C Ml C++ XHIME, 1B FileOptions 7TX, &
ML B—NTER,

LAITRFIRIER FileOptions TTERBIE:

« extensions: FfIHRE. DSAEHINXGT BEYIR. BTEEGSIIIRFT ER
LR BB X HE S IREUL B M IEERIETL., MNRXHT BRNATFHIINS
™ FileOptions B, #ABA Ounce Make BMXHHHEMAIE—MLE MM .

* compiler_options: F{FHE. BENATAIERBIEET BRI XHHIRIFERED
xR (U=BDR) . BAREELLEE S BENR.
* include_paths: FFHE. BENATHRERABREET RIRNXHNESRBIZTIR
(UR SRR -
+ macros: FFHE. BENATAERBREN RENXHANEIIER (UDSHD

fR) o
]l

% FileOptions RHIE/RUMAEE Ounce Make BIMENH, LUEIEHREINN AT
C M C++ &,

% 1 & Ounce/Make HWEZAERF 11



12

WA extensions="c" B FileOptions TREHEMBMEANNATEE c VER
<filename.c> FIX{F, T8 extensions="cpp;cxx" HY FileOptions TTESIEFGHEHEHth
BYEENNAFTES cpp (<filename.cpp>) T cxx (<filename.cxx>) ¥ EBRRIXM,

<l-- g++ options for C files -->
<FiTeOptions
extensions="c"
compiler_options="-gcc_Tinux_i386"
include_paths="/usr/Tocal/include;
/usr/1ib/gcc-1ib/i386-redhat-Tinux/3.2.3/include;
Jusr/include"
macros=""/>

<l-- g++ options for C++ files -->

<FileOptions
extensions="cpp;cxx"
compiler_options="-g++_Tinux_i386"
include_paths="/usr/include/c++/3.2.3;
Jusr/include/c++/3.2.3/1386-redhat-1inux;
/usr/include/c++/3.2.3/backward;/usr/local/include;
/usr/1ib/gcc-1ib/i386-redhat-Tinux/3.2.3/include;

/usr/include"
macros="__ GNUG__ =3" />
&R

extensions="c" #1 extensions="cpp;cxx"
FBE XL HETUE AN S B&o.

Executable

Executable JTTERAFEMREIFEHREREMRAIHITHE (compilers Tinker X make PR
98 o IETTEMNEXRTNEARITXHNLITERR, Executable TEEBE—1TEMH
macro, EIETE HMENATFFHEAIRITXHBNEZENET. macro BEMNEEFE
Executable JTEAMAIME—,

BUXHERIEEEAEER Executable 7T&, Executable JTERREH, FHNXY
EEMEFERFERAEMEIGERE Ounce/Make KMBIRTHITX B A 45, @iTiR
FXLEEATHITE, Ounce/Make AJBAHLELRIK,

BNl

LT REMEX M REITT:

<Executable macro=ARCHIVE>/usr/bin/ar<Executable>

iR

R FIFE Ounce/Make FTREAMZEFEAMIZ /usr/bin/ar AIHITXMH, FH makefile
BT ARCHIVE ZR5|FLLAIH TS

MountRoot
NREZMTRRSITERAE, ABANE MountRoot JTZE. MountRoot &iF Ounce/
Make BiEEMNRESIBMEHBRNFAELITESKRIEZH,

BT+ MountRoot, Ounce/Make ¥§ --remote root IEIPRTVARINZIEREY ppf H
BI4RIFERIETNT ! TR0
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MountRoot fX7E Linux EBXK.
Gl

TR HIRGIT:
<MountRoot>/mnt/mount_point/usr/include</MountRoot>
B

MRIEEMEEEIZZ—H Jusr/include (80 gcc -I/usr/include ...) , B4
Ounce/Make B ZESIBME /usr/include 28I, LUBELERAY ppf XHEHFEER
RERBSERAIERE, 80 /mnt/mount_point/usr/includes

BAREMEXX

AppScan Source FYREETE <data_dir>\config BR (HH <data_dir> & AppScan
Source ZFFEUBAIMIE, W 139 TIME 9 =, TREFRF KBS FrFmi)
PEE UM ERBMENX:

» SampleOuncemakeProperties-Windows.xml

» SampleQuncemakeProperties-Linux.xml

AT LUE X UGB TE BB M o INRERAE XML, BEAXERFAENE
IR LIRIERIS o

ANl

tEEB DR EER Ounce/Make BI=F757%,

[ 14 ;189 R 1. AH%EMAY Ounce/Make) | IRBBATIEIAY Ounce/Make, X
HRAEZIEAR Ounce/Make FRTEBERFHY makefile, 8IE— AppScan Source Il
B,

[ 15 T1RY R 2 HB)FEAY Ounce/Make) | B -r (3J3) EBAY Ounce/
Make, 35/~ Ounce/Make LUE!YIFSNIRIEHERERITE M makefile FIFFEAR.

AHE 15 ;g URfi] 3: HERIMBEHE)IEDR Ounce/Makel | 1, Ounce/Make f&
A -r 3B)3) M -s (BImMA) %I, UET Ounce/Make BEIFIFFAE makefile BY
BYIRLIER R B AppScan Source INHE XK,

% 1 & Ounce/Make HWELAEE 13



B REMWHMHF
AR = SR BIEE R B REWAH

B 3% : /usr/source
AA : makefile. *.c. *.h

! !

H 3% : /usr/source/database B 3% : /usr/source/server
K% : makefile. *.sql AR : makefile. *.c. *.h

B Z/REE makefile FIRXHBIRBE R (/usr/source)o /usr/source BREETHED
FBSH: /usr/source/database M /usr/source/server, /usr/source/database B
BE— makefile 1% SQL Xf&F. /usr/source/server HREE— makefile
SR

HRFIRT =D makefile ##1T FHIRIS:
« /usr/source FHY makefile 932 /usr/source HFBVERENHFHEEA /usr/source/

database #1 /usr/source/server HHY makefileo
+ /usr/source/database HHY makefile 3 SQL XHSN\FIEIEETR,
+ /usr/source/server HFY makefile 93 /usr/source/server HRYEX 4,

o5 1. RHIEIAY Ounce/Make

R EIRBALAAEE YA R EA Ounce/Make, 1EIEIRYAAF R, Ounce/Make XEFH
STEHFITIAANE R makefile, INRFIE makefile BEXTEM makefile AYIEH,
AR 4 Ounce/Make JBZBRIXLEYE A,

LERBIM /usr/source i&fT Ounce/Makes

BEZH TEREWNXE) | TR EERN B RERFSERIERZ 5.

A
AR

ouncemake

TEER Ounce/Make IZITEMNERANA:

B & : /usr/source
AZ : source.ppf. makefile. *.c. *.h

| !

H 3% : /usr/source/database H 3% : /usr/source/server
AZ . makefile. *.sql AZA : makefile. *.c. *.h
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Ounce/Make 1175, /usr/source HEEIEIEZ 7 source.ppf BY AppScan Source I
BxXf, WMBEXHEEAUITHE /usr/source FFAE RN SN EREE, EIEE
IJIARF, Ounce/Make =ZBE /usr/source 1 makefile RAYIER AR /usr/
source/database # /usr/source/server H1BY makefile) o

ffl 20 HiEYFEIEY Ounce/Make
Bid -r W, Ounce/Make LUBYISTUIRIE (BRERXT makefile WELERIEM makefile
HNiEAA) . BFZMEXHARAREFR, ALES -r ENESEARR, Ounce/
Make 2ABEINEMRIFRIZHN makefile BJ## AppScan Source IHE X

BERE 14 TN TEREWMXHE || AT RIETEERNE REMMNXHRNER
WiBHo

A
Ty

ouncemake -r

-r (#BY3) FEIMIER Ounce/Make IRERXTEM makefile BY makefile A, BXiE
INETBIEEMER, ESNE 5 5189 TOunce/Make #5015, make &L FEHI
Fo

TEESR Ounce/Make ITITEMNERHNA:

B 3% : /usr/source
WA : source.ppf. makefile. *.c. *.h

! I

B 3% : /usr/source/database B 3% : /usr/source/server
MZ : makefile, *.sql M7 : source_server.ppf.
makefile. *.c. *.h

ELRBIF, Ounce/Make 7 /usr/source Al /usr/source/server FEIE AppScan
Source MBEXH., BT /usr/source FFY makefile AT /usr/source/database Fl
/usr/source/server FIAY makefile, FAt Ounce/Make SEEFXLE makefile BE LR

BT IR,

#t /usr/source/database HHY makefile M=, Ounce/Make FATE L makefile 47
FRAES; FElt, ©XReEIE AppScan Source WHEXH. FiF, Ounce/Make HiE
/usr/source/server HHJ makefile EIFZERFPIEXH, FEEHILHA /usr/
source/server FBYREXHER T AppScan Source WHEXff,

o5 3. HFEAIEFEYFIEIA Ounce/Make

w5 3 HEBERIE AR F LIRS FER Ounce/Make, Ounce/Make HITBEEIAY
Fi makefile ZRIFFVRABEATERET AppScan Source HHX o

BEEREE 14 T TEREWMXHEL || AT RILREIFERN B REMMNXHRNER
WiBAo
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M /Jusr/source directory TITIU TS

AA
AR
ouncemake -r -s

-r (G&)3) EIIET Ounce/Make ERERFTEM makefile B9 makefile A, BXiE
AR EIEMIER, BEZIFE 5 7189 IOunce/Make 851858 make I FIHY
*o

-s MEIHET Ounce/Make FEXNHEF#ITRAAMNE RFPNEM— AppScan Source I
BX4, MARRBERET makefile EIEFHME,

TEIET Ounce/Make EITEHNERRNS,

B : /usr/source
A% : source.ppf. makefile, *.c. *.h

! !

B 3% : /usr/source/database B 3% : /usr/source/server
AZ : makefile, *.sql A7 : makefile. *.c. *.h

/usr/source HFIEEN AppScan Source B X, Itk AppScan Source IiH X
BE& /usr/source Fl /usr/source/server FAENBAIZHEEREE.
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% 2 Z AppScan Source F<1TRME (CLI)

CLI @ AppScan Source LHAERYFRH,

CLI ZHFMELTTIIT AppScan Source LhEE, HEBITHANHLUIERERERR
ERHER EME <, BT, CLI AR RBEAAIEFIEHEEX Y (k) /Y
ito

WHRMETX
AppScan Source XJ&i

XWRIMETR AppScan Source WRIERLE, ER]LIHEMERANERNSR (KA
2. EFREXHE) .

AppScan Source
AllApplications>>

ol kY2
(*.paf)
T H
(*.ppf. *.vbproj, —5—— b/
* jsproj % %)
— e — b
L S|
L R kg I— T H
(*.paf)
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SEENIT R 2 F] ETX

% AppScan Source 8RL{TRME (CLI) < XEHF L TFXHEMER, BIEHFIE
RATEEXHLEFER. BREEAZEESs L TXHNLZHE, BFER
[SetCurrentObject (SET, CD)| p S EITR,

ItE5h, —4& CLI an S ETIXSREIER; XS R AT IR P&EY S el EAYR T
T E 8N FBERF.

AppScan Source #F<{THRE (CLI) TR

W% CLI spSEEXREIMEMELHN AppScan Source AR,

NREREBETURERITAIN, BASHMEIRES. BHER, [Scan (SC)L Pub-
Tish Al CLI #p<H%EE AppScan Source for Automation ¥FA]IiE,

BXEZER, BEAEEN,

B AppScan

18

PAzsith

Source #<{THRME (CLI)

« 7 Windows &% L, i&fT <install_dir>\bin\AppScanSrcCli.exe (Em
<install_dir> & AppScan Source &£#=UE) o 40, £ Windows (32 i) E:

C:\Program Files\IBM\AppScanSource\bin\AppScanSrcCli.exe
« 7 Linux R£LE, 81T <install_dir>/bin/appscansrccli, f5I40:

/opt/ibm/appscansource/bin/appscansrccli
@il CLI, AIUENBEFBNEGST EEE—PERH S,
il

CLI f&i& script s3<UBIHITED CLI 21
<install_dir>\bin\AppScanSrcCli script myscript.txt

iIE=E AppScan Source f5<1TRE (CLI)

AEBRUAHMIBES 27 CLI FIRMNTE,

UK~

o TEXAEYRIEBIFITH <data_dir>\config\cli.cp (HH <data_dir> 2 AppScan
Source FERFEIBMINIE, WE 139 DIME 9 =, TREMBFRBEXHFIIE) FHFr
R) o MXHEFRRIMNLTT:

-Duser.language=<language>

Hrh <language> BREEERMIES, ZFUTE:
- de, REIB

- es, ®RNBAPIFIE

- fr, RINEAE

- it, BXKFIE

- ja, ®TWHIE
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- ko, RFHEHE

- ru "AHEIE

— pt_BR T pt-BR, REABEEFTIE
— zh CN 3 zh-CN, RREEAX

— zh TW Y zh-TW, RREAKFA

EERMTITRE, ®REXH.

FEXAYRIESFTITIF <data_dir>\config\ounce.ozsettingsoe TEXMFHERL locale
WE. WWIRERSLUTEM:

<Setting

name="locale"

value=""

default_value=""

description="The language (and optionally the Country/Region)
in which UI and messages should be displayed. E.g. fr for
French, or pt-BR for Portuguese (Brazil)"

display_name="Locale"

type="text"

available_values=

read_only="false"

hidden="false"

force_upgrade="false"

/>

EUKEF, BER value B, UEHIKENU LT BHIEENHERIESIRE.
i, WREEUESEFRFRINT -Duser.language=fr, ABAIEE value BHEEHNH

value="fr",

EEER T IR ER, REX.

Bsh CLI (M1R7E CLI EFEETHRMETXEFENR, BALEEEEHZDH
CLD o

3

AppScan Source 88 {THRE (CLI) s EBEHELTEMAESHRIVAERR EMTF
8% shell) o CLI S89AKDA/NE, HEFFTERTAEASHD switcho

PR CLI sa<RNEEN:

command required_args [optional_args]

AN AEER U TAE:

command: S2FRER<, LA bold Courier F{AHRiD,

MHEBE LU courier FIRIRIR,

FEIE: Bl italics ¥Rk

ALESH: UAES [ ] EER.

BEEEMINESE: UEES { ) EEk

RLESWFTEXBNE (BERIES < > #1708 . NIREAXESHMAEE
B, BBABKEIHEIRER.

S mSWEABKBTNES, TSIt HNEESAIEIRS.
Fram<EMBE— 18R, EPRHEASEEBig,

% 2 & AppScan Source ®E1THRE (CL) 19



« BPLEFHLHAX, BESIRFEX.
ER BFEUICESHRSIMFHEX.
SHA UBEETRMBUS. BEANEIS (" ") FEs=RABMENSHUERER, SN

SRHBTNZ N B

AppScan Source FF<{TRE (CLI) &<

20

=
=
ok
==}
)
Bt

AppScan Source

EATFRETA CLI &, HEMAESHURRA. &< 5 TAppScan]
Bource B3 1TRE (CL) s mEl FtmEnts

RE L KRN,

B LTHRKIMMEST AR, Fl, BTFHRENAER. IESXHHEIZITHL6s

27 scan, 485N sco

TRIIET CLI &8, &

® 1. CLI &85

BL1THRE (CL) HTHEE

LA LUNREEFTEE R,

BiER.

MBS &R FEER

£~ AppScan Source FILT
AERRAMARAE Bo

BFRERREDITEREFNES
MU=\, FH
openapplication (oa) #5547
FRAREFZE, IBERH
clearcache RFHRERIRE
o

.M M RIS R BIERF TR, z

[deTeteassess (da)] ZmSEBEEMB. BEESN
[removeassess (da)l

M AppScan Source #IEEH |2
iR,

[fever (av) Wi T, =
[detaits (det)] B 2 3 REOIT AR S | B
Bo

echo RPrE W N B L R
o

[getaseinfo (gase)| $TED AppScan Enterprise|=®
Server & &,

FILFrE s T H RN THE
8o

£/ import @mLOEIMAE |2

(30 .ppf) HIDFIMENAE

o

FIHBEXERIXNRNBEENE | 2
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® 1. CLI &% (%)

WmYMES

DU

|11'st (1s, d1'r)|

FI X R R FIS R N EIFR
BWR. WUXNRIFIR, &K
MEANER R TER T

R0 | 3
i
X
X

listassess (1a)

FIHIT R Y IR R
tRIRFIT(H B HR /B8, AR
Tistassess BIFRERARIRLAFA
details p<ELEER.

i

[1istgroups (1grp)|

FIHFIEH. HIFeRURE
HEYHR,

ali]

listusers (Tu)

HIHFRE AppScan Source
Fo

il

=
2]
(=]

HASEXHAERIER.

Togin (in) ERE AppScan Enterprise
Server (&t [login Tocal]
(Tocal)) o

EASENXG (SHXERR

-persist 5 CLI
[B1A9 Tlogin (in)J | <ERE
FEREEMMK, XTOE
AppScan Source for Automa-
tion AFBIBIEMMA) BRE

AppScan Enterprise Servero

Togout (out)

M AppScan Source JEFHFFEL
1EA$1TRE AppScan Source
BLTRE (CL) =i

ali]

79 AppScan Source FIF &K
BRER, WiFaN. BFR
IRAETR,

il

BIEEFY AppScan Source F3
F (FEERAFRE. BE.
£%#) o AppScan Source F3
FHE]#F#ETF AppScan Enter-
prise Server AP FfEREM
AppScan Source ¥UEEH, =
BMREFEL L FRIRS 2
AR, BRARIEARMGER
#79 AppScan Source FAF,
KA # AppScan Enter-
prise Server FBEHEHN
AppScan Source FiF,

all

lopenapplication (oa)l

B SRR UATFIANEN
BRERF, IBATERFHN
AppScan Source [NAIZFX
o

ali]

lopenassessmentfile (oaf)|

#TFF AppScan Source IFEX
£ (file_name.ozasmt)o

il

%5 2 & AppScan Source @

LTR@E (CLI)

21
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® 1. CLI &% (%)

WmLMES

D%

[password (passwd)|

BT password BRI LAERIE
HEE, MREEEEERY
A, BRARA LB E A
PRV,

FD | 3
i
ok
S

printuser (pu)

printuser (pu) MSEREL
ETNEXETHFBER.

i

[pubTishassess (pa)

R H R BT TG R R E
AppScan Source ¥4, A
TS, FETATF
AppScan Source ZFH ({50
AppScan Source for Analy-
sis) , BRATATF AppScan
Enterprise Console (£
44 TIBY Upublishassessase]
[(pase)s | <A %% 3

AppScan Enterprise Con-

sole) o

Pl

[pubTishassessase (pase)|

R LT &I L 2 R E
AppScan Enterprise Con-
sole, EAZTH, AR
AIATF AppScan Source &
#l (%0 AppScan Source for
Analysis) (M [E 43 D1
[ Tpublishassess (pa)Jy | 8%
A] %A% E| AppScan Source &
FH) o

fim

uit]

-

£5RH KM AppScan Source
mYITRERE. IREEE
xR, BRUEEHEHZ,

record (rc))

IS RABLIER,

refresh (rf)

Refresh MIZEERLFIINE
L EIEF.

Pl

register (reg)

M AppScan Source ¥IEEEE
A B N R,

i

[removeassess (da)l

MPITRER B T 5 530 24
o

all

report (rpt)

Report £ WMIETEIEMN
AppScan Source 1R, BIEE
RIREM AppScan Source
H. FRLEGSREBHN
AppScan Source for Automa-

tion PRI,

i
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® 1. CLI &% (%)

WEMES &R REER

[scan_(sc)| RE— I NARER (HMERN |2
BEr) « MBExXH. FH
I SHEEB MM AppScan
Source for Automation ¥FFJ
o

script (scr) BT,

[setaseinfo (sase)] 157 Enterprise Console & |2
&

[setcurrentobject (set, cd)| | R setcurrentobject SHAXY |2
EUS

B TERBRINELTE. |

[unregister (unreg)| ZamSTHETFMNERITRFHESE | 2
BN REFRHIE,

UTaSEMN CLI PR AHEEFER:

+ add: AR, B7IER.

« Tistproducts (1prod): FifF. E/EA,

+ liststopobject (I1stop): =, BENFER,

« login_admin: BFfZE. BMEA.

« login_local (local): Fit#F. fEMlogin (in)}
* new. FEE, {FFopenapplication (o0a)l

+ reset (r): BZE. BER.

* runassess (ra): F¥EFEFMEM. fEAscan (sc)b

about (a)
iR

£/~ AppScan Source #pL1THREMAFIRIE Bo

A
about

5l
Al1Applications>> About

Security AppScan Source 8.5.0.0 Build 175.

Licensed Materials - Property of IBM Corp. © Copyright IBM"
Corp. and its licensors 2003, 2011. A1l Rights Reserved. IBM,
the IBM logo, ibm.com, Rational, AppScan and ClearQuest are
trademarks or registered trademarks of International Business
Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or
other companies. A current list of IBM trademarks is available
on the Web at "Copyright and trademark information" at
www.ibm.com/Tegal/copytrade.shtml. Linux is a registered

% 2 & AppScan Source #ES{THRE (CLI)
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trademark of Linus Torvalds in the United States, other
countries, or both. Microsoft, Windows, Windows NT and the
Windows Togo are trademarks of Microsoft Corporation in the
United States, other countries, or both. UNIX is a registered
trademark of The Open Group in the United States and other
countries. Java and all Java-based trademarks and Togos are
trademarks of Sun Microsystems, Inc. in the United States, other
countries, or both.

This program includes: Jacorb 2.3.0, Copyright 1997-2006 The
JacORB project; Jericho HTML Parser 2.1, Copyright 2005 Martin
Jericho; and XOM 1.0d22, Copyright 2003 El1liotte Rusty Harold,
each of which is available under the Gnu Library General Public
License (LGPL), a copy of which is available in the Notices file
that accompanied this program.

clearcache (cc)

Do

MREREDITEREFMESRMNE ZEIE. FH openapplication (oa) #<FIFLIZ
BREFEZE, sh@dAE clearcache KERESRERF,

R ZE, WRBAT Java BEDH, BANNBEFIIME B F—1H
R E .

EE

clearcache

Nl

Al11AppTlications>> openapplication SimpleIQT
AT1Applications\SimpleIOT>> clearcache
Al1Applications\Simplel0T>>

Java BUEIE 3T

BRRIEEHEY, AppScan Source RN EIEHITERET. AfE, SEEMPE

MExNAEFE, AppScan Source ERZERMENRBEN, HRNBRDINZE
MR REEEE D . RAERENBHNTEDN, BE—/ B ITEIRNTED .

KFUAES

£ Windows # Linux EX#FeiE9M. BRARE, X AppScan Source WH LN
EFHEXS Eclispe MIBRTIETEMITEIED. BRABESTZE, WHE. A
RFHETETEEITHNE T RERIBKEREEE (RBHBHREASERRED
MEIRETF) o XfE AppScan Source REBSN EEIFENEUEH TR RER. ELL, R
BRADEREFRBERMARIBEE BERXXHRI SR ETE S G0 LISE R EEIR
8, BamB. NAREFIITEZENEEE®EIEEE,

BERAMERSED T, BRITUTIER:
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pug =

1. EXAEER (Hi <data_dir> 2 AppScan Source F2RFEIREIMIE, A{E 139
FINE 9 =, TEEMAPKIEXHMS) FFFHR) FITF <data_dirs\config\
scan.ozsettingso TEXHFAHZERL incremental analysis RB. MIRERSLUITHE
M

<Setting

name="incremental_analysis"
read_only="false"

default_value="false"

description="Attempt to scan only changed files,
instead of re-scanning everything."

type="bool"

value="false"

display_name="Incremental Analysis"

hidden="true"

/>

FZIRER, B2 value BlE. MIREIMEIREN true, ZIRERTH. WRES
B false, BBA AppScan Source TEIFEBTIERSITIEIL DT,

2. 7£ <data_dir>\config\scan.ozsettings H1, %% percentage of files_changed
®E:

<Setting
name="percentage_of_files_changed"
read_only="false"
default_value="50"
description="In incremental scanning, if percentage of files
being changed since last scan exceeds the threshold, full
scan will be initiated. The percentage ranges from 0 to 100.
Default threshold is 50, which represents 50%."
type="int"
value="50"
display_name="Percentage of files being changed"
hidden="true"

/>

ZIBEREREBIEEAREABZ AT EENNXHNESB. REBERT, &
BEBDLLN 50%, XBRKENRETE. NAEFHITIEZEFRE 50% HEZ
XHEREERNEREFRRE, BARKBTEREMAREIE D iEHE. T%ikE
B, RIFEFER value BEBEANEHENRET D,

3. TEEMFRERXIREZIERTE <data_dir>\config\scan.ozsettings, ARBEIHE
R FHEIE DEY AppScan Source Famo B8, E|H/BEN AppScan Source
for Analysis. AppScan Source for Development Eclipse 1 3% AppScan Source
1THRE (CLI), SEEMBE AppScan Source for Automation ARSS

4. W, HEBRIBEFEEREERE Java NAREFIIERN, ﬂD%EE&EVJYTfFE'J
YERBIHEMNENF AT e RE T aR, BLABRITREEI.

5. BRRERSNEEER. NREEHEFND, NEVETEAEEITNHITE
BothHE, BEBXEEZAERERISRER:

* AppScan Source for Analysis:

a. ¥IFF AppScan Source TEK"EIE "NE, MNREDMWNARR, FTHEM
FHEMNBEERE (MEIENSEREFERRFENBREFNERSE
7 o

b. FE"EREIRF, BEBEREERERF.

s
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« AppScan Source for Development Eclipse ##ff: MR <data_dir>\temp\
<workspace>\<project>, HH:
— <data_dir> @ AppScan Source FEFFEIBRIIAIE, W 139 TINE 9 =)
[TRENRP BB AR A,
— <workspace> BIEEAHITHIEM Eclipse TEEINET. EMIFFEANT
ETENEREE, BMBRED <data_dir>\temp\<workspace> BHR.
— <project> BEFIER Eclipse MBMEH. EMFMBENERERE, EH
PR <data_dir>\temp\<workspace>\<project> HX.
* AppScan Source 83{TRE (CLI): £ clearcache #5<, WAIBM Security
AppScan Source Utilities F3F¥5raRFTiA,
* AppScan Source for Automation: {3 ScanApplicationsi< -clearcache &
¥, SAIBM Security AppScan Source Utilities F3F$&EaHFRIR,

“

£ AppScan Source for Analysis F#EH{TIHEZ G, FIERIMEERIIGEEEREEN
Z M Z fa b,

R’
- ERFIRITRESONEE, BRRESTIER RN R el
o RITEE O, NE#HITEABNRZEEITRE2 AR,
- ReMMNENREERTIA SN BERFRIE RN E L,
- PRREEN.
— MM ozsettings MXHFEK,
- NAEFIERMREN. 6, EFRENAEFIEENBEFITERN
AppScan Source for Analysis"/&14 "#EFRFITHIERIES,
- BB ANENBEFEMFRRETE.
- MPHEHBRX . 180, £ AppScan Source for Analysis #, AEITE"RIR
B B R A R & X FEE N REHRR UM BB RIRZ X

s BXBEOWNEHEE T Ehttp://www.ibm.com/support/|
[docview.wss?uid=swg21994390F% 2,

< BIERRZE, FESTPHERTICATECBHIEERNUIE,

- REREHNEEEERBHIEBEHBERT,

o EBIEDHAEIREERIINAB Z 1 AppScan Source FmaAH. LhIh, HEEN
B, Z—1MAFPTERNEEE S LEEERNAEFEIE,

delete (del)
iR
M E ISR AP BRF TR
{5578 SOTEE LA RO F Ko
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IRANFXI R IR B IRSATIREHTTHIER.

EiE

del {name|id object_ id}

¢ name: FXRZB, BEEFUFXNRMWFN, BHLEE list 8,

« id: FHEE, BRERNSIRREITHIER.

+ object_id: FARIRHITHIFREIILTESE. object_id BREMPRIIFREVEFIRIR,

Nt

- MBRE Appl WIRZFRFERF:
AlTAppTlications>> Delete Appl

« MIERARIRY 40 BVINE:
Al1Applications\Appl>> Delete id 40

deleteassess (da)

ZmSEEMR. BSIA [removeassess (da)b

deleteuser (du)
{2
M AppScan Source ¥IEEFMIERAF .

1B

du username
username: EMHFRHY AppScan Source FAF.
5l

fBRE~ agraham:

All1Applications>> deleteuser agraham
AllApplications>> Deleted user 'agraham’.

delvar (dv)
iR
Jl‘?% | XEO

B

delvar <variable name>

variable name: ZEMIFRHNZENHI, WRFEEBZETNEE, PBASEEREM
I.S%) Eﬁﬂmﬁzlb/ﬁlﬁ\o

Al
MBS myvar ZTE:
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AT1Applications>> delvar myvar
Deleted variable 'myvar%'.

details (det)
TP
HIIH HEIXY RV IFAE B

HWERA X YIS SRIHERRIERAITHGEAIEAE B, [ [listassess (1a)| AJFKEY
A REFRRTIR,

B A details B9 2Za1, BEER MYFITHIER. EAILIAERL Microsoft
Excel SEMIZET CSV HIBRMNIEFEBITFRNES DR ZS (.csv) XN BEXMH.

EBiE
details [id]

id: HEIRIEPRITERNNRITR. IRKREERR, BARER (HEAEXMHR
%) RIITHERIFEER.

ANt

ERRMMTERIFAESR:

Al1Applications\Myapps>> details

File, Tline, col, name, type, severity, confidence
:\MyApps\WebGoat\webgoat\src\lessons\CommandInjection. java
, 119

, 0

, java.lang.Throwable.printStackTrace

(ep]

Vulnerability.Info
3-SeverityType_info
3-ConfidenceType_low

C:\MyApps\WebGoat\webgoat\src\session\ECSFactory. java
, 625

, 0

, java.lang.String.equalsIgnoreCase

, Vulnerability.Info

, 3-SeverityType info

, 3-ConfidenceType_Tow

Total Call Sites: 1283

Total Definitive Security Findings with High Severity: 10
Total Definitive Security Findings with Medium Severity: 15
Total Definitive Security Findings with Low Severity: 53
Total Suspect Security Findings with High Severity: 24
Total Suspect Security Findings with Medium Severity: 25
Total Suspect Security Findings with Low Severity: 6
Total Scan Coverage Findings with High Severity: 123
Total Scan Coverage Findings with Medium Severity: 69
Total Scan Coverage Findings with Low Severity: 56

Total Lines: 17197

Max V-Density: 929.8482293423273

Max V/kloc: 22.155027039599933

V-Density: 929.8482293423273

V/kloc: 22.155027039599933
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echo
&R
RBRrERmAM B EE R RR.
Zap L BB TR AR,

LR
3/11/68 2:15 PM AllApplications>>

3/11/08 2:16 PM echo "this is a test"
3/11/08 2:16 PM this is a test

getaseinfo (gase)
R

FTED AppScan Enterprise Server &

e B/RE@T [setaseinfo (sase)| SR ER AppScan Enterprise Server ALE.
EE

getaseinfo

*E:

« BRdUERE AppScan Source FBLITSRE (CLI), FHEBEME AppScan Enter-

prise IREWAINABEIRE urle BXAFKAMFAIREIES, B2 (IBM Secu-
rity AppScan Source LHRFEIRIEE) B"EIE AppScan Source"—T3,

+ userid 1 password ZETEIETT AppScan Source EFH (4, AppScan Source
for Analysis) BIM28 L - T url )“Jﬁﬁ%?_ T Enterprise Server (ERJREITIZIZN]
#FL) R, BRENZENSE (B, BIMEKE getaseinfo &%) i

userid 1 password 58,

ANl

AllApplications>> getaseinfo

Username: my_domain\my_username

URL: http://my_aseserver/ase
help (?)

{2

FIHFrE LB N e <L BIEEE.

AppScan Source B8 L1TRE (CLI) HBBIRERKoTHSSIEE. 3IBMFEERRZE.
Help AITAFMAer<, EHAILUERREFAEHLTHIIR (FEZSHBERERR) o

s
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EBA
help [command]

command: EETRHEBAAEBN CLI 5<%, EATETFRFRIEEE A A TFHREN R

B

Nl
« FIHFIEEXMELRIEEE):

AllApplications>> ?

o B [register (req)| sp<HIEERS:

AllApplications>> Help register

import (im)

iR
fEA import SR ENEIME (30 .ppf) FIMEIIBENAER.

FERZBTRINIERN, ZFUTHE X!

+ AppScan Source EXH (.ppf)o

*  Microsoft Visual Studio C/C++ (.vcproj)

*  Microsoft Visual Studio C# (.csproj)

* Microsoft Visual Studio Visual Basic (.vbproj)

SATER, PIfERBRMTRERSAX G/ HXHT RS, ARELUEEH M

SEHRIETRENSGNEEER THMETE (BAT]|AN) -
EiE

import path [true|false]

. BHHERBEPMSAXNRIERM

« path: FASANRIISTTERR,

s true T false: F]i%t, BIEFBEFER. REEN false (BEFER) o

Nt

Al1Applications\testit>> import c:\testapps\java\webgoat\*.ppf
AllApplications\testit>> 1s
23942: webgoat (Project [local])

info (i)

TP
SR LRI R B EAIENER.
B
58
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ANl

P S A1 AR RIARIRFI B AR
AT11Applications\Myapp>> Info

il B P

object: Myapp(Application)
id: 1

list (1s, dir)
iR
FIET R P HEIITRTHAEN R, WU RIFE, FMALENEFERTERE
To
EBiE
list [all]

« all: Bk, BRNEMFANFABENR,
« MERERSERNTIH LRI RERF

Nl
o FIHHRIXIRIPRINR

AllApplications>> List
1: WebGoat 4 0 (Application [Tocal] [registered])
2: test_application (Application [local] [registered])

© FIHXERMPRRENR:

Al1AppTlications>> LS all

1: WebGoat 4 0 (Application [local] [registered])
----198: compile (Project [local] [registered])
———————— 470: WebContent\1p\JavaScriptValidation.html (Source)
-------- 475: WebContent\1p\RemoteAdminFlaw.html (Source)
-------- 483: WebContent\Tp\WelcomeScreeen.html (Source)

-------- 474: WebContent\1p\ReflectedXSS.html (Source)
|----|----477: WebContent\1p\SqlInjection.html (Source)

listassess (1a)

E1::pu

FIHITRI P HFIXT RIS RAMRAFITE HER/BYi8). 6 1istassess RIIRENARIR LA
details < ECE{EA.

1B

listassess [all]

11: Ak FIHAERRIFEITL,
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ANt
© FIHYRITHENRER:

Al11Applications\WebGoat 4 0>> listassess

Al1Applications\WebGoat_4_0>> 4762: WebGoat_4 0 (Application, Tue Mar 11 14:20:23
EDT 2008)
Al1Applications\WebGoat_4_0>> 9033: WebGoat_4 0 (Application, Tue Mar 11 14:43:31
EDT 2008)

« FIHFMBETHENRIER:

Al1Applications\Applications>> ListAssess all

542: putty (Application, Fri Aug 04 08:38:18 EDT 2008)
1804: JavaAny (Application, Tue Apr 01 13:17:33 EDT 2008)
2971: snare (Application, Tue Apr 01 08:42:53 EDT 2008)
4773: SimpleIOT (Project, Tue Apr 01 07:31:11 EDT 2008)
4874: JSPWiki (Application, Tue Apr 01 13:22:08 EDT 2008)

Tistgroups (Tgrp)
R
FIHPRAELE. HiFrI AR B HHEIR,
EE
listgroups

ANl
A11AppTications>> ListGroups

Group: APPS
Description: Application and Project Management
Permissions:

REGISTER (Register)

ATTRAPPLY (Apply Attributes)

ATTRMODIFY (Manage Attributes)

SCAN (Scan)

VIEWREGISTER (View Registered)
Group: ASSESSMENTS
Description: Assessment Management
Permissions:

ASMNTDELETE (Delete Published Assessments)
ASMNTPUBLISH (Publish Assessments)
ASMNTSAVE (Save Assessments)
ASMNTVIEWPUBLISH (View Published Assessments)
Group: KB

Description: Knowledgebase Management
Permissions:

CUSTOM (Manage Custom Rules)

PATTERN (Manage Patterns)
Group: ADMIN

Description: Administration

Permissions:

ASE (Manage AppScan Enterprise Settings)
LDAP (Manage LDAP Settings)

USER (Manage Users)
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lTistusers (Tu)

Tog

B
HIHFRE AppScan Source FAF.
NRAA, PBrmHRESAPRR. |RFA P F0EE.

B

Tistusers

]l

HIHFRE AppScan Source FAF:

Al1Applications>> Listusers

A1l Users
admin (myASEServer\admin)
jsmith (John Smith) Tocal
joandarcy (Joan Darcy) local

AlTApplications>>

3

A XAERIER.

KRB RERIEEXGREFIRIERRES. BITNR1E (8FEHEH) BicRIEEX
o

R BNERGSRA, B R

A

log {on file|off}
© HE on 5 off SHABITAHKFALR. FHSEW Log R HETRS.
o on: HFELSHLFTHIER. 0n FE file BFF
« file: HEXMHHRM, ERILUSEEZEMBIXARIER, W .txt 5 .csve
« off! XHAHRIERAIE.
it
« IBREIEZA MylogFile.txt HYSCHF:
Al1Applications>> Log on c:\MyLogFile.txt
© KHNER:
AllApplications>> Log off
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Togin (i
]

n)

iR

ERE AppScan Enterprise Server (& [login_local (local)) o

MNREFHIN, BARTRIBENRN AllApplications>> LUIIETREEE R,

&

7.3

login server user_id password [-persist] [-acceptssl]

zN

server: W&, BE AppScan Enterprise Server SLfjlfY URL. % URL R A

http(s)://<hostname>:<port>/ase, EHM <hostname> BEXET AppScan Enter-

prise Server BINZERIZHR, <port> BARSZZMTITAAEMNIKO, % URL BIRHBIA
https://myhost.mydomain.ibm.com:9443/ase,

user_id: W&o

— Y03R AppScan Enterprise Server INEAENAFIRRMZED, WMARFAFPIR
o

- MR AppScan Enterprise Server BCEIfEA Windows IAIE, IBRIANATE
2%l Enterprise Console RUSFIAAF® (L \ 2FEHFAFE, 5190 my_domain\
my_username) o

- W AppScan Enterprise Server BECE LDAP, BHMNBTERE Enter-
prise Console I &,

- 7 Windows £, #NRZ#F AppScan Enterprise Serveri#{Ti@FA A< (CAC)
JAIE, FI common name<cn certificate>, EH common_name 2 CAC EFE&
(CN), cn_certificate BUEBELZAR CN., fE common_name X
cn_certificate BaTK, TEMNHAEMLRS
("common_name<cn_certificate>") o

5. fNR AppScan Enterprise Server INIERENRAFPIRMRME, ZFEAH4

IEFE, $8E Enterprise Server FAFARIRHIZHD,

7 X¥F AppScan Enterprise Server #{T CAC IAIERY, RERIZIEDL,
-persist: Bk, BIMBZAEEREIERR. NRERT persist B, A
login AP ZMNEZBREZEZIRZN cli.token BIMBEZAN M. cli.token 1R7F
ZEIFF home BRM .ounce X3k,

-acceptss1: Ak, BEENESR SSL iEH. BXELZELR, BSFE 35 1l
[ TAppScan Enterprise Server SSL iEHJ b

EQ IRKREESH, EBITIOEFNERT, ERFSHAHE AppScan
Enterprise Console XK, HABHIR (WREEBIHM AppScan Source &
FHF=@REREERKAZZIESR) .

51
FAF John Smith BEREFIERALEERISEIFH AppScan Enterprise Server:

>> Jogin https://myserver:9443/ase/ johnsmith mypassword -acceptss]
Login successful.
AllApplications>>
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* 1£ Windows L, FF Jane Smith EREIX#H#HIT CAC IAIEAY AppScan Enter-
prise Server, #IHY CN /9 janesmith, HATBIES CN /9 mydomain-co-ABC123-
Co:
>> Jogin https://myserver:9443/ase/ janesmith<mydomain-co-ABC123-C0>

e, @Y Windows REMINEERBTHMAR CAC REWE, Hi@Ed®E
BT IZINIEER, BPTRERUTRA:

Login successful.
Al1AppTlications>>

AppScan Enterprise Server SSL iif$H
%% AppScan Enterprise Server BY, WIXTEHAITEEMUERBR SSL IEH, MRFK
TR IZE7E, BBATE Windows # Linux Lti#id AppScan Source for

Analysis. AppScan Source BF¥1TFE (CLI) 3 AppScan Source for Develop-
ment EREIRSZFIDFRBAAERNERTE S

SSL IEBEFMEME

BWAAESHIEPIEMETE <data_dir>\config\cacertspersonal #1 <data_dir>\
config\cacertspersonal.pem (EH <data_dir> @ AppScan Source ZFEIBHIME,
WiE 139 TS 9 B, [REMAFRKEXHAE) k) &, NREREEXAM
BT, BPREXF XM

AppScan Source for Automation #1 SSL JE$IEIE

REERT, B AppScan Source for Automation B BaE=IE+. ITHH B
b ARS8 BCEX M (<data_dir>\config\ounceautod.ozsettings (EH <data dir>
& AppScan Source FEFHIBNMIE, WFE 139 TINE 9 &, TEMAFHIEXH]
[ FFrR) ) B89 ounceautod_accept_ss1 I@ERME, MRMHIBTIZIGEUET
value="true" I&&EX value="false", AR SSL WiE, MEZBTTIOEHA
Zl AppScan Enterprise Console RIERELMRHRY, HSHIMEIR,

AppScan Source <{TRE (CLI) f SSL IEHIEIE

BRETRT, SEA CLI Togin <8y, K=t SSL WIE, MIIRBRLIOES, B
AERE) AppScan Enterprise Console MEHITRMRVIRIEIEAMHHLE (WRE
BT HM AppScan Source FF@mER, EEARKAZEZIES) . AILUBIELR L
Togin Bp<EIERIEIN -acceptss] SEREMULITH. ERLSHG, FEES SSL
IEHo

Togin file
R

ERSEXHE (SHEXMHRR -persist XIS CLI[E 34 7K Mogin (in)y | &<
FeafEARIEMA, HAELIE AppScan Source for Automation FAFEIBIEMK) &
RE| AppScan Enterprise Servero

P
Ap

WMRERAY, BARTRREEY AllApplications>> LIEREEER.
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login_file server token_file [-acceptssl]

« server: #i&. 187 Enterprise Server £fflFY URLo

* token_file: W&o IETTEXHMRBENHE, NRIEXGZE®IT CLI
[F389 Mogin (in)J | s> RUERMAR, FBANHH ouncecli.token HIFEIERAF home
BRH .ounce XA, MRLEXHZHIT AppScan Source for Automation
meliE, ABANH/ <data_dir>/config/ounceautod.token (EF <data_dir> &
AppScan Source FZFHIBNMIE, E 139 INE 9 &, IRENBAFHBIEXH
[LEs Frrmd) o

« -acceptssl: A, B&IER SSL kP, BEXEZERE, B2HEE 35 Il
[ TAppScan Enterprise Server SSL JE$J b

ER: IRKROELSH, TEITICEPNERT, ERFIFAHE AppScan
Enterprise Console Rk, HEBHIR (MREETELHM AppScan Source &
FH~@E RN ERKAEZIESR) -

Nt

FAF John Smith f5f7E Windows £M CLI SIENSHEXH4ERE] AppScan Enter-

prise Server H:

>> login_file https://myserver:9443/ase/
C:\Users\Administrator\.ounce\ouncecli.token

Login successful.

Al1AppTlications>>

Togin_local (local)
iR

£ AppScan Source V6 AARIEZEFEA, EMlogin (in)h

Togout (out)
&R
M AppScan Source JEEFLILELSITFRE AppScan Source 3L 1THRE (CLD) &ifo
MRARER, A logout ATLMEL,
B
Togout
ANl
EH:
Al1AppTlications>> Logout

>> Logged Out.
>> Exiting Security AppScan Source Command Line Interface...
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moduser (mu)

&R
79 AppScan Source AFENAFER, WITFAIN. AFRRRMZT,
EiE

moduser --userid|-u <user id>
[--fullname|-f <user first and last name>]
[--group [group[:permission[;permission...]

[--group...]]
[--removegroup [group[:permission
[;permission...] [--removegroup...]]

AP &MZFR
+ --username|-u: ¥, BHMH AppScan Source FAFEo

« --fullname|-f: Bli%, AFPNELR, NRIFZEHEETIE, BEA " FSEEHRE
Bk (a0 -f "Joe Smith") o

AT AT AN
B,

AT RARR A TRRZA P PR A F M TE AppScan Source £55. K& HRIRAIF
AN —EBRINES I ATFARERR:

--group: EAULARRIMAVAMAIFEIN. MREEANFHEMIFAIN, FRHBF
R ZAFRIFTE RN,

HE

--removegroup: EMILAF FFRERNAMAIFAIN, WRIECHNATHERFAINN,
B ZAPIFABIF AN,

AR EFE:
o ASSESSMENTS: iF{&ZRAIIFRIN,
ASMNTDELETE: fHBRE & fBIiTF(H.
ASMNTPUBLISH: &7%ni¥{h,
ASMNTSAVE: fRTZE1F(H
ASMNTVIEWPUBLISH: &EEBE & HHNiT(H,
« ADMIN: BEIEIFaI,
— ASE: B3I2 AppScan Enterprise 1&&
- USER: BEAFIKE, SIEHAMMMEREF UNEEFFrI,
« APPS: N FEERFAINEKAIFAIN
— ATTRAPPLY: KEMMAEINBIZERF.
— ATTRMODIFY: €. MIFRFIENE 4,
— VIEWREGISTER: EERBEIMBINAERFMIE,
— REGISTER: EMt/FHEMAEFMIEB, BR VIEWREGISTER FAI1%,
- SCAN: N ABRZFEMIE,
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« KB: FIIREEEITFAIN,
— CUSTOM: EIRZEHIFRMI,
— PATTERN: BIEE. “4miIBTHAHBRIETC.
« FILTER: TJESSETE,
— SHAREDFILTERS: BHIEHZITIE2S,
+ SCANCONFIG: FHEEEEIE
— SHAREDCONFIGS: BIEHZFHEALE.

ANt

B2 Joan Darcy WA EIE (@i ) ZE, RABERREZA
FPEERE. KAHNEFTAN, BREAFEMERTAIN. LthIh, Joan EHEEFIRE
RV RIAN:

moduser --userid joandarcy --removegroup

ASSESSMENTS : ASMNTDELETE --group KB:PATTERN

newuser (nu)

R

BIEEHTRY AppScan Source B (REBFMAFE. B, £%8) o AppScan Source
FFPB]#Z7EF AppScan Enterprise Server FIF 7R AppScan Source #IBET,
NENMREFEL FNAARSEHAEF, BARESMGHERIZEN AppScan Source A
Fo XEAHTE AppScan Enterprise Server EBETFER AppScan Source FAF,

7 . S0R AppScan Enterprise Server FrBFAAIRFR (CAC) INIE, FBA newuser (nu)
B TEMA,

E

newuser --userid|-u <user id>

--password|-p <password>

--fullname|-f <user first and last name>

[--group [group[:permission[;permission...]
[--group...]]

RAER
« --userid|-u: #%F. APIRIR. FAFTE.
+ --password|-p: FAPZE,

o ——fullname|-f: AFPN2RB. MRLEEZETEETIE, BER " FSEHIEREX
(5lg0 -f "Joe Smith") o

AT RTAY

A%, AFFRIAATIRAFAMRIZA P AIFHRITAY AppScan Source 55, KREI IR
IRRIFRINRN—E D ESEI B TFRRBERA:

--group: MEAFBAMAIFAIN, MNREEHANAHERTFAIN, KFRBARTIZA
REVFRTE TR, AREFAINEE:

o ASSESSMENTS: IEAHZRAIF R,
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— ASMNTDELETE: MHBRE %&7REYiTF(H.
— ASMNTPUBLISH: %&#iF{s
— ASMNTSAVE: 1R7F1¥(H.
— ASMNTVIEWPUBLISH: &EEBE AXHAIIT(E,
« ADMIN: EBEIEIFaI
— ASE: EBI2 AppScan Enterprise &E
- USER: BEAFIKE, SIEHAMMMEREF UNELEF R,
« APPS: N FAERAMINEKAIFEIIN
— ATTRAPPLY: REMNAEINABIZERF.
— ATTRMODIFY: €&, MIFRFIENE 4,
— VIEWREGISTER: EFEBEIMHINBRZFHNIME,
— REGISTER: EMt/FHEMAEFMIEB, PR VIEWREGISTER A%,
— SCAN: N ABRZFEMIE,
« KB: HNREBIEFOIN,
— CUSTOM: EIEZEHIFRMI,
— PATTERN: ®IZ. ZREEIMIPFET.
« FILTER: TIS2BEE,
— SHAREDFILTERS: BHIBEHZITIE2S,
+ SCANCONFIG: HiBEEEIE
— SHAREDCONFIGS: BEHZEALE.

LDAP jAiE

3N AppScan Enterprise Server BFFEEFRE LDAP BF, ABATLERERNIM
F) AppScan Source FBFTFEEH, ERIMRET LDAP #{TIAIER AppScan Source
R, BBARISRE AppScan Enterprise Server FAF FfEFEECE NFER LDAP 7Zfi#
., BXXHEMNES, 5% AppScan Enterprise Server Planning & Installation
Guideo

NREERER LDAP INEMBBERNMAZE LDAP ARAMN—E2H AppScan

Source A, &M newuser @<,
5l

7£ AppScan Enterprise Server E8IZFF Joan Darcy. #SFF &/ joandarcy,
B9 1234560 Joan FIE@I APPS Fl ASSESSMENTS AHHIFTEIFEIARAK KB 4
FRAYTE I RLMIIFRIACKAER AppScan Source:

AllApplications>> newuser --userid joandarcy --password 123456
--fullname "Joan Darcy" --group APPS --group ASSESSMENTS --group KB:CUSTOM
Al1Applications>> Created user 'joandarcy’'. User ID: 888
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openapplication (oa)
ik

Za R LA T AMNBNARER, SXATEIEMI AppScan Source NAEFX
%,

ERZS T AN AR, FUTNARERXH:
* AppScan Source MABEFXMH (.paf)o

* Eclipse 3 Rational® Application Developer for WebSphere® Software (RAD) T
=S8 (.ewf)

. BB openapplication RKITALETEIER (BIiEEHRRF) B, B4
B .ewf X1

« WAR X (.war)

« EAR Xff (.ear)

+ {¥ Windows: Microsoft Visual C++ L{EZIEIXMH (.dsw)

« 1% Windows : Microsoft Visual Studio.NET #BRFZEXH (.s1n)

. BETH#E AppScan Source for Analysis. AppScan Source for Automation #1
AppScan Source TiSITRE ZIFWLEMANSN M, ESifhttp://www.ibm.com/|
lsupport/docview.wss?uid=swg27027486} TELLTIES, EFEEFHAB AppScan
Source WRASFANRZAVIAIR, AFEZFEEER AppScan Source AHF, MR
AppScan Source XFFMEMALIFRITHMITEX Y, EXFPRBERRFRMEEDR
HRIFBMIES D HFIH.

A
openapplication file [-appserver_type]
[-include_al1 1ib_jars] [-include_1ib_jars] [-no_ear project]
« file! %Ko
- WREFECERAGITANABRRR, BEENENHAEFNREMNXHER .
- WMRIEEFEAHLEIE AppScan Source NARER, 1BIEEEMBREMIXHEZ
R (BRI EZIREREFE) -
- WREFEASBLITF Eclipse 3¢ Rational Application Developer for
WebSphere Software (RAD) TE=E], BBARIXIEE LIE=BIE&RR.
« -appserver_type: A, WIRBITHMNNAZFEE JavaServer Pages (ffl4l WAR
5 EAR Xff) , ERZIRERIEENAREFRSBUAT JSP FHiF. BEUTER
(AXME|ISER)

— Tomcat 7

— Tomcat 8

— WebSphere 7.0
— WebSphere 8.0
— WebSphere 8.5
— Weblogic 11g

— WeblLogic 12c
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=
- BENARERZH, HRET AppScan Source for Analysis BIEIAXTEHIT
[EHARVECE,

— WIRKBER -appserver_type, TE AppScan Source for Analysis FHFNIEER
FRE JSP fmiFESRAT JSP fmiX. TIARAIAAY Tomeat 7 BERE JSP 4RiFds.

o XF WAR XfF:

— -include_all_lib_jars: fERAZIKERIEIHEIAEITE WAR XHGFREEMEE,
~ -include_1ib_jars: RSB WAR XHr s IS0 ME,
FERZSEN, B7ESERREER, HBIESHRE M E,

« -no_ear_project: | EAR XHH, BEMCIEBTEMEREZENTE, WNRE
BHZE, BLABIRAE, BREENE. ERZEEN, BFRN AR B
2B,

ANt

« B Windows EFTH Microsoft Visual Studio .NET ARG EXH:
Al1Applications>> openapplication c:\mysin.sIn

« ZETH Eclipse TE=E:

Al1Applications>> oa "C:\Users\myname\My Documents\myworkspace"

=14
Al1Applications>> oa "C:\Users\myname\My Documents\myworkspace\myworkspace.ewf"

o BT WAR XA XEREN S HERRELERE!

Al1Applications>> oa c:\mywar.war -include_lib_jars 1ibl.jar,1ib2.jar

openassessmentfile (oaf)
&R
FTF AppScan Source HAEMH (file_name.ozasmt)o
EFTFRVITAE R S 1T

B

openassessmentfile path_file
path_file: IMBEXHRIBREM AR,
Nl

I SRR BTG

AT11Applications>> OpenAssessmentFile c:\priority.ozasmt

password (passwd)

1::p%
#d password AL R LIEENEN, MREAFEERIFAMN, AAKALUENRH
A P RZ .
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BENENE, BRBANEL. RARRTEEO AL EBEEREN. B

B CREBE, BAERBMANLRIE.

&

password [user name]

username. EFNHEHZEMNAFRMNRZT. MRAIEERFRR, Bak
B rZE,

il
- EREACHED:

Al1TAppTlications>> Password
Type current password: x#xx*x
Type new password: xxxxkxx
Verify new password: x#xx%xx
Password changed.
AlTAppTlications>>

« EXHMARNEN WREEFEERIFAIN

AllApplications>> passwd johnsmith
Changing password for user johnsmith
Type new password: #x*x*x

Verify new password: x#xx%xx
Password changed.

AlTAppTlications>>

printuser (pu)

[T
printuser (pu) BLERRELEREXETMAFRNER,
B

printuser username

username: AppScan Source FIF .
5l

KRAF Joan Darcy HIRIAFF#IE:

printuser joandarcy

User: joandarcy

First Name: Joan

Last Name: Darcy

e-mail Address: jdarcy@example.com

Groups:
- APPS (Application and Project Management)
REGISTER (Register)
ATTRAPPLY (Apply Attributes)
ATTRMODIFY (Manage Attributes)
SCAN (Scan)

VIEWREGISTER (View Registered)

- (ASSESSMENTS) (Assessment Management)
ASMTDELETE (Delete Published Assessments)
ASMNTPUBLISH  (Publish Assessments)
ASMNTSAVE (Save Assessments)
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ASMNTVIEWPUBLISH (View Published Assessments)
-[KB] (Knowledgebase Management)

CUSTOM (Manage Custom Rules)
- [ADMIN] (Administration)

A AES [] EREBPRAREBZARRFME TN

publishassess (pa)
iR

BHENTHEPMET G A E] AppScan Source ¥IEE. FRAZBSH, HHaI AT
AppScan Source EFHl (5l AppScan Source for Analysis) , fBREIAF AppScan
Enterprise Console (f#fH |55 44 B1fY publishassessase (pase)J | S <A &G E!
AppScan Enterprise Console) o

FERLmSEEBMM AppScan Source for Automation FHJIE,

%
BRIt EZMITEE, & EFEME] AppScan Enterprise Server. fIZan<

BN T EFohEMTE S,
BiE
pa [id]

id: TAEFEE. IRFITFEITIR. WRAEENR, BAHSERFHTPE. &
BILUEA [listassess (1a)| B3 FEHRIFEIRIR,

ANl
EUTROIR, HPFIRINRIKENNAIERF pebble, 131 pebble MB, ARAT

M (AR=BEmREEMR) .

AlTApplications>> cd pebble
Al1Applications\pebble>> scan pebble
New Scan started

Scanning Project pebble (1 of 1)
Preparing project for scan...

Preparing for Vulnerability Analysis...
Performing Vulnerability Analysis...
Generating Findings...

Preparing project for scan...

Scanned Project pebble:

Total files: 15

Total findings: 167

Total Tines: 385

vkloc: 0.44448395412925595

v-Density: 22.446439683527426
Scanned Application pebble:

Total files: 15

Total findings: 167

Total Tines: 385

vkloc: 0.44448395412925595

v-Density: 22.446439683527426
Scan completed:

Total files: 15
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Total findings: 167

Total lines: 385

vkloc: 0.44448395412925595

v-Density: 22.446439683527426
Elapsed Time - 18 Seconds

Al1Applications\pebble>> publishassess

Assessment Successfully Published.

publishassessase (pase)

DU

B HFNTHEEPMEIT G A E] AppScan Enterprise Console, {EMAZF<H, AR
AIAF AppScan Source BEFHL (%1 AppScan Source for Analysis) (f£F8
43 BI8 Tpublishassess (pa)J | @2 BI&7E] AppScan Source EFH) o

EiE
publishassessase

-aseapplication <ase_application> [id] [path]
[-folder <location>] [-name <published_assessment _name>] [-preventOverwrite]

+ -aseapplication <ase_application>: ZHi&E#%E| AppScan Enterprise Server V9.0.3
MEBRARN, FEZEN (RIEZAFR, WMIELFIR) » HiE#ES AppScan
Enterprise Server RYRIRIRZARY, XEXNAREFEAIEN, ERZENEEES
WAL XEXRY Enterprise Console NZFATER.

- id: EEFEE, RFITFHEIRR. EETMEM [listassess (Ta)] SOREHITMEIR
o

« path: PIEFE{E. WLXXHERIBRENX4E,

« -folder <location>: Bk, {NZHEZE| V9.0.3 ZHIRY AppScan Enterprise Server
WRAIZIRTA IER, IEEEAMEIR Enterprise Console XH ¥, tNRAMERZES
8, BBATTERAIW A EIERE Enterprise Console X3,

* -name <published_assessment_name>: BIif&, JFf&¥§7E Enterprise Console 577
HANBM, MRKERUSER, BARBRENERITETMERAMM AppScan Source
N ARREFREMBHR OFTELLZFRATEM AppScan Source:) o

« -preventOverwrite: A, WRBZIFERITHEFEETRS S L, BABEZ
SEEIBHIEA o

HZAESHNBUE, aaPRIRERITHERIR. HEANBUN, s RIREEMH

REFEHBIERR,
WRFKRFEA id I path SLSRIEEITFE, FBLBRBHRIAMATERITFEG,
C =

F4&%E] AppScan Source V9.0.3.4 BY, #EREILITEL:

« ER¥IT{EAME AppScan Enterprise Console BY, IIEMIRFIT(ES AppScan
Enterprise FRINAZFXEK (WMIREEFIZIT AppScan Enterprise Server V9.0.3
MEBRE) « Ak, MREHUHETTEENARREFXE, BAENTEEK.
£ AppScan Enterprise Server 1, WIRIEZEFIA AppScan Enterprise Server R
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quit

RiEFZ2NRERNEE, IBASENBAEFXE. ESHhttp://www.ibm.com/
support/knowledgecenter/SSWZNF_9.0.3/com.lbm.ase.help.doc/toplcs/
c_overview.htmlb
« ItSh, BIM AppScan Enterprise URL FRZEURM.

1. £ AppScan Source for Analysis 1, BHESwIE > HIX,

2. 7£ AppScan Enterprise Console i¥EH, M Enterprise Console URL FE%

BREHR

o RWiMEZE, BINAE AppScan Enterprise"iifles MEFREIA (TELRIAITHR
B, JM&EEITE AppScan Enterprise"i3# " #IEHEIA) o |http://www.ibm.com/
support/knowledgecenter/SSW2NF_9.0.3 /com.ibm.ase.help.doc/topics/
t_workflow_for_applications.htmlFR#iR 7 40{aE# 2z E,

XZ2EABARRE (CAC) IAIEEY AppScan Source 5%% %] AppScan Enterprise
Server FTEERY AppScan Enterprise Server Z[B]fYBEEUBEMNINIILESR,

MRABEBAT CAC JNERREITHEAE AppScan Enterprise Server, SEUR
FA8FIA Enterprise Server N AEFREMXKEIREINEE, FIEREZELFIBNBEN,
LINN P

1. #TFF <data_dir>\config\ounce.ozsettings (EH <data_dir> & AppScan Source
EFHIBNAE, 1B 139 DINE 9 &, TRENR, BEXEE] FFFR) .

2. TR, HEILTIRE:

<Setting
name="force_ase902_assessment_publish"
value="false"
default_value="false"
description="Use ASE 9.0.2-style assessment publish"
display_name="Use ASE 9.0.2-style assessment publish"
type="boolean"
read_only="true"
hidden="true"
/>

FUIRED, K value="false" BN value="true", ABEREXM.
SR MEPLITER AppScan Source ™ fao

UiZIREIRE N value="true" BY:

o WRELMITRKITES AppScan Enterprise FREINFATEFXKEL, BBAIFERETE" IS
M M 3E E R Ao

« MRERBRPITMESNARFXE, ITHMERE RE TES A,

« B CAC JINLEEERIER L &LHE] AppScan Enterprise Servero

EXEZEE, BZ2@http://www.ibm.com/support/|
[docview.wss?uid=swg21993010

ik
LRHXME AppScan Source FLITHRERIE. MREEER, FLRLFHEML,
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B

quit

Nt
AT1Applications>> Quit

>> |ogged Out.
>> Exiting Security AppScan Source Command Line Interface...

record (rc)

R
TAAXAHLIER

Record NIHIA A NG SHESE, BRMmRE L,

. ERikEL, BAER [T

BE

record {on file|off}

« on T off: FEWBSHA BT HHXFIZH

o file: FRIERXHMIRZIR, Record On MEESERMXHEFREN file B, WKL

X4 EARFE, BBA AppScan Source 88 91THRE (CL) =T URIE, MIRXHE
711, BBABSHIESEMEINXHERE.

o FEEHBY Record IRFNIEREFTHER XA,

3l
« iBREIZHN MyCommands.txt BYSC{E:
Al11Applications>> Record on C:\MyCommands.txt

« KHBLIER:
AllApplications>> RC off

refresh (rf)

R

Refresh MEASS R SR E SR AR,
EEMENTELCEXNAERNABREFE, BEA refreshs
Bk

refresh

anl

RIET MyProject:
A11Applications\MyApplication\MyProject>> Refresh
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register (reg)
B
[ AppScan Source ¥IEEEEMIEMNAIZRF-

W@id Register, AILAMA AppScan Source FMEEIT R ENNARERFHTE. FE
AppScan Source BJLURBIXLEN BZFHIIE. AJLURHEIMINBREFNDE (E
F8 |publishassess (pa)) o

AR, EAIER lunregister (unreg)| SEENAREFIIE,
Bk
register

Nl

AlTApplications>> cd pebble
Al1Applications\pebble>> register
ATTApplications\pebble>> 'pebble’ registered successfully.

removeassess (da)

E1::pu
MARFHREREEE T S /1T,
&

removeassess [id]

id: ANEFEE. RFITEIRIR. MRKEEIFR, BAlGSERTFERMNTE. &
F [listassess (1a)| AIEHKTHIRIR,

ANl

BRFEME, BELRIUHEIRIA!

Al1Applications\Applications>> ListAssess
542: putty (Application, Tue Apr 01 08:38:18 EDT 2008)
180: JavaAny (Application, Tue Apr 01 13:17:33 EDT 2008)

AfE, BREARIRA 180 AYiFd:
AT11Applications\Applications>> RemoveAssess 180

report (rpt)
&R

Report ERIEE XA AppScan Source ke, EIELERIREM AppScan Source 1R
Ho FRALLFSHEEBME AppScan Source for Automation ik,

A ARE®EER A HTML. PDF f zipo
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A

report "<report type>" <output format> <output location>
[<assessment id>] [-includeSrcBefore:<n>] [-includeSrcAfter:<n>]
[-includeTrace:<definitive|suspect|coverage>]

« report type: BEMBIRINT NG SHIREEIR. BIEE U TR
- Findings #iR&:

Findings by Bundle
Findings by API

Findings by Classification
Findings

DTS J&BN

Findings by Type

Findings by CWE

Findings by File

— AppScan Source R

CWE SANS Top 25 2011

DISA Application Security and Development STIG V3R10
OWASP Mobile Top 10

OWASP Top 10 2013

PCI Data Security Standard V3.2

Software Security Profile

- EfRE (WRETA) .

FERNRIMT NG| SHIREELN, BRLRBUULVIRFPFAIEEH#H TN - Fla0
Findings by Classification ¢ Software Security Profiles
+ output format: MULIREFIEE U TEMER:
- html: RHREEMN HIML HEHEHETELET.
- zip: SUEEAFE HTML IREALAHN ZIP X
- X{F PDF BAMIKRE, AJLUEEFARF:

pdf-summary: BIEENEGIRSHIITE

pdf-detailed: &S NRBEREIENED API BT
pdf-comprehensive: SEHE APl NS MERAMKNRE
pdf-annotated: BIEFIBEER. E&RMHNERMBUKRIEENHAIEF
output location: FATFHRBIREHIXHFER.

« output Tocation: IEEERIRESHREFEZIMNEXTEENXHER,

+ assessment id: PJi&, M [listassess (1a)| SSFRENAUIF(EATIR, MR B BEIFEIR
R, REBGMEIEEER.

« -includeSrcBefore:<n>: B, BEERETIREFENERZAIRVRABIITE

« -includeSrcAfter:<n>: Blit, BEEERSPENERZEHFERRIEIITIC

+ -includeTrace:<definitive|suspect|coverage>: HIi%, 7ERAHfA. RIS ES
CEERENESTHEAREREE (B2EE 141 08 MoKy PUITHRXTERS

IBM Security AppScan Source Ultilities: BrigmE



KHNER) - ZEESMERSENRERER, BEXIEEZET. fl0, EEE
MM RERNEERER, BE -includeTrace:definitive
-includeTrace:suspecto

ANl

« IEKRE Findings by APl IRESEANF HIML. 7EIREF, BEARERMRIKER:

Al1TApplications>> report "Findings by API" html
2C:\reports\findings.html -includeTrace:definitive

« BEXREBIAITG 542 1§ OWASP Top 10 AppScan Source IREENEIBEEE
#4R{S 2 RY PDF:

ATl1Applications>> report "OWASP Top 10 2013" pdf-comprehensive
/reports/webgoat OWASP_13 comp.pdf 542

scan (sc)

R

HE—NAEF GFrERARER) « IS ERAGSTEERMB AppScan

Source for Automation ¥FaiE,

Ea:

NREFFVENZREFRIMEHEB KM AppScan Source IHE (10

IBM® MobileFirst Platform MH) , BHERESNZINE ZHEFLIFERITH#T

i,

SANZIBERE, NREELEFIXHE, BHIRTE AppScan Source H#H{TIIHE

ZRIEARIMERERWEZINE (NRFHITLIRE, A AppScan Source 1§ 72BE
S EHERR) o

B

scan [path] [config <proj_config>] [-name <assessment_name>]
[-scanconfig <scan_configuration_name>]

« path: B%, FASHITERAFENRTERENXHER ((ozasmt)o

=

MREEBEMERERMEEXHR, BAKRENBIEFZI. TBERMLUK
B ARMERRRRECER NGRS (Lozasmt)o

MBIREEREREXHEFEE, BLFERFEEOX R ER B
TS

MREBEEHFENXY, BARKESZSMEX .
MREAFENERPIEEXHR (.ozasmt), IBABRREFEMAE L,

« config <proj_config>: Ak, ISENIIMBRIITFHEM. WRENIME ARG
B, BEALSECRIEEREX 4

* -name <assessment_name>. AJi%E, IRMFERIRM, ZBIME AppScan Source &
P~ AR RIEX DA (B0, £ AppScan Source for Analysis 9,
ZEATEHIE TS BB TIF) o

+ -scanconfig <scan_configuration_name>: BJi%&, 1EEERTHENIFHREENS
Mo WIRKIBEFARERE, FARBABEERHE TR,
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ANt
« RFAENBEFRIERRERE

Al1Applications>> Scan

HERETA!

New Scan started

Preparing for Vulnerability Analysis...
Performing Vulnerability Analysis...
Generating Findings...

Preparing project for scan...

Scanned Project:

Total files: 15

Total findings: 167

Total lines: 385

vkloc: 0.44448395412925595

v-Density: 22.446439683527426
Scanned Application:

Total files: 15

Total findings: 167

Total lines: 385

vkloc: 0.44448395412925595

v-Density: 22.446439683527426
Scan completed:

Total files: 15

Total findings: 167

Total lines: 385

vkloc: 0.44448395412925595

v-Density: 22.446439683527426
Elapsed Time - 18 Seconds

New Scan started. Please wait...

Assessment complete

Total Call Sites: 75

Total Definitive Security Findings with High Severity: 25
Total Definitive Security Findings with Medium Severity: 37
Total Definitive Security Findings with Low Severity: 9
Total Suspect Security Findings with High Severity: 20
Total Suspect Security Findings with Medium Severity: 80
Total Suspect Security Findings with Low Severity: 60
Total Scan Coverage Findings with High Severity: 50

Total Scan Coverage Findings with Medium Severity: 33
Total Scan Coverage Findings with Low Severity: 17

Total Lines: 3000

« 1% prjl NEARHEE:
Al1Applications\Prjl>> SC config debug
script (scr)
iR
B1TE LB,
LR AR B EFSENERIBR AppScan Source f8<{THRME (CLI) &<,
(rc)| SPT PRI R A1
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BRI LAGER ${VAR} SRTERSIANREE (HF VAR B REENZT) -

Y script SMBLITERE AppScanSrcCli B, SEMAREBEH
AppScanSrcCli,

EE

script script_file

script_file: EE{THMAXHNTTERENHE,

s FhaYERE

UHS (#) FRNTRER. UREARFIMBEAXHERIZTH, CLI SBhdER,

UTRAEAE SR

login localhost User 123456
#navigate to my workspace
cd MyApplication

#scan my application

scan

lTogout

ANl

ZBEERHURREANER CLI HAF R EREENEHSETHRNIERATEER
1TRORIA, (EETLUER SEWENRIERBE, ABESRRITHIEE
BIFFIETTICR A, BT R M EXHEHAER. SIZMB. A, S6ixH
FF, ERARRRKENRIEE NN,
o BITEN myscript.txt BIRIZAS:

Al1Applications>> Script c:\myscript.txt
o UTFRBIMARER, 1ITHER, CIBNARER, SALEBRTHME ppf WH,

E1TIHE, AERE:

log on C:\mylogfile.log

new MyApplication C:\myAppFolder

cd MyApplication

im c:\Projects\*.ppf

scan
lTogout

AR, WREIAZZM AppScanSrcCli #31TRIETT, B4 logout REMNER,

setaseinfo (sase)

W AppScan Enterprise Server E5 AppScan Enterprise Consoleitff—fe&iE,
BAEE U AE AR {h, Enterprise Console EEEMATFAIBITHNTR, FIa0k
HIEE. PIAEE. BHEDIMEERR.

{2
$87E Enterprise Console &&E,

WMREITEM AppScan Source [ Enterprise Console &7n1Tfd, BIfEMA setaseinfo
LIERE Enterprise ConsoleiEiZi%E,
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AT TR
BE
setaseinfo --userid|-u <user name>

--password|-p <password>
--url|-1 <url>

o userid: ®E,

- MR AppScan Enterprise Server IAMEAENAFPIRRATMZEN, WARBFBFR
]‘/\O

- 3N3R AppScan Enterprise Server ECENEA Windows JAIE, EMWINBTE
#% Enterprise Console RUSAIAFE (UL \ HMREMABA®E, 80 my_domain\
my_username) o

- W AppScan Enterprise Server BECE LDAP, BMNATEREE Enter-
prise Console AP &,

- 7 Windows £, #NRZ#F AppScan Enterprise Serveri#{Ti@FA A< (CAC)
JANIE, %8\ common_name<cn_certificate>, EH common_name = CAC BFAHA
(CN), cn_certificate RIEBEAABN CN. #IR common_name IZ{
cn_certificate aawig, EENAMMN LRSS

("common_name<cn_certificate>") o

EDEBARZ QuickScan FAF . MIREEZEIRAET v9.0.3 BY AppScan Enter-
prise Server, #ZN7E Enterprise Server B&EB B X4,

« EG: WR AppScan Enterprise Server INEAEANAFIRRNZERE, ZFEAL
IEFE, $8E Enterprise Server FAFARIRAIZHD,

7 X¥F AppScan Enterprise Server #{T CAC IAIERY, REERIZIEDL,

« url: ¥8%F AppScan Enterprise Server SLfjlfJ URL. 3% URL BI4&T(7 http(s)
://<hostname>:<port>/ase, EHA <hostname> RBEL%T AppScan Enterprise
Server BN EBERIRHR, <port> BARSF|EBITAAEMNIKO. % URL BIRHGIA
https://myhost.mydomain.ibm.com:9443/ase,

*: WNRBIEE Enterprise Console URL, ABAZSEEAEN,

E:

o B IEREl AppScan Source #RITRE (CLI), FEBEIE AppScan Enter-
prise IREBFANAREIRE urle BXAFPKPFIFAINRER, 1SR (IBM Secu-
rity AppScan Source REMEIRIEE) BV"EE AppScan Source"—Ti,

* userid # password ZETEIETT AppScan Source ZFH (14, AppScan Source
for Analysis) BB L - M url AJ??T%T'_ T Enterprise Server (ERBEAITIZIZN
&) o BIREMZENE (Fld, BIMELZH getaseinfo 83<) HKifiA

userid #0 password 158,

ANt

AT1Applications>> setaseinfo --userid my_username --password my_password
--url https://my_aseserver/ase

AppScan Enterprise EREEEEE,

Al1AppTlications>>
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setcurrentobject (set, cd)
iR
fEF setcurrentobject SHANTRI,

ZR L AR EXN R HFHEFENT R, RO HFITRIERFR. ETH
AR FIR, BEA e RBMBARRIEFEITR,

Bk

setcurrentobject {name|id object id}

« name: EFENFRNEZIT. HIXWREZ N ERNAFILHEE,

e id: FHE. BEWRIMRHITIERE,

¢ object id: BIRENFRHHFINR. BIMREENAKEILLSE,

Al

« MIRNEENRREFT 1 NNARER:

Al1Applications>> SetCurrentObject applications
Al1Applications>> CD id 1
Al1Applications\Applications>>

« [FR—%:
A11Applications\Applications>> CD ..
« REFINRHHNINE (1R) :
Al1Applications\Applications>> Set /
14
Al1Applications\Applications>> Set \

setvar (sv)

1
IEMTENRINELE,
Bk

setvar <name> <path>

+ name: TLEMEM, MRTEEHFTE, A AppScan Source S8 LTTRE (CLI) 1§
BRI, MRTERHFE, B4 CLI REIRENEEREZNEE,

- path: TENWAERE. MRBEETEE, HFRUREE,
Tl

o BIEERZEN C:\Myapps BY AppScan Source ELE Myvar:

AllApplications>> SetVar Myvar C:\Myapp
Al1Applications>> Created new variable '%Myvar%’

« ETF SRC_ROOT RHAIMELEMELIEEZ S SRC_ROOT By AppScan Source LE:
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# login

login localhost admin

# create the variable SRC_ROOT with the value
# of the environment variable SRC_ROOT
setvar SRC_ROOT ${SRC_ROOT}

unregister (unreg)

E1::p%

iZap < AT MR AR EMBIN ARSI E .

AHE, RNRRFRFEETEER. BXELEE, B8 register (reg)| B,
1B

unregister

ANl

AlTApplications\Myapp>> Unregister
A11Applications\Myapp>> 'Myapp’ unregistered successfully.

B1T BT

54

@id AppScan Source SBLITRE (CLI), FIUBEEAN AppScan Source WH X4
(.ppf) MFFRAE, MELITRILUSITHIZ, WLUFHFZS: Run_Assessments.txto

AppScanSrcCli scr c:\<install_dir>\bin\Run_Assessments.txt

FEZX Run_Assessments.txt

# Log in.

Login <hostname> <username> <password>

# Turn on logging.

log on c:\myLogFile.log

# Create a new application named "testit."
new testit c:\AppTest

# Navigate to the newly created application.
cd testit

# Import the Project files (.ppfs) under c:\projects\joans.
im c:\projects\joans\*.ppf

# Refresh the Project.

refresh

# Run an assessment.

scan

# Register the assessment

register

# Publish the assessment
publishassess

# Log out and end the CLI session.
quit

fath

Logging to 'c:\mylogfile.log'...

AlTApplications>> new testit c:\AppTest

All1Applications>> cd testit

Al1Applications\testit>> import c:\TestApps\testproj\*.ppf
AllApplications\testit>> refresh

Al1Applications\testit>> 1s
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214: testproj (Project [local]l)
Al1Applications\testit>> Ta
testit has no current assessments.

scan
New Scan started at 15:41:55
Scanning Project testproj (1 of 1)
Preparing project for scan...

Searching File C:\TestApps\\testproj\src\se\bluefish\blueblog\metarepository\Meta
Category.java (21 of 33)

Searching File C:\TestApps\testproj\src\se\bluefish\blueblog\metarepository\Meta
Repository.java (22 of 33)

Total Call Sites: 348

Total Definitive Security Findings with High Severity: 5
Total Definitive Security Findings with Medium Severity: 1
Total Definitive Security Findings with Low Severity: 4
Total Suspect Security Findings with High Severity: 0
Total Suspect Security Findings with Medium Severity: 8
Total Suspect Security Findings with Low Severity: 0
Total Scan Coverage Findings with High Severity: 16
Total Scan Coverage Findings with Medium Severity: 27
Total Scan Coverage Findings with Low Severity: 16

Total Lines: 7386

Max V-Density: 732.2772813430815

Max V/kloc: 10.42512862171676

V-Density: 732.2772813430815

V/kloc: 10.42512862171676

Al1Applications\testit>> register

Al1Applications\testit>> 'testit’ registered successfully.

All1Applications\testit>> pa

Assessment Successfully Published.

Al1Applications\testit>> Ta

Al1Applications\testit>> 27001: testit (Application, Fri Mar 14 15:41:55 EDT 2008)

AlTApplications\testit>>
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% 3 Z Ounce/Ant BWET AR

IEEB DR UEIER Ounce/Ant, ERMATFEM AppScan Source M Apache Ant HY
AppScan Source ¥JELAERF. ¥ Ounce/Ant 5 Ant MEEMBEITRWENM
NS Y= Pt

Ounce/Ant @—HME&ERLEl Apache Ant ¥EIFIEHM AppScan Source MET H,
Ounce/Ant BRhERBEFIEXEERE (WREXMHFMERKRE) B AppScan Source I
B ARZERF, MARE AppScan Source for Analysis FRFHEIEMEE AppScan
Source MBMMNABIERFXH. FAfG, AppScan Source BJLUFIEIN B M BER X

Apache Ant V1.7 AESRAFES Ounce/Ant —i2fFER,

Ounce/Ant #1 Apache/Ant 5%
S AP BARN S BT TR Ounce/Ant EERLEl Apache/Ant MEIFEH RN

Ao

puy -

1. ¥¥ ounceant.jar X{EF ant-contrib-1.0b3.jar (GEHNENE) EHIF ant 1ib
EEN

AppScan Source &I ounceant.jar M ant-contrib-1.0b3.jar HETE
<install_dir>\Tib (EA <install_dir> @ AppScan Source LEME) .

2. BE: BE build.compiler B,

BESRE 59 T IR |, UTHREXES build.compiler HEZER. )

ERUTEMG EBEILES:
* 7 build.xml XHHEER property #712.

<property name="build.compiler"
value="com.ouncelabs.ounceant.OunceCompilerAdapter"/>

o fEA -D ETUER Ant BY, FEaR<{TLIEE build.compiler HYfE.

ant -Dbuild.compiler=
com.ouncelabs.ounceant.OunceCompilerAdapter

o TEXAXHFREE build.compiler BIE, HEIETR Ant F properties i
R IZXHHENEMY, 0 Ant XHEFFTR,

3. BIEE taskdefso

FE(FA Ounce/Ant 155, HTIE taskdef EFEZH5|H ounceant.jar., 140,

<taskdef resource="com/ouncelabs/ounceant/task/ounce.xml"
classpath="ounceant.jar"/>

E(EM var £55, ant-contrib-1.0b3.jar ATULINTFRRSIA taskdef £55:

<taskdef resource="net/sf/antcontrib/antlib.xml1"/>
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Ounce/Ant EBi¥
KEFTRAMRER T AHEN Ounce/Ant B4,

Bt BREMREE 3%
ounce.default. <config_name> AppScan Source 1 E HEIEHY
configuration_name BB L.

WRFKILE, EFER Configu-
ration 1o

ounce.build.compiler YRIFESE R Ant build.compiler BHEE
J9fEFE OunceCompilerAdapter
B E R IR B AT AT M

ENE=Ey
MRKIKE, BEA javaco
ounce.project_name name =Ry

WRKIEE, Ounce/Ant FHE
B, BEZ2HEE 60 mH

(HEAE BT REZE
o

ounce.project_dir <project_dir> MEIFER.
(REHEMEUIRE WRKLE, EFEAHFEE
ounce.project_name) XHEER.
ounce.application_name <app_name> RIFATERF R, ESIFEE 61
DAY T ) 22 A Ao 2 I F8 2
[Fa
ounce.application dir <app_dir> NMARERIEER.
(BRELBHLURE g B
ounce.application_name) ounce.application_name
ounce.application_dir LAMAIRZ
BERHHRINmE.
ounce.projects. true 3 false FiER AR B el
store_full_paths SRR,
(A1) MBHKIGE, EHEAMANK
2o

REREM
ERI LR var ESRIGEERREES. BB ounceCreateProject BY (FILER
rEkRN) , cRERYTIBME. BB ESEIAPRNEMGARIEE
B,
UK
« {EM Ounce/Ant ESMEN (WMRZBUETE) -
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« TEMERNAY AppScan Source ESZHIFER var £55, &I var IKERNEMEETXY
WETXERBENXEEN. EFER var £55, Ant FIELTE Ant 1ib BR
i, #E taskdef ESHATE#HTTSIMA,
<taskdef resource="net/sf/antcontrib/antlib.xm1"/>

© £ Ant 88917 LA -Do

- BEMHRETHREM XY (EEFA build.properties) H,

eIEmE

ounceCreateProject fES 4R AppScan Source TH,

BReEfEA ounceCreateProject:
s £ Ant MEBEXHHEXNEA ounceCreateProject,

« BIEE build.compiler BM, EE®XREA javac ESZHBRABER
ounceCreateProject,

AJLUSTNE D AREIN AR . &R LUEA RNERINAEF B IESENEY Ounce/Ant 8
MR EIBNI B RERINAERT.

Itesh, WRILER Ounce/Ant R¥ 7IH. A Z M MBENDEEMEHE—
AppScan Source mMBEH, MEZ javac = ounceCreateProject BY FEFE—INH,
BREEENZIRFE R,

F: NREE build.compiler LIBIEINE, EELIEIT ant cleano

B2 [E 60 T1fY lounceCreateProject EE Al || UTREMMRERERMENE
o

ounceCreateProject

ounceCreateProject EZUTESHIHETE:

IEENBHENSEH 37

name B m&#F.

workingDir IMEMIEER.

classpath B B9,

sourcepath BRI X RERRR. FoPRMXEx st
RREFEERE.

jdkName PHIMBE N EFERR AppScan Source JDK &
#Ro (WIIE AppScan Source for Analysis
FRElE)

appName BELMENNERER (FiE) .

appDir NEEFER (Fi%)

IBENRETENSH iR

ounceSourceRoot FBEMERIR

ouncelleb IEEIME Web HA
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60

EENBRETRNSH

TP

ounceExclude

RIFMRTTEFIEE X EHFREX o

ounceCreateProject {ESI

<ounceCreateProject
name="myProjectName"
workingDir="${sandbox}/myProject"
classpath="${my.class.path}"
sourcepath="${my.source.path}"
jdkName="jdk15"
appName="myApp"
appDir="${sandbox}>
<ounceSourceRoot dir="src"/>
<ounceExclude dir="src/test"/>
<ounceExclude file="src/mydir/Bad.java"/>
<ounceSourceRoot dir="src2"/>
<ounceSourceRoot file="src3/mydir.java"/>

<ounceWeb webContextRoot="web/myProject.war"/>

<ounceExclude dir="web/test"/>
<ounceExclude file="web/partial.jsp"/>
</ounceCreateProject>

ounceSourceRoot

ounceSourceRoot IEZIEENBEMRIU TS

ouncelWeb

IBEAEEHBEK R

dir B Java" JRIREVERR

file M HRIERR

ouncelleb EZIETENBEMERILI TS,

IBEAEEHEE R

webContextRoot BW Web ETXIRZ war MR,

ouncekExclude

ounceExclude ERIBENEMHRNLUITSE:

EERNEEINSE R
dir EHRWE RV
file EHRRIN B HBIER R

CEER=

TR LR E ss R E BT Fang BB 2R R H.
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ERE W E 5 &
Ounce/Ant TRE R FZRAVFERMME—TE B,

<directory> <target name>[_<number>]

« <directory>: MBEBRNEN (FEIETERRF)

+ <target name>. HFTEIRAIZFR

+ <number>: M 1 FARIELL, HEEMSENRIEURIEEE—E, B, NIF
EHZRBY, <number> ZA=HIL,

ANl

WSS, MBERMRKLA test_compiles MMRERFFEIRFPOIRETHIME, A
FEZANIMB RS test_compile_lo
<working_directory> = C:\mydir\test

<directory> = test
<target_name> = compile

Frpan R BIH

WIRIED ounceCreateProject BIEIE, APARLUER name BMHRIEEIE B,
WRKIETE name B, HEER javac KREIEIMB, A AppScan Source FH =
&EE ounce.project_name B4, MRIGETILEM, BACERHEEENTE B,
Ett, F&XER javac £5281, AR var RKIKE ounce.project name EE,
MRS T B R HE—2 T,

IEMG BN AER
Ounce/Ant AJLATEIRIEHAEIRIE AppScan Source NMAIZEFHRGEIER AppScan
Source WH 73R EINAZRFTH,
@I Ant BIEKREEXENRER:
* ounce.application_name

* ounce.application_dir

B EQIENARER, KARMEE AT NEMY, IZE ounceCreateProject fE
289 appName #1 AppDir EiE.

MRAETNEHGEZBHAEGE T XEREY, BMASKHMEFRMEAEH
ounce.application_name }§EBIZFRFEA ounce.application dir IEENTEERH
N RER.

ERILMER var £S5 ZRREXERY, LUSIMBESAREFENNBEFT. HENAY
N ARREFBIMETRZ T HE aH R NN BERF.

B WREA ounceCreateProject, ABALRILAER appName 1 appDir EBIEFRTE
EEEHPERMBEMNNBEER,
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MESEM

ounceCli ESTEMERRIEAIFIAIA AppScan Source ST HRE (CLI) LUHITHRE,
ounceCli EFZBAIUM Ant HE cli,

ounceCli FHREUTIEENBENSE

« dir: AppScan Source REEFRIE
e script: BEBEITH i BFIAXHNUE
« output: cli MWEXHUE

Nt

<ounce(Cli

dir="${installDir}"
script="${scripts}/cli_script.txt"
output="1og.txt"/>
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%8 4 & AppScan Source Data Access API

Data Access APl &%t AppScan Source FRAERMANITAEER (BIELERMERIFH
BR) BUIAEN. EERMHNTEESEN DT BEARE . L5317, V-Density 4%
REAVIAFIRI

Data Access APl B1&7ELLT AppScan Source HHMILER:
* AppScan Source for Analysis
* AppScan Source #83L1TFHE (CLI)

Data Access APl &#£/ <install_dir>\sdk\ouncesdk.jar (Windows ) #
<install_dir>/sdk/ouncesdk.jar (Linux (EA <install_dir> & AppScan Source

ZEME) L) .
Data Access API FE JDK 1.5 HE=hRZE,

£ Windows _L: =7 SDK RUIZRERY, BESSITLIEELLT Java B VM)
28

java -classpath
<install_dir>\Tib\avalon-framework-4.1.5.jar;
<install_dir>\1ib\commons-1ang3-3.3.2.jar;
<install_dir>\1ib\icudj-52_1.jar;
<install_dir>\1ib\jacorb.jar;
<install_dir>\1ib\1og4j-1.2.8.jar;
<install_dir>\1ib\logkit-1.2.jar;
<install_dir>\sdk\ouncesdk.jar;
<install_dir>\Tib\xml-apis.jar;
<install_dir>\Tib\saxon9.jar

. com.company.product.ClassName

7 Linux Lk: Bf7FH SDK WEFEE, BESSITLIEEUT Java BN VM)
S

java -classpath
<install_dir>/Tib/avalon-framework-4.1.5. jar:
<install_dir>/1ib/commons-1ang3-3.3.2.jar:
<install_dir>/1ib/icudj-52_1.jar:
<install_dir>/1ib/jacorb.jar:
<install_dir>/1ib/log4j-1.2.8.jar:
<install_dir>/1ib/Togkit-1.2.jar:
<install_dir>/sdk/ouncesdk.jar:
<install_dir>/1ib/xml-apis.jar:
<install_dir>/1ib/saxon9.jar

. com.company.product.ClassName
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Data Access APl I1&RiEHY

Factory

B 1 - FEATENNRIREE UML (R—EBRIES)

- openAssessment()
- getPublishedAssessments()
1.

AssessmentResults

- getAssessments()

- getAssessmentForApplication()
- getAssessmentForProject()

Assessment

1 1
- getAssessments()
- getAssessedFiles()
AssessedFile
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2 - BRLERNIWNRIZERN UML (F—ZIRIES)
AssessmentResults

1 Assessment

- getFindings() AssessedFile

N « |- getFindings()

- getFindings() Finding

*

- getTrace()

- getCalls()

Call

1 - FABSITERIXIRIERR UML (K—EIRIES)

WWERITIER A Factory 2K, Factory RERANET Factory EFHMENGE
openAssessment () #1 getPublishedAssessments() 35 AssessmentResults ZEAEXEX,
XA MNRZBEBPXRZE— Factory B5—1IZ AssessmentResults EHXR,

LLEI7E Factory ZEZ THIZLT AssessmentResults 2, AssessmentResults EERH
BE=177% getAssessments(). getAssessmentForApplication() #0
getAssessmentForProject() 35 Assessment ZEAEXEL, XM MNEZEHXREZRE—
AssessmentResults EE5ZPHEZL Assessment EHIXR.

ILEITE AssessmentResults FEZ THEL T Assessment 2, — Assessment EER
7B getAssessedFiles() HESZNHEZL AssessedFile EMEXEL, Assess-
ment KRR T HiBiT getAssessments() AESBEMNXR, XRZETRA—
Assessment KEZNHE LT Assessment EHIXR,

LEEI7E Assessment L Z T4 T AssessedFile 2, — Assessment ZE@Eid
getAssessedFiles() HES5ZNHEZSL AssessedFile FHEREL
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B 2 - FHRSERINRIERN UML (i—RBIRIES)
HEEIBITREPE =128 AssessmentResults. Assessment I AssessFile, FAEX =1
1R @I getFindings() F57ERS Finding RiEXEK, XRBTRA—IESE
MHEZ Finding &, Assessment XRXHFHLTEHBEWXEAR, BI—1 Assess-
ment REZFPHEZF Assessment FEXR,

LEEITE Finding K2 THELT Trace 2o — Finding ZEiD getTrace() AESSE
NE— Trace ZLAEXEE,

HETE Trace RZTHLT Call K, — Trace FBT getCalls() HE5—1E
WEA Call HMEXEL,

{6/ Data Access API

&R LATE <install_dir>\sdk\sample\com\ouncelabs\sdk\sample (EH <install _dir>
& AppScan Source LIE(IE) WNEEH SamplePublished.java F SampleSdk.java
XHERHEN S EIEIAR] API B ERTESRE.

Data Access APl 5%

tEER ¥ AIHIRT AppScan Source Data Access EFGiE, XLELGIE:

* [com.ouncelabs.sdk.Factory|

* |com.ouncelabs.sdk.assessment.AssessedFile|

* |com.ouncelabs.sdk.assessment.Assessment|

* [com.ouncelabs.sdk.assessment.AssessmentDi ff]|

* |com.ouncelabs.sdk.assessment.AssessmentResults|

* |com.ouncelabs.sdk.assessment.Finding|

* [com.ouncelabs.sdk.assessment.Trace|

* |com.ouncelabs.sdk.assessment.Call|

. |com.ounce1abs.sdk.assessment.SeverityType|

* |com.ouncelabs.sdk.assessment.ClassificationType|

* |com.ouncelabs.sdk.assessment.AssessmentFilter|

* [com.ouncelabs.sdk.assessment.OunceException|

AssessedFile

com.ouncelabs.sdk.assessment.AssessedFile KRR ENIT(E, BIREIT
BT EEIRRIF RN, WELERNRIHER.

AssessedFile.getFindings

BH

public Finding[] getFindings()
iR
IRHRTIE AssessedFile FUFRELERAVIFIAING
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R[EE

eI ST RYLE RO R,

HHRAE

R Data Access APl ToXMFRLER, ABAIEHIH OunceExceptions
AssessedFile.getStats

EH

public AssessmentStats getStats()

&R

REXEXHNRRFIHERNIHRN, NERNSEH. DITHES
R[E{E

BELTHHIFITHE SR AssessmentStats XK,

HHAE

WIR Data Access APl TARRFITES, APARME OunceExceptions
AssessedFile.getFilename

EH

public String getFilename()

&R

RIXILE AssessedFile PRRTNHRILITREZAVIAIRIA
R[EE

BELL AssessedFile FRRRXHFRIEITRIZHIFRT Ho

Assessment

com.ouncelabs.sdk.assessment.Assessment FKEFRTMNFAIEFESINE BT,

Assessment.getFindings

BH

public Finding[] getFindings()
&R

REXTHIT LRI B 45 RBVIA R
R[EE

HAERET:SERESOE S EE
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68

Assessment.getStats

o]

public AssessmentStats getStats()
3

SENSHERIIE, OF DEBNXERN. CANORRAK. SEAD0R
A,

R[E{E
BEIFEFITEER AssessmentStats TR
Assessment.getAssessments

o]

public Assessment[] getAssessments()
iR

REIEIFERF Assessment 1R, BAFIMEIHMESBETHEFA, BRIINBERIT
ENRA R EFEF TR,

R[EE

o XSFNAREFITE, RE] Assessment XSWREA, NAERFFPEHENS B EXT
mﬁ—/l\iﬁ%&o

o XWFmMB i, REITEHA,
mEAE
YR Data Access APl TEMRIT L, APAR ML OunceException,

Assessment.getFiles

o

public AssessedFile[] getFiles()

&R

A B F I AR S N S RYIAEIA

R[EE

AssessedFile XWHR#A, ENMWRERTEFULITHEN—DXX K,
HRE

R Data Access APl FT/ERERTEN M, BBARMIL OunceExceptions
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Assessment.getFileByPath

BH

public AssessedFile getFileByPath(filePath)
rEiR

BRI RN X8R 1R

R[E{E

SHEEXHFBEINVA AssessmentFile IR, MINRIEE X ARRESIHEX AR,

AARHE[E null,

RS

YR Data Access APl TTEMFITAXMH, ABAREMLE OunceException,
Assessment.getAssesseeName

EH

public String getAssesseeName()

3%

R4 R I PHERYSR N A R S B RY 2 7K.
R[E1E

R FRAE 0 B B 7R,

AssessmentDiff

com.ouncelabs.sdk.assessment.AssessmentDiff HEERMHMEZENESR, MR

MR MG Z BN E,
AssessmentDiff.getCommonFindings

EH

public Finding[] getCommonFindings ()
3%

RENR MHER A HER,
AssessmentDiff.getLostFindings

EH

public Finding[] getLostFindings()
iR

R |BIT AP A MR RRAERNER,
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70

AssessmentDiff.getNewFindings

BH

public Finding[] getNewFindings()
3

RSP EMRIATFEFRERNER,

AssessmentFilter

fEF3 com.ouncelabs.sdk.assessment.AssessmentFilter X FERED LRIV EETTE
T ER .

AssessmentFilter.AssessmentFilter

5

public AssessmentFilter(int maxResults)
iR

IEE BRI EABITHMERAMBIER . ERILLUEIELTIFR set FIERIEE
HAS IR (B0, setUserName() AFREABNAFHITIIE) -

ok

maxResults: EiR[EIHER AR

AssessmentFilter.AssessmentFilter

EH

public AssessmentFilter(String appName,
String userName,

DoubTe dateProximityDuration,

int DateProximityUnit,

Long dateRangeStart, Long dateRangeEnd,
int maxResults)

B
KA FHETF NSRS R K.
S

appName: NAAEFZM. @WRARHKR appName HITIIE, BAEN null, )
userName: BAMBNAREFNAF. MRFAREAFRTIE, BAEA null, )
dateProximityDuration: 5 dateProximityUnit BCXIBY, 3SRUEMLATHEAFFA
BRI (K. BFEE) . (MRFA2XBHHEEHITIIE, BAER
null, )

dateProximityUnit: 5 dateProximityDuration ECXIES, FERUERTIHEAIEENL,

MK, AEE, WRIEET dateProximityDuration, BRAMNFEUESE, BESIT
[ 76 D189 DateProximityUnit.values | LA T fBE (L,

dateRangeStart: HEPCEMERE. WRARZBICEHITIIE, BAER

null, )
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+ dateRangeEnd: HEAEENERE (MRAZZXBEECEE#ITIIE, BAEN

nulls )

+ maxResults: ER[EIMERALERE,

AssessmentResults
com.ouncelabs.sdk.assessment.AssessmentResults FEFRTEME(H,

AssessmentResults.getFindings

BH

public Finding[] getFindings ()

&R

IRMEIFIE AssessmentResults BIFRFELE RIS,

R[EE

LT AVLE R AT R EEE,

HHRAE

R Data Access APl ToXMTRLER, ABAIEHIH OunceExceptions
AssessmentResults.getAssessments

BH

public Assessment[] getAssessments ()

&R

FXHHEABE T UL AssessmentResults IS M AER, RAEXNEIHEHIEIHEIN.
R[E{E

Assessment XTREEH, BT AssessmentResults HE N AEFHBITNE— MR,
HAE

YR Data Access APl oA T(h, ABAIREHIE OunceExceptions
AssessmentResults.getStats

EH

public AssessmentStats getStats()

B

RASIGTFENRRGITHEEAEN, MEMERNXASHR. BIT8FS.
R[EE

BEIITHERAITE SR AssessmentStats X Ro
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mERE
AR Data Access APl TERRITERITEE, LKL OunceExceptions

AssessmentResults.getAssessmentForApplication

o

public Assessment[] getAssessmentForApplication(String applicationName)
&R

RIS N AR AT SR Y A 14

S8

applicationName: N BIERFZ R,

R[EE

Assessment STR¥A, SIEEBHTENE NN BREFBITNE — IR,
HHRAE

YR Data Access APl TiEHRTRIT L, APARME OunceExceptions

AssessmentResults.getAssessmentForProject

Eox]

public Assessment[]
getAssessmentForProject (String projectName, String applicationName)

DU
TREXTHETE N A2 S 4E E I B RY & EERY G 1804
ok

projectName: IfH &R,

applicationName: I01E B EFAERIN AEFRIAT.

iR[EE
Assessment SYR¥H, SIEERZMMLENENNBEENTNE — MR,
MHERE

YR Data Access APl TiEHRIT L, APARME OunceExceptions

AssessmentResults.getName

Eox]

public String getName()
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Call

a

o

5

+
H

[

AssessmentResults BYZ#T,
=l

B2 AssessmentResults HIZFFHIERTE,

iR
iR

[o]

AssessmentResults.getMessages

Eox )

public Message[] getMessages()

E1::pu

IREXITE AppScan Source for Analysis FRIETTI&EITIERI SR EIBPABERTEER

BOI AL,

E[EHE

Message ST,
mERE

YR Data Access API TAFREE, ABANREHIE OunceExceptions

com.ouncelabs.sdk.assessment.Call &R AppScan Source ERER FPEYT o

Call.getCalls

o]

public Call[] getCalls()

U

RS ELCEARY TR TR R,
R[E{E

Call WRHA (RBREAAIRF)

HHRAE

IR Data Access APl TBERZTRIEAA, AARMLE OunceException.
Call.getFilename

o]

public String getFilename()
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DU

TR & A AR FE RIS B BT TR
R[EE

HEIE RIS &

Call.getLineNumber

EH

public int getLineNumber()

Y

RS R £ AT S RIIA IR,
R[EE

ERITS,

Call.getColumnNumber

8

public int getColumnNumber()

iU

B AR At & B A PRTERYF S RIIA R
R[EE

REEFHRNYIS,

Call.getSignature

EoR]

public String getSignature()

iU
RESIEER API WERBIHIRI.
R[EE

RRNEE,

Call.getSrcContext

o]

public String getSrcContext()
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DU

R E AR LT XAYIHREI.

R[EE
IR A BYIRE £ T

Call.getMethodName

Eox )

public String getMethodName ()
B

R EREANTERIRBIARN.
R[EE

LB Ry 75 758 MRo

Call.getClassName

o]

public String getClassName()

iU
REXIIF B 73 7P E R R RIH R,
R[EE

liai)zhapzs: nEE=

Call.getTraceType

Eox]

public TraceType getTraceType()

&R

R EARRERERRYIAIRIN B0, REREE A LIEERAARREEZERES,.
R[EE

R IEAAMNEEIEEM TraceType XK,

ClassificationType

com.ouncelabs.sdk.assessment.ClassificationType HRRERMDE,

* C(ClassificationType.Vulnerability

* (lassificationType.Typel
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* C(ClassificationType.Type2

* (lassificationType.Unknown
ClassificationType.value

25

public int value()

3%

RMISLL ClassificationType BUERIISIAIL, REIREST R FE#SH RIEME,
R[E1E

It ClassificationType STHRHIDHE(E,

DateProximityUnit

24 com.ouncelabs.sdk.assessment.DateProximityUnit 5 dateProximityDuration Bg
ST, IR FIHHMENM, XK. BEE, WRIBE T dateProximityDuration,
BANFLSE, D PHERT BERE(L,

BASER

* DateProximityUnit.Hour
* DateProximityUnit.Day

e DateProximityUnit.Week
e DateProximityUnit.Month

* DateProximityUnit.Year
DateProximityUnit.value

EH

public EnumType value()

%Y

IRMISIL DatProximityUnit BMERVIAIEN, REIMIEST R FE#SHREME,
R[EE

Itt DateProximityUnit XSYRAVEHAE,

Factory

com.ouncelabs.sdk.Factory 1REEFHBK. ERMITHTEEHB A ZE. ER Data
Access API BIANO =,

Factory.init

EH

public void init(String installDir, boolean acceptInvalidSSLCerts)
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3%

a1 Data Access APl, #AZSCIEAM Factory.init, BEREREMSE,

£

« installDir: AppScan Source REBR (BFZIIE 139 1H IREREAL )
RIERIZ,

* acceptInvalidSSLCerts: WIRBEZZ TR SSL P (SSL MERBEARFERIE) ,
BERMREIREN true.

iU SES

WMRADIBRI, BBARHIE OunceException, BH, NEMIEEHRERNASERE
X

Factory.shutdown

4
public void shutdown()
iR

B Data Access AP, ¥1RIAAT Factory.init, BBALIUEA Factory.shutdown,
Data Access API A BEIEFXF], WRKIFH, HBA OunceScanner.exe RIEESLKERIE
NREEHIZIET,

Factory.clearCache

R

public void clearCache()

iR

AR BER Data Access API NEREF. W BARELERSHAFERAEIEH,
[z REHRfE R It B A o

Factory.login

R

public void Togin(String user name, String password, String host name[int :port])
iR

BERIEIBE URL FHEE NS LIE1TH AppScan Enterprise Servero fE#MER,
REZ ReIT &S] AppScan Source #IEFE,

28

username: ERIAFNEBFZ,

password: ERBIAFBER,

* hostname: EEREIN AppScan Enterprise Server B URL FEH#E. hostname
AIZ P HilibsisE,

\
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MBEXE, AJLUBTIEN :<port> KIEE AppScan Enterprise Server w5, 40
public void Togin("hwall", "shhh2008", "MyHost:2880"),

mERNE
WMREREKM, AL OunceExceptions

Factory.openAssessment

8

public AssessmentResults openAssessment(String pathname)
DU

@I BRI R e E RYITAE,

S8

pathname: EXHRIXHEER.

R[EE

FEd pathname 3EEAVIT(EAY AssessmentResults YT,
HHRE

o MNRIEENXGRAFEXTLEITH, BAKHML FileNotFoundExceptions
* Y0R Data Access APl FiEZENIFEX M, BBAREHIE OunceExceptions

Factory.getPublishedAssessments

8

public AssessmentResults[] getPublishedAssessments(AssessmentFilter filter)
iR

BRENEATHNEGNIFRIN, XEUTRETEEERENERAGEGEN
AssessmentFilter X¥R,

S

filter: IEEERRIERMITMLEN AssessmentFilter R,
R[E1E

538 IdIE2RCHAZAY AssessmentResults XTREA,

MRS

R Data Access APl TiENMTRITEER, LKL OunceException.
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Factory.diffAssessments

BH

public AssessmentDiff diffAssessments
(AssessmentResults resultl, AssessmentResults result2)

B
B MHEERZBNER,
HHRAE
OunceExceptione
Finding

com.ouncelabs.sdk.assessment.Finding ERTFIHEFHNFIER, SIRHTERFR
BXREBUERIFIRIN, WoEM™E M,

Finding.getFilename

BH

public String getFilename()

iU

RIS LS RFRTE X R RYIARIA
R[E{E
BEMERPIEX AL RIENFR R
Finding.getLineNumber

EH

public int getLineNumber ()
3%

R ERPAEITSHIRIRI,
R[E1E

I RIIIT S,
Finding.getApiName

BH

public String getApiName()
iR

RMUITILERH API BFREVIAIRIA
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R[EIE
tE4EREY APT B FFo
Finding.getCallerName

8

public String getCallerName()

iU
HWEEMERFRT API ARG E, RENHEHZRILEN,
R[E1E

HRENER,

Finding.getClassification

EoR]

public ClassificationType getClassification()
B

REXTE R H /10 2RI R

R[EE

RTRERMDEM ClassificationType IR

Finding.getSeverity

o]

public SeverityType getSeverity()
B
TEERPREEMNEFIE,
R[EE

RTERTEMR SeverityType IR, [E 86 THY ISeverityType.valuel | HIXT
SeverityType #1777 #iR,

Finding.getVulnerabilityType

R

public String getVulnerabilityType()
iR

R R S RRIRSEELAYIH A,
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R[EE

IAERBVRIAZEEL, AppScan Source REFIREHRITEWME X G SQL FAZ
LIURAREHIT TR,

Finding.getOriginalClassification

o]

public ClassificationType getOriginalClassification()
&R

RENERNFRBEDENIARN. NRERKEBN, LA getOriginal 5
getClassification #H[E,

R[EE
RIGERNFEBHDE (NREBHZE) B ClassificationType XK,
Finding.getOriginalSeverity

8

public SeverityType getOriginalSeverity()
iR

REERN™EUNRBE, NRERKEKR, BBA getOriginalSeverity 5
getSeverity AH[El,

R[EE
RTIERNFRE™ENE (HEPTEMDEHR) B SeverityType XHKRo
Finding.getOriginalVulnerabilityType

R

public String getOriginalVulnerabilityType()
iR

RENERNFEBHRERALEENFRN, IREREKEBH, BA
getOriginalVulnerabilityType 5 getVulnerability #B[El,

R[EE
RAERNVFRB\FREEE (HPRREEEH) B9 VulnerablilityType 4%,
Finding.getModifiedClassification

o]

public ClassificationType getModifiedClassification()
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DU
RIS EBEAER D EBARI
R[EE

RRERN DL (Hh9oREBH) B ClassificationType IR,
23R[E] nulls )

Finding.getModifiedSeverity

R

public SeverityType getModifiedSeverity()

3%

RINERANTEEE. WREEL, BAS getSeverity() #8E,
R[EE

(ANRAITES, A

RTGERMTEN (HPmEMERN) B9 SeverityType R  (MIRAFLLE, B4

IR[E] null, )

Finding.getModifiedVulnerabilityType

o]

public String getModifiedVulnerabilityType()
23U

R EEMNERFREEBHRIN.

R [EE

RRERREEE (HPRREEEM B VulnerablilityType XI%R,
AARE] null, )

Finding.getSrcContext

R

public String getSrcContext ()
&R

RIS RAVIR_E T CHIIA R,
R[EE

IHEERHR £ X
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Finding.getDefectSubmissionUser

o]

public String getDefectSubmissionUser()
rEiR

R BRI A RIBZZIIMNBRFEIREFERFGRB A BHIFEN. 15EE, E=RE
IRERRGAF 2, PlaefRRATF AppScan Source AR &,

R[E{E
ERB S RIER IR AR R AR A .
Finding.getDefectSubmissionDate

o]

public String getDefectSubmissionDate()

U

RN BRI 4 RITAZ B SMEBIRPE IR ER R St BT B9 H A R ER RYIA )AL
R[EE

PRI ERRRZFREIRER RS AR X HEAF RT o
Finding.getDefectInfo

R

public String getDefectInfo()

%Y

RAEXS_ERIG I RIZ B SMEB R A BRER R BT B SMER R P BR ER R AR IR AV 1804
R [EE

wH 5 SR XEKVREIRIRIF R S,

Finding.getProperties

o]

public String[] getProperties()
iR

IEEBRMN SERXEKNB RGN, XEBMRHAEXRLERNFRIRE UKL
BXRILERE AP RIS R
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R[EE

EIEE
* Vulnerability.value: Findings fIEIF#REHAVRERE, Flu0:

Vulnerability.BufferOverflow
Vulnerability.Injection.SQL

* Mechanism.value: API Z2MH&|;, BFEXERIRSIER, Fla0:

Mechanism.AccessControl
Mechanism.Cryptography

+ Technology.value: API #AR; BFENXEGIRSESS, Hu0:

Technology.Communications.HTTP
Technology.Database

« Attribute.value: API /3&fmid, flu0:

Attribute.Deprecated
Attribute.Modifier.Protected

EZH AppScan Source ®2FiRE, UTHREXBEMEERNFHAER.
HHRAE

YR Data Access APl TETREM, APARME OunceExceptiono
Finding.isExcluded

o]

public boolean isExcluded()

D%

BT MITFERHBR T LEER, EHFINESERNANEIHMERNEESIHER Ho
R[EE

NREHFR, ABARME true; WNRFRHFR, ABARE falseo

Finding.getTrace

o

public Trace getTrace()

3%

RIS IHERXEXE AppScan Source ERER (WIRB) BIIAIAIN,
R[E1E

ZRMREENR WIRB) ; OR=2E, BARE null
MRS

R Data Access APl /AN RIRER, ABAREME OunceExceptions
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Finding.getNotes

BH

public String getNotes()

D%

RS R Y BRRYIH I,

R[EE

ZRERNEE, WREEERE, BARE null
HHRE

YR Data Access APl FTo:AH0ZREAR, BBANEHIE OunceExceptions

Trace

com.ouncelabs.sdk.assessment.Trace FRRLERM AppScan Source HRER.

Trace.getCalls

o

public Call[] getCalls()

3%

1R AppScan Source BRERBIIRIEAAIIAIAING

R [E{E

Call WERHAH, HFISREEE TR

HHRE

YR Data Access APl TTA0ZFRIFR, ABAIEHIL OunceExceptions
SeverityType

com.ouncelabs.sdk.assessment.SeverityType ERRLERMNTEN,

%%IU\,EE

B RE A
* SeverityType.High

A0

* SeverityType.Medium
* SeverityType.Low

* SeverityType.Info

* SeverityType.Unknown
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SeverityType.value

BH

public int value()
23U
RMXILE SeverityType FYEMIIAIEIN, REIFMENT N FHHSH R RIFEME,
BENE
Itt SeverityType XJRAITE (A,
OunceException

com.ouncelabs.sdk.assessment.OunceException & Data Access API {ERMRE .

BTHEXRENESER, BERTE LA getMessage()o
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% 5 & Ounce/Maven IEHF

&R #5328 Ounce/Maven #ffF, EffA Maven (—™ Apache WETR) ¥
AppScan Source £EME] Maven TIERIZH,

#8d Ounce/Maven #ff, FILIEIE AppScan Source NAIEFHIE X, WMRIE
LT AppScan Source for Automation, HBABEMA Ounce/Maven AIIEITRAREE
A ENGEEL2RE.

HX AppScan Source for Automation MR, ESIA | 93 T1IHE 6 &, 'AppScan|
[Source for AutomationJ b

% AppScan Source RYIF=RNEZER, 1EE17 |http:/ /www.ibm.com/software/|
[rational /products /appscan /source /|

3t Ounce/Maven
&2 Hi

LU TFRREMBIT Ounce/Maven BRI

+ Apache Maven V2.x EEMRA: BXEENER Maven EHHER, BEH
lhttp:/ /maven.apache.org /| &89 Apache Maven ITE Web Ihs,

« ZEfFA Maven 1EHHITIE, FE AppScan Source for Automation: BXE%
58, BBEE 93 TiINE 6 &, UAppScan Source for AutomationJ b

KTFULES

LREHAIE Maven /5, B/X5/H Ounce/Maven RHESHITFH,

Ounce/Maven R XEE Ounce/Maven Bix. HEE. Rl ERIRAMFATR
BB,

&R LUTE |http:/ /mojo.codehaus.org /ounce-maven-plugin| A 2k 52 30 #,

aiz
1. WREERZE Maven, iBEM |http:/ /maven.apache.org /| &% Maven, Ef& Maven
Web Ihm EBIIETR.
2. PUATRUME—181E:
s Y% Maven pom XHFUBE—MHZ Ounce/Maven B#Fr, W Ounce/
Maven I SXAEFFIR

o MELITIAB—1 2% Ounce/Maven B4R, 1 Ounce/Maven Uk X4
FriA
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{#F Ounce/Maven

BT Ounce/Maven i, ERILAER Ounce/Maven R8I AppScan Source I
BN BRER, BN BRER, AWAERBIT L, H4EM AppScan Source R, 5
XA EM Maven fEF—#FHEE Ounce/Maven BARHISE,

TR LUEE A5 AR Ounce/Maven 8.

« £ Maven pom (#938) X: @ pom X4, ERILAGIE AppScan Source [
BERMNIME XHEANEN—ZD. T2 Ounce/Maven f5, ErRILUEX Maven
pom XHLURIE AppScan Source EFZHIFEIEE ounce:application
ounce:project-only B#Fo

o ME21T: ME21TIAR ounce:project. ounce:scan 1 ounce:report B#r, LA
Bl AppScan Source MBEXH (HEZE pom XHHMIMEXHSE) , BEh
AppScan Source 13, KA, HER AppScan Source #keo

8/ Ounce/Maven BIr8EZ NS,
« A% Ounce/Maven BIiFHER, ESIA (£ 89 T1H lOunce/Maven B#5J |

s BX8NEMNSHNELR, BS1H http://mojo.codehaus.org /ounce-maven-|
B9 Ounce/Maven U2 X1,

Ounce/Maven A X

88

1Bd Ounce/Maven, f&RJLL:

« Bl AppScan Source W FAIERImE N

- PRNARERHRER (ML) &R#WE AppScan Source ¥iEE
 MIHMEEREMIRS

« R AppScan Source IREEME site BIFH

LEEB DS IX AT ST 7 B ER. BRIFET AppScan Source HELEHIESHIFA
B8, 1B AppScan Source for Analysis FAF &,

BN FRE R FII B XX

AppScan Source ERNAERMIBREKEIREIE, N FAR:
- MARER: NAEFESRERIBENAIERER, UKZNARERFHIETIR,

- IR MElAXASE (BFERAE) REEXER WEEHE) 4. EREM
B, ZMBYIENAEFI—&RD.

ounce:application B#r6IE AppScan Source MAAER (.paf) X - M
ounce:project 1 ounce:project-only B#rlIEIE AppScan Source WH (.ppf) X
o

IEZIH AppScan Source for Analysis FAF¥EE, LT #RE XEMNAEFDE X 4K
XAER.
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AN ARERF
AppScan Source HESAMRABFESEELERE. AENERETE, ER
XML X{#,

7. BX AppScan Source THEERVIFMIER, 1551% IBM Security AppScan Source for
Analysis AP EE,

MEnL1TERA ounce:scan BARAIRBNAEFMETE, ErLEFESTEERIRS.

AT, BT Ounce/Maven, ERILL:

« BFIHEAE] AppScan Source ¥HEREF, XEIThLER AR HIEE RN L
BRI EMAF A,

« kS,

XNFHFZRAFMES, KB AppScan Source HE L RIRMEAE XITEMEIRAVIFAIR
Ho 1B ounce:report BAR, BILIMFTEISERIFNTEMXLERS. IRFE,
ounce:report BIAREILUIEN BIERF, ARABITERERBEXTENRSG. FF, 5
ounce:scan @, EELIEEMA ounce:report XA AIFEAIIRE

B¥iRE5h R BIRER
Z45 ounce:report SUAEREM, % Ounce/Maven HEHRINE pom BYR S
53 BESBEHFALT ounce:report, BRI IR HIBE S SRYBI— 05,

S5t BIinEREN, THEEEAEMSE. BAIUBRSERIEERN | 91 I
[ TreportType fEJ FPIERMEMNME, MNRAIEEIREGRE, BLAREIREN Find-

ingso

Ounce/Maven Bi5

Ounce/Maven LI TFBEARLUINIT AppScan Source LhHEE:

* ounce:application: E— pom AREREXH, HFEEX AppScan Source X
HREX2BFMEMNSIH. FENBAEFLUATAE GFRLGHTIRS) -

* ounce:project: 1R#E Maven FIHBERIEECIE—PIHES AppScan Source INH
X1, ounce:project BIREEMBLITIZITHIE Maven MESHEZBEIRF,

* ounce:project-only: 1R#E Maven FIEMHEBRIE—1EEZ AppScan Source
WEMH. ounce:project-only BARETER AppScan Source IWHXHHIEIEE
ALE] Maven ¥4 dnEEAT,

+ ounce:scan: AMNERERF. BILUEBRAHEEREMRIKRS. NS 1TiETT

ounce:scan BT
* ounce:report: £ AppScan Source ¥R&E. WMRFIFERNFE, BEEHNRS

SN —

pE
- BEHFENAERMIBXHGEE, BUERERETE B XHREME E ERE(
=1
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90

- BXUWMEMERA Ounce/Maven BIRHIRAI, &2 |http://mojo.codehaus.org /|
[ounce-maven-plugin/| &89 Ounce/Maven Uiz 344,

ounce:application

E1::p%

FEp— AppScan Source NAEFXH, HPEEY pom XHMEX2EFIMER
5. RENARRLUETHAEMNIRSG. RE ounce:application FEIE AppScan
Source TME X, BERLIZIT ounce:project-only LIERI—MEXHAEIETR,

ounce:project

E1::pu

MEBSITER ounce:project, ounce:project BATIFIRIE Maven FINERHESIE
—MHZ D AppScan Source IHEX

€M ounce:project

MEEL1TIAA ounce:project BFrlY, ©BEMWEEMIENKHIME. WRAFENA
EFEXMH, BBA ounce:project =ML,

ounce:project HFIESHEERIEN, B RBRH Maven artifactld H8E, FEEF
HEZE,

MEETER pom.xml XHWER (HE, NRNEFEWENFE, MEEF pom.xml B
FBR) iE1THHE ounce:project BRI Maveno

ounce:project-only

DU

ounce:project-only BHRM pom XHR#HITEA. ounce:project-only BIFRFIRIE
Maven FIERHECIZ—PHEZ AppScan Source IHE X,

€M ounce:project-only

ounce:project-only FIPFESEERE AL, MBERZFH Maven artifactld H%E,
THEBHEHES

ounce:scan

iR
ounce:scan BNRRIA A EN BZFRIAERME, HEMGRHEFENFTEMT IR

RE. MERSITIEIT ounce:scano

7¥: ounce:scan BARAEERTE Maven ME4LmmEEAN—I5,
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{#F ounce:scan

$E7E ounce:scan BY, AJLUER Ounce/Maven EHRERBILEIMIEHIEITIRG. TELIE
T, BIETE | lreportType 81 [ [ lreportOutputType {H1 FHRBIRESE. W
RIETE reportType, ABAEMNIIETE reportOutputType FI reportOutputPaths

. MRZEE, ounce:scan BIRERIENEFHNEERMIE X,

ounce:report
iR
ounce:report BARMITAEIRS. MNRAEEME T, HBA ounce:report FEERK

IREZAIFIETT ounce:scane MERLITIEIT ounce:reporto

8% | IreportType 181 H | FreportOutputType ) FERMIIRE S, WRIEE
reportType, ABARMNIIETE reportOutputType F1 reportOutputPaths

reportType {&
 Findings #R&:
— Findings by Bundle
— Findings by API
— Findings by Classification
— Findings
— DTS J&E&D
— Findings by Type
— Findings by CWE
— Findings by File
* AppScan Source IRE:
— CWE SANS Top 25 2011
— DISA Application Security and Development STIG V3R10
— OWASP Mobile Top 10
— OWASP Top 10 2013
— PCI Data Security Standard V3.2
— Software Security Profile

« ERRE WRTA) o

reportOutputType {H
o AIREEEUTEMER:
— html: BIREERN HIML HEHELE T
- zip: BIEEAFIE HIML REAHH ZIP X,
« X{F PDF BRARRE, AJLUEEFHALRH:
— pdf-summary: BESNEFIREHNITE
- pdf-detailed: EE&5NRABMENED API BIITE
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— pdf-comprehensive: B1EHE APl B MERAKNR
- pdf-annotated: BIEFTEER. SRMHREMRBUNIEENRIEHE
- pdf-annotated: R EFEIIREEMS PDF X,
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% 6 & AppScan Source for Automation

B BohftiRE28 (ounceautod), EEILUEREFLERALR (SDLC) IEHME
AppScan Source TERIZNXEFEBN, HEFLTEMUERIIMEIFEH, B
Btk Es, Eol UBRBMARITHEEREITH, HERB XN BERRE
TR E,

Bid AppScan Source for Automation EFHELITRIHITXH (ounceauto) FFIFK
R EIRSS 2R, WIFIEKEY, BohARSS28 {FAXEX AppScan Enterprise Server B9
BERNFKIETT, HERBEEESIED AppScan Enterprise Servero BETE TCP #x[ (fR
H{ERN 13205) LOIIF{REARMENBERE,
« £ Windows &% L, BniftiR%Z28 {79 IBM Security AppScan Source Auto-
mation ARZ5KIE1T,
« £ Linux R%L, EFATIFERFRIET:
- EELTIPRER, BAHLTH<: /etc/init.d/ounceautod stop
- ERohltFiriER, BERHLUTE<: /etc/init.d/ounceautod start

BaifbARSS e LUIEER AppScan Source AP S{HAMEIERHFF L4 % B - 89F 8]
Mo ARPMRMNIABEMENMAAE TN, BARRTFEMEZEETHNGR S, 5
W, MRZAPIRRERIEIT PublishAssessment &%, BARTLEILLAFPIRERT .
BHEMFEIN, MABERFTHEFAINR (ESH (AppScan Source RIESEIER
m) H"BIR AppScan Source'—TILIRENEZFAMER) » FIEKIERE BanfbiRS 2
TR &,

NEL1TIEE BaitiRsSsE BERFIE
MREREREIIZRIZ (IBM Security AppScan Source REEMBIRFRIER) AR
EE BuiRSE BERFRIL, BAMMELEREE BoiiRSE FaEER
AppScan Source FAFKIE1T,

KXFIULES
ERESEE,

« <install_dir> @ AppScan Source LHRAUE.

« user_id & BEIUARSEE TIEBERBTFIAENAER, ®FE AppScan Source
HRiEd R R BUIF I AN A R 1T RE o

A IRAFREREE, BABREEEREERPIEIHITRIEEZAR - A
G383 AppScan Source for Analysis 3 AppScan Source #p<{TRE (CLI) F
shelEizAP (RER) . BBIGITRIENAP, 1BEA [E 38 T8 Mnewuser|
<. BIENAFN, BEHAREENAFINERSN BifLiksSs R
EEMAAEMELER, HMWEE (MFAN) JRIEFEHITIRE,.

* password =R,

« --persist EIMEHE FREEREIE, HEIEERFBNELIRINEWAX
o
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+ ¥ Windows: common name =& CAC EAZ (CN)o
+ {¥ Windows: cn_certificate RIEPBELER CNo
diz
+ 7£ Windows &4 L:
— WIR AppScan Enterprise Server IAMEFEZNAFRIAMZERL, KHUTHL:
<install_dir>\bin\ounceautod.exe -u <user name> -p <password> --persist
- 1R AppScan Enterprise Server ¥R (CAC) IAUE, BN T

<install_dir>\bin\ounceautod.exe -u <common_name<cn_certificate>> --persist

E: WR common_name I cn_certificate BETIE, EENHAMLEES
("common_name<cn_certificate>") o

+ 7 Linux &% L:

1. ¥4 LD_LIBRARY_PATH B AEE <install_dir>/bin (EH <install dir> &
AppScan Source REUE) , FI40:

export LD_LIBRARY_PATH=/opt/ibm/appscansource/
bin:$LD_LIBRARY_ PATH

2. RBUT&HS:

<install_dir>/ibm/appscansource/bin/ounceautod
-u <user_id> -p <password> --persist

==
&

EEERTILRE, EMRREFEEE,

Bahitikss3s BCE XM

ounceautod BB fF ounceautod.ozsettings 18E BENLARSEE FIFEFNEME.
ounceautod.ozsettings MXFHFEETE <data_dir>\config (HH <data_dir> @ AppScan
Source FZFEIBIMIE, W[E 139 TIE 9 &, TREAP RBXHME) FrFR)
H,

ounceautod.ozsettings XEBEESUTEME:

Bt & 3%

ounceautod_max_ 1 (FREME) AFRIFH R IEREL
concurrent_requests

ounceautod_accept_ssl true (FR&E) BH&hiES SSL EH. BEZiExX

8, B&HEE_35 K
‘ TAEEScan Enterprise Server|

[SL 3EFs }
ounceautod_port 13205 (fR&1E) E7EH Fi51T ounceautod FYI
AsS.

g BEPNEOESAS
<data_dir>\config
ounceauto.ozsettings R
B9im & B ITAD,
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B

=1

1P

ounceautod_server_hostname

<hostname>:port

Ho

B %% AppScan Enterprise
Server MUITENAENERE
Fizit BN LIETRRERN R

MRERT &M, BAMMEHRRE BEbiRSEE RS (£ [ 93 TINE 6 &)

[ FAppScan Source for AutomationJ | F#{T T H#iR) o

BohfbiksS 4 iR

Bk iRS88 £ AEXHE ounceautod.log, EXHIEEX BitbARSEE M

IS

=718

KUK, HEZBEREBEE <data_dir>\Togs\ounceautod.log (ELH <data dir> =2
AppScan Source ZFHIBNAIE, WE 139 TINSE 9 &, TREMNBAFHBEEXH

[B) Frrrd) .

BopttiRSEE HNFABIEKIER F7IEMHF:

. BREIMER
. EEEHIER
. ERAMIER
- BRMHIER

EHEFEES:
« BEFEERIC
« EFRE

. R
. ERITIR

. BRE (NRHET)
. BEFEROEE

ME<S1TER Ounceauto

AppScan Source for Automation B3] ounceauto AT ML ITESEIEERNARS 28
Riig<, fTEEE (MREB) , ABRRE, 8MERDEFIERTR, HES5EKX
BXRHFTE BEFBEEEZBERTIRUEIR,

ML 1TIETT ounceauto, W FFAR:

ounceauto <command name> <command arguments>

Ounceauto R EIE:

.
[Pub1ishAssessment]
[Pub1ishAssessmentASE|
[ScanApp1ication|

e |Wait
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GenerateReport
&R
MBI R .

EE

ounceauto GenerateReport
-assessment <assessment path>
-type <report type>

-output <output format>

-file <output Tocation>
[-caller <caller>]
[-includeSrcBefore <n>]
[-includeSrcAfter <n>][-includeTraceDefinitive]
[-includeTraceSuspect]
[-includeTraceCoverage]

+ -assessment <assessment path>: BRNHEHAEMIREIFEXERIRRR,

* -type "<report type>": AT 5| SHIMERE B, IREXEEE Findings IR
&. AppScan Source IREFMEFIR S,
AppScan Source HREFREEFE:
- Findings 1R&:

Findings by Bundle

Findings by API

- Findings by Classification
- Findings
- DTS J&&h
- Findings by Type
- Findings by CWE
- Findings by File
- AppScan Source IR
- CWE SANS Top 25 2011
- DISA Application Security and Development STIG V3R10
- OWASP Mobile Top 10
- OWASP Top 10 2013
- PCI Data Security Standard V3.2
- Software Security Profile

- EfRE (WRETA)

RN T B SHRE LA, BrL KRN EFIRFFHEE#TRAN - Fd
Findings by Classification ¥ Software Security Profiles

« -output <output format>: MUIREIETEUTEME,

html: RREER S HTML HREETEEZET.

zip: BIEBEEFE HIML REAHH ZIP X

XF PDF BIBIRE, AILUEEIFALRS!:
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- pdf-summary: B1E8NEFIIREHITE

- pdf-detailed: BESNERBEIERNED API B

- pdf-comprehensive: BIEHET API WEMERAMHIE

- pdf-annotated: BIEPRBELER. SERMHEIEMARAURIEERNAIERE

output location: FATFHREIRSHIXHEFEKR.

« -file <output location>: IEEERIRGSHFEIIEENXHRE,

« -caller <caller>: Alik, NIRELEMIZRIFIEEIAAE. HRENUEXMAFNZ
R, BXABHEN. HREZFIEEN ounceauto BHEX .

* -includeSrcBefore <n>: Alik, EVATEENERZBIHRRBHIITI.

* -includeSrcAfter <n>: Alit, BEEEEBMNERZEINERBIITIC

« -includeTraceDefinitive: Ali%, EMABERMBEFLRREEE (E2AF
[141 7189 Moy UTBXTFERDENER) o

* -includeTraceSuspect: BJi%&, {EAIERLEERIIREPEEERERER,

« -includeTraceCoverage: AJi%t, EFHMEBESCRERNIREFESRIRES.

R[E{E

R, BBAREBIERIFR; MRFERERZAHD, FBARE -1

BNl

« ¥ Findings by API IREEMAN HIML X, EIREFR, BEAHERNRERE
B:

ounceauto generatereport -assessment C:\Ounce\Data\Webgoat.ozasmt
-type "Findings by API" -output html
-file C:\reports\Webgoat Findings.html-includeTraceDefinitive

« Z¥ OWASP Top 10 2013 AppScan Source IRELEM A PDF:

ounceauto generatereport -assessment C:\Ounce\Data\Webgoat.ozasmt
-type "OWASP Top 10 2013" -output pdf-annotated
-file C:\Reports\Webgoat OWASP.pdf

PublishAssessment
&R
SBFREITE %755 AppScan Source ¥IEE.
EiE

ounceauto PublishAssessment - file <assessment.ozasmt>
[-caller <caller>]

« -file <assessment file>: LN HEMTERRZR,

« -caller <caller>: B]i%, NIREERIR(EIETCREBEE. BEETUREMAFNZ
T, BEXFARHNEN. ARABEZMRE AR ounceauto HEX .

R[ElE
INRAT, MARENERITR; MRERIBRIAEY, BAEE -1
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ANt

&5 WebGoat_Internal iF{d:

ounceauto publishassessment -file C:\Ounce\Data\WebGoat_Internal.ozasmt

PubTishAssessmentASE

&R
BEMEITE &S] AppScan Enterprise Consoleo

B
ounceauto PublishAssessmentASE -file <assessment file>
[-aseapplication <ase_application>] [-caller <caller>]

[-folder <location>] [-name <published_assessment_name>]
[-preventOverwrite]

« -file <assessment_file>:! W&, THEXHFHERFENXMHR,

+ -aseapplication <ase_application>: ZiE#%ZE| AppScan Enterprise Server V9.0.3
MESARARN, FEZEN (REZRAER, WEAFIR) o 4%EES AppScan
Enterprise Server RYBMRARZSRY, XEXNFAIZFERIERN, ERZENAEEES
WAL XBEXRY Enterprise Console NZFATER,

« -caller <caller>: Hlik, NIRELEMBRIFEEIFIRE. BRERUERMAFRNE
R, BXFRHEN. FAREBTEE N ounceauto BEX M4,

+ -folder <location>: BIiZ, {X=iEEE V9.0.3 ZHIA AppScan Enterprise Server
M AIZIEINA &R, 1EEEAMEIR Enterprise Console XH ¥k, tNRAERZE
B, BBATTERAIW AT EITRE Enterprise Console X3,

* -name <published_assessment_name>: BIif&, iFf&I§7E Enterprise Console 577
HANEBM, MRKERUSER, BARBRENERITETMERHEM AppScan Source
NAEEFRREMZIF CBTELLRFRENEN AppScan Source:) o

* -preventOverwrite: Ak, WMRZBIERBITHEFETRSSEL, BABEZ
SHEIHLER R,

R[EE

SO, MAREIERAFIR; WMRIBEREZFEY, BAKRE -1,

ANt

ZE¥F WebGoat_Internal WA E] AppScan Enterprise Server V9.0.3 SE=ARAS:

ounceauto publishassessmentase -file C:\Ounce\Data\WebGoat_Internal.ozasmt
-aseapplication myapplication

Ba

F4RZE| AppScan Source V9.0.3.4 BY, #ERFILITEN:

o ERTEA7E] AppScan Enterprise Console BY, MTEMIEFITHS AppScan
Enterprise PRI AERFXE (MIREEIZIT AppScan Enterprise Server V9.0.3
MESMAE) . Hit, MREBhUHETEENAERXE, BATNTAIEEK.
£ AppScan Enterprise Server 1, SIREEF|A AppScan Enterprise Server [
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RiEFZ2NRERNEE, IBASENBAEFXE. ESHhttp://www.ibm.com/
support/knowledgecenter/SSWZNF_9.0.3/com.lbm.ase.help.doc/toplcs/
c_overview.htmlb
« ItSh, BIM AppScan Enterprise URL FRZEURM.

1. £ AppScan Source for Analysis 1, BHESwIE > HIX,

2. 7£ AppScan Enterprise Console i¥EH, M Enterprise Console URL FE%

BREHR

o RWiMEZE, BINAE AppScan Enterprise"iifles MEFREIA (TELRIAITHR
B, JM&EEITE AppScan Enterprise"i3# " #IEHEIA) o |http://www.ibm.com/
support/knowledgecenter/SSW2NF_9.0.3 /com.ibm.ase.help.doc/topics/
t_workflow_for_applications.htmlFR#iR 7 40{aE# 2z E,

XZ2EABARRE (CAC) IAIEEY AppScan Source 5%% %] AppScan Enterprise
Server FTEERY AppScan Enterprise Server Z[B]fYBEEUBEMNINIILESR,

MRABEBAT CAC JNERREITHEAE AppScan Enterprise Server, SEUR
FA8FIA Enterprise Server N AEFREMXKEIREINEE, FIEREZELFIBNBEN,
LINN P

1. #TFF <data_dir>\config\ounce.ozsettings (EH <data_dir> & AppScan Source
EFHIBNAE, 1B 139 DINE 9 &, TRENR, BEXEE] FFFR) .

2. TR, HEILTIRE:

<Setting
name="force_ase902_assessment_publish"
value="false"
default_value="false"
description="Use ASE 9.0.2-style assessment publish"
display_name="Use ASE 9.0.2-style assessment publish"
type="boolean"
read_only="true"
hidden="true"
/>

FUIRED, K value="false" BN value="true", ABEREXM.
SR MEPLITER AppScan Source ™ fao

UiZIREIRE N value="true" BY:

o WRELMITRKITES AppScan Enterprise FREINFATEFXKEL, BBAIFERETE" IS
M M 3E E R Ao

« MRERBRPITMESNARFXE, ITHMERE RE TES A,

« B CAC JINLEEERIER L &LHE] AppScan Enterprise Servero

EXEZEE, BZ2@http://www.ibm.com/support/|
[docview.wss?uid=swg21993010

ScanApplication
ik
HEIEE N AR HIIT S HEE XN E IR,
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ik
ounceauto ScanApplication
-application <name of application>|
-application_file <path to application file>
[-name <assessment name>]
[-scanconfig <scan_configuration_name>]
[-save <filename>]
[-caller <caller>]
[-publish]
[-clearcache]
[-report <report type> <output format>
<output location>]
[-includeSrcBefore <n>]
[-incTudeSrcAfter <n>][-includeTraceDefinitive]
on[-includeTraceSuspect]
[-includeTraceCoverage] [-appserver_type] [-include_all_1ib_jars]
[-include_1ib_jars]
[-no_ear_project]
« -application <name of application> 3% -application_file <path to applica-
tion file>: BEHAH—IN,
- WIRIETE -application <name of application>, BEIEE BN BEFHZ
o
— UIRIETE -application file <path to application file>, IBIEEUTENX
PERRIN R ERIX
- AppScan Source NAEFXH (.paf)o

- Eclipse 3¢ Rational Application Developer for WebSphere Software (RAD)
TE=E] (.ewf)

7. HIEER openapplication RITALETEIER (BidisEHIKR) B,
BER ewf X,

- WAR XXt (.war)

- EAR XfF (.ear)

- {X Windows: Microsoft Visual C++ L{E=iB]XH (.dsw)

- {¥ Windows : Microsoft Visual Studio.NET RS ZEXMH (.s1n)

*: ETH#E AppScan Source for Analysis. AppScan Source for Automation
M AppScan Source BYITRE SIFMLRENSAXH, E2FHhttp://|
fwww.ibm.com /support/docview.wss?uid=swg27027486, TEMLTIEA, #EF
GIEEAR AppScan Source hRZASPRXS N AVIEI&, AFEREEERAY
AppScan Source A, 1R AppScan Source ZIFMEMFLINMEFTHMITHE
X, ZXFERERIFRAETRRRIFRMNIES S0 H.

 -name <assessment name>: AJi%E, (LAYE R,

+ -scanconfig <scan_configuration_name>: AJi%, {IEEERTHBMNHBEENS

Mo WIRKIEERAREE, BARBHAMEERATAM,

+ -save <filename>. AJif, BT HERFREFERIHE,

« -caller <caller>. ®]i%, S£HIRFIEEHEE. BAETLUEEAFPIEZFR, B
XABNEN, AREZFFEE N ounceauto HEXH,

e -publish: AJi%, HWEARMIT

*+ -clearcache: AIit, EHMEZAIBRERBDTIEREFMERMUELTIE. OR
BERAT Java BED, PBATERETERM,
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« -report: Bi%, PHEEEMKRS.
- WEH -report EpSIEIN:
- <report type>: HREHHVEE, IREXFEE Findings IRE. AppScan Source
IREMERIRS. BEMW [E 96 T1fY lGenerateReport] | FIAYIEIT,
- <output format>: IEEREEN. ESM | 96 TV lGenerateReport | #F
AL,
- <output location>: FLIRFRENMAE,
— A%ER -report ERIEIN:
- -includeSrcBefore <n>: BEEEETE MR E ZFIRVRABIITEC
- -includeSrcAfter <n>: BEEETENAIIE ZERERABHIT.
- -includeTraceDefinitive: 7ERBMZERMIRETOIRBEE (E2HF
[141 718 I3y UTHRXTERAPENER)
- -includeTraceSuspect: 7ERJERERMIRSHEIBREREE.
- -includeTraceCoverage: FEHBBEE CHRERMNIRETERRERER,

 -appserver_type: A&, WIREBITHBNNAERFEE JavaServer Pages ({5140 WAR
3 EAR X)) , BRZIGEXRIEENAEFRSB[UAT JSP HiF. IBEUTER
(A5 |S1EE) :

— Tomcat 7

— Tomcat 8

— WebSphere 7.0

— WebSphere 8.0

— WebSphere 8.5

— WeblLogic 1lg

— Weblogic 12c

aE:

- BENARERZH, HRET AppScan Source for Analysis BIEAXTEHIT
IEHRYECE,

— WIRKBER -appserver_type, £ AppScan Source for Analysis M FNEER
ERE JSP fRIFSEAT ISP 4iX. MAFIAR Tomcat 7 ZiRE JSP 4RiXEs.
o XF WAR XfH:
— -include_all_lib_jars: fEAZIGE AIEAEHAEE WAR XIGFFREEFBE,
— -include_1ib_jars: FAIZIZEATE WAR X HIgEEREHEEERSHE,
FRIZSEN, B7TEEERRFER, HEIESHEE I EF.
« -no_ear_project: | EAR XHH, BEMOIEBTEMERZENTEH, WNRE
BHERE, BLBECENE, BMBRAIT. FRZILEN, BFA=R EAR X6l
EImE,

R[EE
INRAT, BAREERIFR; MRERIBRIARY, BAEE -1
Tl

* 13 WebGoat NAIER, HHEAEM, ZAFLL John Smith FAFEAERIEES:
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ounceauto scanapplication -application_file C:\WebGoat\WebGoat.paf
-publish -caller JohnSmith

« 1A% WebGoat M AFEFFHTE C:\WebGoat directory H8I# Findings RE. 7EIR
&, BEERERNERRER:

ounceauto scanapplication -application WebGoat
-report Findings html C:\WebGoat\MyReport.html-includeTraceDefinitive

« i WAR XHFHNE S HERRIRERE:

ounceauto scanapplication -application_file c:\mywar.war
-include_1ib_jars 1ibl.jar,1ib2.jar

Wait
P
FAEEFEEIFRTH AL,
EE

ounceauto wait -requestid <request_id>

-requestid <request_id>: BEFHNIERMINR,

R [E{E

WRES <request_id> XYMWMAVERMINTER, BBAREHEN 0, BUA -1,
il

T Windows R~iliRBAN AIEFHIEE, AESFFHEETN.

ounceauto scanapplication -application_file WGO.paf
ounceauto wait -requestid %errorlevel%

£ Linux, WRHIZFRTF:

ounceauto scanapplication -application_file WGO.paf
ounceauto wait -requestid $?
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% 7 = Framework for Frameworks {2 API

AppScan Source 3T —4H Java API, EER] LIRS ERN A2 P EARMIESRR S
o 1EIXLE API FIRMHAVER A AT UL HIR BN B R IFHIES,

7. AppScan Source FEBHILTESRMNAERS:
* Apache Struts 1 I 2

+ Spring MVC 25 # 3

« ASP NET MVC ({XPR Windows)
* Enterprise JavaBeans (E]JB) 2

* ASP .NET ({¥fR Windows)

* J2EE

» JavaServer Faces (JSF) 2

* NET 45 ({XfR Windows)

e Jax - RS (V1.0 # V1.1)

* Jax - WS (V2.2)

FEORERD, FEEMNABEFETHITANGEEENRNBEBIEEXFIER
B, EdE, XEURSEHITHSHOMIERER. FmEET AR NN AEF)
BESMN, B2, KBEERIURERNEohERXEAELRER.

B EA Framework for Frameworks API, 8] LUTURT NAZMMIFE AppScan Source
RAFEZRERNZF, LA EERVBERNXEKEEEE, REBZHERTXE
B API iR[El4 AppScan Sourceo

Framework for Frameworks API B&71F LA FXLErF @yt
* AppScan Source for Automation
* AppScan Source for Analysis

* AppScan Source for Development

XL API BREF <install_dir>\walalib (A <install_dir> @ AppScan Source
REME) .
AEITE VI LETE <data_dir>\samples\FAFEjbExample.zip (EH <data dir> 2

AppScan Source ZFHIBNAIE, WE 139 TINE 9 &, TRENBAFEBEEXH
[BJ FrFrk) .

E: KLl Appscan.Synthetic. Appscan.Synthetic.Validator #l

AppScan.Synthetic.Replacement FFIAHIERERTS RXYR/FH AppScan Source &RRHIF

Eo

 AppScan.Synthetic FZRTFEMFRAEZRNNBEFRIEPIEREREE—iE,

* AppScan.Synthetic.Validator A ARINEZRIEITRAITHNREIIEHITER, R
FE, BaLURE— validator FAFHREARIZ HIRIESS.
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« AppScan.Synthetic.Replacement FHiEIETNARFERBANENFEEERA
AppScan Source, MFIRMEZRMFHEXANG (WIEFIRNMNE) ZEEER.

FZE Framework for Frameworks API ZH{¥

F4FHandler

F4FHandler EFFEFERAMERRZFEH LI BIHRE, EXBIVNE SRR TTE
SCHEAEZRAMEIEF TR, RBESRMEXTEMIA N API 42+ F4FApp # F4FAction
B IRIAR

F4FApp

REBEXFMABYAEFNES, SEHEERETHNEER WFERM Web 1R) o IAMH
EREHEINAEFHRENENFEIN, UHBECRER, WERNBE,

FAFAction

79 AppScan Source fRHEXFrANAIEFRIER. BIEALL APl PiRHETTE,
AEPESIZRHAO R, HRAENELEZENERZNER, UKAEMESE
Bo

{€/H Framework for Frameworks API

104

BB E R tAA{ER Framework for Frameworks APl BYEEHITHS R, ERI1THY
BRT, XESBRSRMENTESES, UHESEES,

R BIF, FRATS:

« BIE¥ B F4FHandler B9

 SCHE F4FHandler MIFMERA A

« SIREAIEEENVIERFLEIEREHEHN Java 3 (. jar)

« ¥ .jar SHE AppScan Source waflgens BR

.

+ [ 105 7189 DERBIE SN Eclipse 3% Rational Application Developer for]
WebSphere Software (RAD)J |

« [EE 108 189 TRUESCHE F4FHandler B9 |
« [E 109 TR THERFOIESEX A |

« [ 109 TIEY FRAMERZFEIEE JAR |

« [ 112 ;19 D JAR SH % waflgens) |

KT

AppScan Source REREE T AJLUZEIEHB X B Java Bean (EJB) 2 NAERF
(At Java Bean, ZE#FA Bean) BY Framework for Frameworks 5EHY
A IERER.

EJB B—M SRS EEAFIIERMERNESR. 81 bean HFRT—MIL354A
, BAEHM Bean HIERUSHERERXEKEOL, XEENBINHAERFD
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EJB FB&EX M (EJB-jar.xml) 5 Bean #XEt, X2BIE—MER, ENFHSHINSIE
AERBEURFPRIXLEXEL, AMFE EJB 1EZR4F5&ES18iE Framework for Frame-

works AR,

B RBIMB SN Eclipse 2 Rational Application Developer for

WebSphere Software (RAD)

iz
1. /B5h Eclipseo
2. NERAIERFINE G TIE=IE,

|
Select a workspace
Eclipse stores your projects in a folder called & workspace.
Choose a workspace folder to use for this session,
Workspace: |C:'Ps-lhmdersaﬂe :I Browss...
b Copy Settings
? [ ] om |

3. MEIFERBEFEEM > BN

DJavaEE-EI:Ipse
Fd-': Edit MNavigate Search Project AppScan Source Edition

e A4S b )
[y Accept Team Invitation... . b E’

4. E'SAN'ASNERNES, ERIBEHHEIIFEZE, AREET—P.

% 7 & Framework for Frameworks 032 API
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Select
Create new projects from an anchie fle or deectory. ! - 5

Salert & Mport source:

fen

==

()] Next > s | conce |

5. EAEFRAMHFRIELT, ARREENE. ESEFRESTHRESAMBM)IRXT
JEMES, $E <data_dir>\samples\F4FEjbExample.zip (H& <data dir> &
AppScan Source FEFFHUBHIIE, 5 139 TINE 9 &, T=EMAFBIEXH
L2y FrFmR) , AEBEHITH.

It zip X4ZEEE Ejb2xHandler EZRMIEREFRFINEENIRIBH Eclipse )3
o

BHTEMS ALY,
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& Import ‘:‘@

Import Projects —
Select a directory to search for existing Eclipse projects. B
-
() Select root directary: | | Browise. ..
(%) Select archive file: | C:\Documents and Settings\all Usersiapplication Datai,IBM'l,AppScanSource'l,sampIes| I Browse, ., ]
Projects:

corm.ibm.appscan. frameworks. highlevelapi, ejb2xhandler (com.ibm, appscan.frameworks highlevelapi.ejl | Select all

Deselect Al

<

|

Copy projects into workspace
Working sets
[]add project to working sets

Working sets Select, ..

® Mext = [ Finish H Cancel ]

6. |ANFEE, BEIRIWETLTMHEEIR. ILRFINEREEEEARERENE
Fo

‘i'- Markers 13 . () Properties | 4it Servers| 4] Data Source Explocer | 15 Snppets | e 7 =0
41 erroes, 1 warning, 0 others
; - | Rescurce | Path [muonal

= 3 Jave Buid Path Problems (40 items)

3 Unbound dasspath variable: "APPSCANSRCWALALTE_HOME foom, com.bm.ap... Budld ...

€3 Unbound dasspath variable: "APPSCANSRCWALALIE_HOME fcom, com.bm.ap... Buddp...
€3 Unbound classpath variable: ‘APPSCANSRCWALALIS_HOME fcom, com.ibm.ag. .. Buidp...
I 1 v el neern b wnrinbia- 'ABOGT BHSDWE] 81 TR HOME lonem | ram i ae | hidn_I;I
4 »

£} 1ava EE - Eclipse
Fda Edit Mavigate Search Project AppScanSourceEdton Run [LrE
It3- |E-® | @~ | % @
Iz A e

(2 ProjectExpl K Team Artfa | = O

R

Sl =

@ e com.ibm.appscan. frameworks highbevelapi

8. TE'BENETUSHEER, % Java > HERRE > XBRFEEBITALREZTE BR
DI, ST,
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_______ s

|' pe Flter text Classpath Variables = T
|- General | .
B Ak A classpath varisble can be sdded to & project’s dass path. It can be uted to define
4 the locaton of & JAR fils that isn't part of the workepace, Non modifisble dasspath
+- AppScan Source Edition wariables are sat intermaly (for example, JRE_LIB, IRE_SRC, and JRE_SRCROOT
- Data Management depend on the JRE setting).
#-Help Defined dasspath variables:

22 ECLIPSE_HOME (non modifiable) - C:\Program Fles\Edipse New...
5% JRE_LIB (ron modifiable, depracated) - C:\Program Fles\lavalyn

(i JRE _SAC (ron modifiable, deprecated) - (srmpty) :

(2 IRE_SRCROOT {non madfiable, deprecated) - (empty) e
[ JUNIT_HOME (non modifisble, deprecated) - C:'\Program Files'Ec

{5 JUNIT_SRC_HOME fron modifiable) - 22 <p entry ignore» 22

Properties Fles Editor
Java EE
- Plug-n Development
+- Remote Systems

+- RunDebug

¥ - Server

+ Taske 1| | i

+ Team =|

a4 *

P

@ [ ] o |

9. ©GIZEEZ7 APPSCANSRCWALALIB_HOME HYFTZEEZEHIE Path B <install_dir>\
walalib (EH <install_dir> & AppScan Source REIE) .

x|
Hsme: [ APPSCANSRCWALALTE_HOME

Path: [ C:fProgram Fles_IBM/AppScan Source/waial Fle...

@ oK Cancel

BEFEMIEE LVHRIAGE, FAMETE, RBHEIR.

BIZBSCHE F4FHandler B9

BOIEAEZRIZEER, MNEACIERI LSS FAFHandler BIZK, BF NG EMIMR
B, LL#F Framework for Frameworks BYTZHBE,

= isApplicable

Fi&: AppScan Source JHF isApplicable RMERENIZITENIERRER, WRE
R[E] True, EXEE handleApp FRIEITEMNLIEER, WREHRE] False, FAHIA
RERNR,.

. isApplicable REFEFLECERRNBIERE Java NARER, AGEBAE,

TBIIMEL: £ Ejb2xHandler F1 isApplicable H, BAKRBUEEESE2TES (B
79 EJB XE Java WARERHHEI) . MRNAREREET Java B9, isApplicable &
H#E ejb-jar.xml BMEAEH, XY EJB 2 MAERHEEXHRITELTEN. MR
EMEEXH, SRHIEANBERERHIRE] True, MUE AppScan Source FiEE RN %
VA handleApp RAEXLREXHHEENES.
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FA#&: AppScan Source JAF handleApp LUEERILIBEMIZES X HFiFrAfEIRN A
EFEANERNER. S5 FarApp 0 FaFAction ATFIREVE XN AEFNES, M
REE XA IBFERIEZR AN IRIE R P A IR RVARZR AV B A (5 B

AREREFRIEF R

B Manifest.txt REESFH JAR FENTEMNER. BERME, EEARIE
2% JAR BY, AppScan Source RZ#K Framework-Handler £ELUREWM N EFES
F4FHandler Ihig.

BLUFAITIIAN Manifest.txt S

Manifest-Version: 1.0
Framework-Handler: package.HandTerClassName

Hrh package.HandlerClassName 235HE F4FHandler #EORZEMTZEE BRI LR,

TEITNER . Manifest.txt PEEFIELIE Ejb2xHandler BY JAR XHBEEBMANEAH
NER. WERREMIT, —1T5HRE, B—1THEEERLIESL, Framework-

Handler: com.ibm.appscan.frameworks.highlevelapi.ejb2xhandler.Ejb2xHandler,

AREIEFEIE JAR

o2
1. 7£'Eclipse BN SR MERAERETZIE, AREESH.

highlevelap
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Lehpp (F4FARR app, FiFAc
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e com. i EaAPOrt.. zan.getEndpoinstlass ()
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et comBH o Refresh 5 I35 Servers) W& Do Souce

e coim. b
Close Project
- fed com.lbm = Linralsts
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# e comibm  Vabdate

# i com.bm  Show in Remole Systems view

4 com.iom {EARuN AppScan Source Edition Scan
# jos combm Run s

o com.ibm Debug As

q | Profie As

Team
| B ow etconsd Compare With

Restore from Local History...

2. E'|RUE'MSH, EF JAR X, ARRET—H.
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', com.bm, appscan. fram¢
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EETEN T o

Select A
Export fesourees nts & JAR fls on the local fle system, g/ E

Salert an export destnation:
e

E-=EB
+8 EXB MR fle
= Java

¥ Rurnable JAR, fie
E-& JavaEE
L app Chent 348 fle

@:l < Back I MNext > I Firish I Cancel [

3. A'JAR SH"REESHENMEOF, ~ JAR XHEESENNUE, HiIZHE
WO ifﬁ?_zﬁo

______ _nix
JAR File Specification —
Define which resources should be sxpartad into the JAR.
1
Selact the resources to export:
+ 1= com.iben. appscan. frameworks highievelsg | [F] # . dasspath
O % project
O sébuid properties
Siedjar 2 1owsd
Jejohandler jardesc
[ L Marifest.txt
1] | il |
¥ Export generated dass files and rescurces
™ Export o output folders for chedked projects
I~ Export Java source fles and resources
™ Export refactorings for checked projacts, Sefect refacionngs
Select the export destination:
JAR Ble: |C:'Pro¢run Files_IBMIApDScan Source nafigens P EIbE xample. jar j | [ |
Oplions:
¥ Compress the contents of the JAR fle
™ Add drectory entries
™ Cvervaite existing fies without warming
?) <Bok | next> | mmen | cance |

4. BREGT—D. I, EJLLERNEAXMHKBEUEN R MREF—1
Jardesc XHARFEIRFESHRSHNFTE JAR SHIRENTES. Witk—%K,
BRI UEESEMACBRIEEXLERET .
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JAR Packaging Options Q
“ b

Define the options for the 1AR export.

5. ERFERATIETEIRANMEERRIRNIEH, BENKE., EREREMNERAEN
Manifest.txt 14,

R Export SI=1E7

JAR Manifest Specification =)
Customize the manifest fle for the JAR file. @
1

6. BELTEM
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¥ JAR SHEF waflgens

MR LBECNELNIERERF JAR BEHERSHE waflgens BR, BAMTRHRHEE
BB R, TEEEN <install_dir>\waflgens (EA <install_dir> @ AppScan
Source TERME) o

RIFEFRITHE

112

TIR(E
H1 Web Service AN\O=

EZERFBCIRENBAERFAODS, —MERWRFIREREREXH B ERF
FISTER Web Service, ENAEFIEEX G HEZEFHHRPERIEENOSGE, &
fEFA75% F4FAction.addTaintedCallback EIEEYHM A EZTAIEEBEREIBEANO S,

MBRHI: £ EJB 2 A, web service NOSBEENRAEFNEEXH (ejb-
jar.xml) FREN endpoints REBH, #AMG, handleApp RMREL ejb-jar.xml HE
X B bean, REEXNTHRE, ESKNAEBNIEK, RE, ESEH
addTaintedCallback HiAGHEIHARRN Web Service Ao

BRAGE

MANERBES=F B EMRENBSRHFITEAMBNLSAHHREES. BANTH
KmiE, XAIUBRE—Dk#H, B, SEMREMELEZBNERETREXH
FAAIER, HEBESKBARANEIRLEN, UsHRESIPTAENEM%E,
F4FAction.replaceCalls AAIFIEIZFFIEE XLEER,

THIME: £ EJB 2 1, 81 bean #FE—1EAHEM bean WRISHERXBERIZROSE
& (M) » XEWE, FEJHH bean BYEO class.method, BEHEEIPR
ImplementationClass.method FYIEZEEH,

ME 62 17HE, NN RAIRERFFRREIED bean, HIREXNHIZZM Aithiz
O, AREAHESERSEEEAXERD,

IBR

AMBFZFERIERA com.ibm.wala.andromeda.util.logging.TaintLogger ZETEHITHAIEIZ
REEEE, HFEEIREEETRTE AppScan Source AP R EH. TaintLogger FEFEH
Togdi o BIEFREE, EL@EIIEA TaintLogger.i().getLogger() IKEX Logger
SR, SAIE, AR Logger EAYIERAE (590, Logger.warn) LUEREHERVEE.

HEHBEEE/RTE <data_dir>\logs\scanner_exceptions.log (HA <data dir> &
AppScan Source FEFEIBMAIE, WE 139 TINE 9 &, TLEMEFHIESH
Fﬁi?ﬁ) F, SNREA Logger.error B Logger.fatal RIZFHE, FBAFEIRHE
B ERE AppScan Source AR REHEHI& " MMEF,
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Framework for Frameworks APl A%

This section contains the Framework for Frameworks API classes and methods,
abbreviated for Adobe PDFE. To access the complete set of API documentation, launch
the AppScan Source for Analysis online help and navigate to Reference > Frame-
work for Frameworks handling APIs > Framework for Frameworks API classes
and methods.

The complete set of API documentation can also be found at fhttp://www.ibm.com/|

[support /knowledgecenter/SSS9LM / welcome]
.

« [ 117 7189 IF4FAppJ |

+ [8 120 T1%9 TF4FHandler |

« |3 121 F1fY TaintedParamJ |

F4FActions

java.lang.0Object
extended by com.ibm.appscan.frameworks.highlevelapi.F4FActions

public class F4FActions
extends java.lang.Object

Class for specifying how the application’s framework constructs should be mod-
eled. An F4FHandler mutates the F4FAction object passed to F4FHandler.handleApp
(F4FApp, F4FActions) as it analyzes the application.

Constructor Detail

F4FActions

public F4FActions()

Create an empty F4FActions object. Should not be needed for implementing a new

framework handler, as the relevant F4FActions object will be passed to
F4FHandler.handleApp (F4FApp, F4FActions).

addTaintedCallback

public void addTaintedCallback(IMethod method,
int numParams)

Same as | laddTaintedCallbackJ | (String, int), but takes an IMethod directly rather
than a VDB signature

addTaintedCallback

public void addTaintedCallback(java.lang.String vdbMethodSig,
int numParams)

Make a method a tainted callback, with all parameters tainted.
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7. For .NET apps, we need fully-qualified VDB signatures. So, instead of int as
a parameter type, we need System.Int32, etc. To see the full mapping from fully-
qualified names to the names wusually used in VDB, see
DotNetVDBUti1.systemName2VDBShortName.

Parameters:
* vdbMethodSig - the signature of the callback method

* numParams - the number of parameters for the callback method, including the
this parameter

replaceCalls

public void replaceCalls(java.lang.String o1dVDBSig,
java.lang.String newVDBSig)

Replace all calls to one method with calls to another method. We require that the
descriptors for the old and new method (ie., the number of arguments, argu-
ment type, and return type) are identical.

& replacement will only occur when 01dVDBSig is the _declared_ target at a call
site. So, if 01dVDBSig is Integer.toString(), and we see a call to Object.toString(),
we will _not_ perform a replacement at that call site, even though it might invoke
Integer.toString().

7E: for .NET apps, we need fully-qualified VDB signatures. So, instead of int as
a parameter type, we need System.Int32, etc. To see the full mapping from fully-
qualified names to the names usually used in VDB, see
DotNetVDBUti1.systemName2VDBShortName

Parameters:
* 01dVDBSig - signature of method whose calls should be replaced

* newVDBSig - signature of method to replace calls with

replaceCallsWithSyntheticExpr

public void replaceCallsWithSyntheticExpr(java.lang.String vdbSig,
com. ibm.appscan. frameworks.specinfo.SyntheticExpr expr)

Replace all calls to a method with an arbitrary WAFL SyntheticExpr. For example,
one could replace calls with an assignment via an AssignmentExpr.

7 replacement will only occur when 01dVDBSig is the _declared_ target at a call
site. So, if 01dVDBSig is Integer.toString(), and we see a call to Object.toString(),
we will _not_ perform a replacement at that call site, even though it might invoke
Integer.toString().

7: for NET apps, we need fully-qualified VDB signatures. So, instead of int as
a parameter type, we need System.Int32, etc. To see the full mapping from fully-
qualified names to the names wusually used in VDB, see
DotNetVDBUti1.systemName2VDBShortName

Parameters:
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* vdbSig - signature of method whose calls should be replaced

e expr - synthetic expression to replace calls with

replaceCallsWithParamPattern

public void replaceCallsWithParamPattern(java.lang.String o1dVDBSig,
java.util.Map<java.lang.String,
java.util.Map<java.lang.Integer,
java.util.regex.Pattern>>
newSig2Pattern)

Replace calls to one method with calls to another method only if the parameters
of String type are constants meeting specified patterns. We require that the descrip-
tors for the old and new method (i.e., the number of arguments, argument type,
and return type) are identical.

7£: replacement will only occur when 01dVDBSig is the _declared_ target at a call
site. So, if 01dVDBSig is Integer.toString(), and we see a call to Object.toString(),
we will _not_ perform a replacement at that call site, even though it might invoke
Integer.toString().

7E: for NET apps, we need fully-qualified VDB signatures. So, instead of int as
a parameter type, we need System.Int32, etc. To see the full mapping from fully-
qualified names to the names usually used in VDB, see
DotNetVDBUti1.systemName2VDBShortName

Parameters:

* 01dVDBSig - signature of method whose calls should be replaced

* newSig2Pattern - maps VDB signature of each possible replacement method m
to a map M from integer parameter positions to Patterns. If the string con-

stant parameters in the appropriate positions match the patterns in M at some
call site, a replacement to m will be performed.

addFrameworkinfo

public void addFrameworkInfo
(com.ibm.appscan.frameworks.specinfo.IFrameworkInfo info)

Add arbitrary additional framework info. This method should only be needed for
rare cases where the other APIs provided are insufficient.

addTaintedCallback

public void addTaintedCallback(java.lang.String vdbMethodSig,
java.util.Collection<TaintedParam>
taintedParams)

Make some method a tainted callback, with only certain parameter access paths
being treated as tainted.

7E: for NET apps, we need fully-qualified VDB signatures. So, instead of int as
a parameter type, we need System.Int32, etc. To see the full mapping from fully-
qualified names to the names usually used in VDB, see
DotNetVDBUti1.systemName2VDBShortName
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Parameters:
* vdbMethodSig - the signature of the callback method, in VDB format

* taintedParams - information on which parameter access paths should be tainted

addHighLevelSyntheticMethod
public void addHighLevelSyntheticMethod(HighLevelSyntheticMethod m)

equivalent to addHighLevelSyntheticMethod(m, true)

addHighLevelSyntheticMethod
public void addHighLevelSyntheticMethod(HighLevelSyntheticMethod m,
boolean isEntrypoint)

Add a high-level synthetic method. A corresponding WAFL synthetic method (pos-
sibly an entrypoint) will be generated.

Parameters:
* m - the method
* isEntrypoint - should the method be marked as an entrypoint in WAFL?

createGlobal

public Global createGlobal(java.lang.String name,
java.lang.String declaredVDBType,
boolean isEntrypointScoped)

Create a new global that can be accessed from HighLevelSyntheticMethods.

Parameters:
* name - name for the global

* declaredVDBType - the declared type of the global (e.g., java.lang.String).

7E: for NET apps, we need a fully-qualified VDB type. So, instead of int as
a parameter type, we need System.Int32, etc. To see the full mapping from
fully-qualified names to the names usually used in VDB, see
DotNetVDBUti1.systemName2VDBShortName

* isEntrypointScoped - if true, the global is scoped to a single entrypoint (i.e.,
it is request-scoped). Otherwise, the global is scoped across entrypoints (i.e.,
it is "session" or "application” scoped)

Returns:

* a Global object, which can be read/written inside a HighLevelSyntheticMethod

createGlobal

public Global createGlobal(java.lang.String name,
ICTass declaredClass,
boolean isEntrypointScoped)

Just like | createGlobalJy |(String, String, boolean), but takes an IClass for the
declared type instead of a type name
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getGlobals
public java.util.Collection<Global> getGlobals()

For internal usage.

getAdditionalFrameworkinfo

public java.util.Collection
<com.ibm.appscan.frameworks.specinfo.IFrameworkInfo>
getAdditionalFrameworkInfo()

For internal usage.

getCallReplacement2Sigsinfo

public java.util.Map
<java.lang.String,java.util.Map
<java.lang.String, java.util.Map
<java.lang.Integer,java.util.regex.Pattern>>>
getCallReplacement2SigsInfo()

For internal usage.

getCallReplacement2Exprinfo

public java.util.Map
<java.lang.String,com.ibm.appscan.frameworks.specinfo.SyntheticExpr>
getCallReplacement2Exprinfo()

For internal usage.

getCallback2TaintedParams

public java.util.Map
<java.lang.String,java.util.Collection<TaintedParam>>
getCallback2TaintedParams ()

For internal usage.

getHighLevelSyntheticMethods

public java.util.List
<com.ibm.wala.util.collections.Pair
<HighLevelSyntheticMethod, java.lang.Boolean>>
getHighLevelSyntheticMethods ()

For internal usage.

toString
public java.lang.String toString()

Overrides:

* toString in class java.lang.0Object

F4FApp

java.lang.0Object
extended by com.ibm.appscan.frameworks.highlevelapi.F4FApp

public class F4FApp
extends java.lang.Object
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Representation of an application, with methods to query various properties of classes,
methods, etc. Implemented mostly by delegating to methods from the TJ. Wat-
son" Libraries for Analysis (WALA); the goal is to consolidate the most useful
WALA methods in a single type. See the WALA home page
[wala.sourceforge.net) for full details on WALA APIs.

Constructor Detail
public F4FApp(IClassHierarchy cha)

Should not be needed to implement a new handler. The relevant F4FApp object
will be passed as a parameter to F4FHandler.handleApp(F4FApp, F4FActions)

getAppClass

@Deprecated
public IClass getAppClass(java.lang.String vdbClassName)

Deprecated. Use getIClass(String) instead; this method simply delegates to that
one.

getiClass
public IClass getIClass(java.lang.String vdbClassName)

get the IClass for some class in the application, including library jars/DLLs. If
no class with the provided name is found, return null

Parameters:

* vdbClassName - class name in VDB format, e.g., java.lang.String

getClassAnnotations

public java.util.Collection<Annotation>
getClassAnnotations(IClass klass)

Get the annotations/attributes for a class. For .NET, the result will include inher-
ited attributes.

Parameters:

e klass - the class whose annotations are desired

getMethodAnnotations

public java.util.Collection<Annotation>
getMethodAnnotations (IMethod method)

Get the annotations / attributes for a method. For .NET, these will include inher-
ited attributes.

Parameters:

¢ method - the method whose annotations are desired

getFieldAnnotations

public java.util.Collection<Annotation>
getFieldAnnotations(IField field)
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Get the annotations / attributes for a field.

Parameters:

 field - the field whose annotations are desired

getMethodParametersAnnotations

public java.util.Collection<Annotation>[]
getMethodParametersAnnotations (IMethod method)

Get annotations on parameters as an array of Collections, where each array ele-
ment gives the annotations on the corresponding parameter. Note that the this
parameter for an instance method cannot have annotations.

Parameters:

* method - the method whose parameter annotations are desired

getAllApplicationClasses

public java.util.Collection<IClass>
getAlTApplicationClasses()

Get all the classes in the application (i.e., excluding those in library jars).

getClassHierarchy
public IClassHierarchy getClassHierarchy()

Get the WALA class hierarchy for the application. Most handlers should be able
to work via the other methods in this class and shouldn’t need to operate directly
on the class hierarchy. But, access is provided for advanced use.

getMethodsDeclaredInClass
public java.util.Collection<IMethod>
getMethodsDeclaredInClass(IClass klass)

Get all the static and instance methods declared in klass

getClassMethods

public java.util.Collection<IMethod>
getClassMethods(java.lang.String className,
java.lang.String methodName)

Get all the methods in an class with a particular name. If the class cannot be
found, returns an empty Collection.

Parameters:

* className - the class name in VDB (i.e., source-level) format, e.g.,
java.lang.String

* methodName -

getClassMethods

public java.util.Collection<IMethod>
getClassMethods(ICTass appClass,
java.lang.String methodName)
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Get all the methods in an class with a particular name.

Parameters:
* appClass - the class

¢ methodName -

getStringConstantsReturnedByMethod

public java.util.Collection<java.lang.String>
getStringConstantsReturnedByMethod (IMethod method)

Get the possible String constants returned by the method. E.g., if the method has
a statement return "result”;, then "result” will be in the returned Collection. Throws
an IllegalArgumentException if the return type of method is not String.

F4FHandler

java.lang.0Object
com.ibm.appscan.frameworks.highlevelapi.F4FHandler

public abstract class F4FHandler
extends java.lang.Object

The abstract class that any new framework handler should extend.

pE Any sub-class of FAFHandler must have a no-argument constructor, for instan-
tiation using reflection

Constructor Detail
F4FHandler

public F4FHandler()

handleApp
public abstract void handleApp(F4FApp app,
F4FActions actions)

Define what actions should be represented in the generated WAFL specification
to handle the given application.

Parameters:
* app - the application to be analyzed

* actions - the actions to be taken; implementations of handleApp(F4FApp,
F4FActions) should mutate this parameter and store the desired actions

isApplicable
public abstract boolean isApplicable()

Is the framework handler applicable for the target application? Implementations
should check the language of the app, whether relevant configuration files are pres-
ent, etc.
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setFrameworksinput

public void setFrameworksInput(FrameworksInput input)
Should not be invoked by a framework handler.

getFrameworksinput

protected FrameworksInput getFrameworksInput()

Get the parsed representation of the input parameters to the frameworks code.

TaintedParam

java.lang.0Object
extended by com.ibm.appscan.frameworks.highlevelapi.TaintedParam

public class TaintedParam
extends java.lang.Object

A type used to represented how some method parameter may reference tainted
data.

Constructor Detail

public TaintedParam(int paramPos,
java.lang.String accessPath)

Creates a new TaintedParam object for a particular parameter position and access
path.

Parameters:

* paramPos - the position of the tainted parameter, numbered starting from 0 (where
the this parameter of an instance method is parameter 0)

* accessPath - access path of fields from the parameter that should be tainted,
e.g., "f.g" Use

"

to indicate the parameter itself should be tainted.

getParamPos
public int getParamPos ()

getAccessPath
public java.lang.String getAccessPath()

hashCode
public int hashCode()

Overrides:

* hashCode in class java.lang.0Object

equals
public boolean equals(java.lang.0Object obj)

Overrides:

* equals in class java.lang.Object
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toString
public java.lang.String toString()

Overrides:

e toString in class java.lang.0Object

BERANERTTE

ENMERFNSRBERHTER, SHAERER, 60, BZA0EEZ (U0 Struts

N Spring) EEIXTFRIZFEREIE-E-1ZHIZE MVC), Bd MVC 4, BEER

UTARRAIER P REIRR:

1. 183 URL, HEATHRERSHWREIIENNBEFERIZE 1 UIKE S 5Ei1PiE
FIEHIZEE

2. QI M RERSR, HIRIE HTTP EXKHH ((FAlE) REHERREEHEM. X
LEMIBEIBIT setter JavaBeans KIZE (530, setName() I setAddress
0) .

X M X RABEIRRITRLLERIE,

4. QI C ITHIBSNR, FHE M WREBRHNITWSEZIENSE C.execute()o BE,
execute() FHREIAFEMERNMERIZ R,

5. RIBUERF, HEEZRIENMESH (B4, JavaServer Pages) . @&, M
TR PRI ETIE R IET RNE M RE B E

FILUEE Framework for Frameworks B AR A LU LIHREHITER, EMiG
TTALUME AppScan Source 73#To Framework for Frameworks API iRfE=4%5!
BREUER AT AR,

F: 2Ll Appscan.Synthetic. Appscan.Synthetic.Validator #0

AppScan.Synthetic.Replacement FFIAHVERERT mXYR/FH AppScan Source &RHYF

Fo

 AppScan.Synthetic FiZRFEFERERNNBEFRBPRERERSE—iE,

 AppScan.Synthetic.Validator A /ARIXAESEITIMHITHREIIEHITER. WR
FE, ErLUEE— validator FEHIEEAFICHREIESS.

« AppScan.Synthetic.Replacement HiEIERNAREFRIEHRHNENSGEZESIRA
AppScan Source, UHIRMEZRAIFAEXRAM (QIEHIBFAE) ZEIBVEIER.

VDB &=

Framework for Frameworks API ARy 752FERL String LUEIT VDB EIEER
TNEBEMI S EFIER. VDB XBEZMHUEBREINFERIT (Hla,
java.lang.String) , H¥E, MRBAHLE, BAFERETHS ($) KEx= (Fla,
javax.swing.text.DefaultEditorKit$DefaultKeyTypedAction) o XIF .NET, 7E{FEH
Framework for Frameworks API BY, ROEGRERFEZF (0 int F string) - 1B
PR ERTRAER IR, 0 System.Int32 A System.String.

VDB FAFHERFEEUTRMED :
1. &R, SFEFFAENRERTR (B, java.lang.String.substring) o
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2. JIAREARTS, PIRMESUCEREALREEE, SHEREEEESH, ARADS ()
koM. BRESHERES (1), AEEREIXEE,
VDB 73 AHERT R

java.lang.String.substring(int;int):java.lang.String

MEEPHIRG] VDB A ERT A

javax.swing.text.DefaultEditorKit$DefaultKeyTypedAction.
actionPerformed(ActionEvent):void

SHTFAEHEE VDB A String I API 7575, KESBE—FMSCAER IClass 8¢
IMethod XRBVENT %, HI80, 7% F4FActions.addTaintedCallback(String,int)
EREFE—NESEN VDB BRASERHERT - M F4FActions.addTaintedCallback
(IMethod,int) MIEFE IMethod XTRFATIRIULFE. Fitk, FAXRMA IClass 1 IMethod
XRE APl HERRE=EAHE, REMNT:

1. ARAFEBLOXERZEN VDB &R, EAXTERERLIE,

2. TEFREX IClass 3% IMethod XIZREY ({540, 3@ F4FApp.getClassMethods())
IR RXT NV KB 5 A TE R R P B AR SE PR 17 T

ERASENEKEZE
b F GRS RSER A ENELEERGY, BXTEFAES, B55H
Framework for Frameworks API #7574 Javadoc X1,
- [MRIRELBIEmA 2 |

[BIERNEE |

[ 124 Ty UARIniEA |

[ 124 7189 UAHNR[EIE) |

[ 125 TR T2RTE) |

IS RANERTTE

HOBEENEMAEZTIEERIE F4FActions IR actions, EFERAIN TR

HighLevelSyntheticMethod m = HighLevelSyntheticMethod.make();
actions.addHighLevelSyntheticMethod(m);

BRI LUBENE VDB A EEHERE 3R] HighLevelSyntheticMethod.make() RIEES
FEMNZR. SEEEBFLRMEISEE,

tIERNEE
AILLEBI U T ARROIRBEII AR A n MHBHLEE:

Local 1 = m.newLocal("java.lang.String");

WER AR EETERAEFIEA. ZERIULNE, EREHAEFRRNESIE
B, FIAILURIZ 1 BEIFT String XK.
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AN

BRANERTERNREBIEARAFERR (BF addCall() FERM) o
addCall() MISEERTEREANGZE. WANXAIERS R UK RRANEE RS,
LU RBIFFARIIXT setter 757% sample.BeanType.setName() FAR (RREFFTE F4FApp
SHR app) -

Collection<IMethod> setterMethods =

app.getClassMethods ("sample.BeanType", "setName");
// assume there is exactly one "setName" method in BeanType
IMethod setter = setterMethods.iterator().next();
HighLevelSyntheticMethod m = HighLevelSyntheticMethod.make();
Local 1 = m.newLocal("sample.BeanType");
m.addCall(setter, null, 1, Taint.taint());

S MVC FREMPFHIZANRBERNSE 2 - 5 W0FE 122 18 TERFISH|

[55E) Freriiid) AILIE RIS BsiTiRIE, ERRE LR AR EaRAE DT
PAB R,

ENMARNESEE Param FERIRERT, XolLUEUTEMA—F:

+ Local WR, "RFBLE

* Taint XWR, RAAFAEHZRERELUE,

« EnclosingFormal YR, RIAEIEMRFENF S, KW, WREEE—EEF
fERT synthMethod(int):void FIER %, FBA EnclosingFormal .FIRST 2I8/57%
By int &%,

- RELBLTEW Global WK (BHE 125 W (2T 8] Fite) .

. XWTFIEEESTLAAE, BLL this FEMNENITIRMEELS addCall (). ELLERAIA,
1 FREBUXMH G EIEE] setName()o

AR EE

B ERNEI R setReturnedvalue() FERENE, REMEN FERBIRICT AR
SMERIIEEELLRE M. HId, NREBER SRR HTTP EREGEIIEEITRAY
setter 7 7AZ AIEANZERITERIVIEAIESR, FBAFNEIFER U TRIETE AppScan
Source ZIMAVIRER E B EEIIE:

String validatorSig =
"Synth.validatorModel (java.lang.String):
java.lang.String";
HighLevelSyntheticMethod validator =
HighLevelSyntheticMethod.make(validatorSig);
// just return the parameter passed in
validator.setReturnedValue(EnclosingFormal.FIRST);
HighLevelSyntheticMethod m = ...;
Local validated = m.addCall(validatorSig, null, Taint.taint());
// now, validated can be passed to a setter

B 7% Synth.validatorModel () {GREIEASEEZZEEIHEB SR String. G, £
B—PNERAERRINXT Synth.validatorModel () BIAR, BERREBEFENBEZERE
B ZEARNEREMEET validated P, AIEELIARPRIZEREER setter FE
(M[THRMABL FETRAMT) o ShZEXRMEALENREEQEY
Synth.validatorModel () HYIARA, MRINAKIEEREH, AA AppScan Source FAF
BT R RER,
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2RE

2RTER—TATIBRNAREFARED ZEMRINSRINEE, 0, 2BTEq

BT MEHISEIMEMNSUE RS TER (BB kI=1EEMN) - AFEIEM

HRERT SR XBIRIEN .

o BRIE—RTSEETEM Global IR, 1EEMA FAFActions.createGlobal()o

« EE)NFILR/TE, iBEFER HighLevelSyntheticMethod.addGlobalWrite()o

« BEMNLBETEIEEY, B7EXT HighLevelSyntheticMethod.addCall() RYIERATIE
Global STRIER Param S kT E - FE, B
HighLevelSyntheticMethod.setReturnedValue() EEMER A EFIRIE],

il

Tl ERRREBAPHRFENEEREM firstName, ASLEIREILIEREMEHF
REZMAMN. EE%K L, AP RILIRI TR RS TR

Global firstNameGlobal = actions.createGlobal

("firstName", "java.lang.String", true);
HighLevelSyntheticMethod controller = ...;
Local firstNameLocal = controller.newlLocal("java.lang.String");
controller.addGlobalWrite(firstNameGlobal, firstNameLocal, null);
HighLevelSyntheticMethod view = ...;
view.addCall("Response.write(java.lang.String):void",

null, firstNameGlobal);
BIBENSNAINRNIEHISE SR EFR firstNameGlobal, ZAfS35 firstNameGlobal
ZEE] view SRLFEFHY Response.write(), RERMITHIZEEIRERETR R,

F: ZRABTTREBENE K. EP—m 2, REREABEEE THIER
firstNameLocal HYIEMER.

il ERAZEEIE
KRBIRBTRTERAENCE, FEMAEFR, RIMNEBARR—IEFE, AER
FARPMARRRIN—NEE, FREFLIEEZNEREEEEZNES,
.

[ TERAEFRREENR |

« |5 126 I VST 1. QIETHEMS A |

. |3 126 TIR VS8 2: ITRFERAVRREHITER |

o [ 127 T19 U 3. 3T createUser() 75 AR ERHEITER |

« |5 127 TIRY TS 4: SWEAVIIBEIEREIER) |

MAZSR

EARBIF, createUser BTE JAX-RS HEZEHLHER REST APl, FBulfEREW
http://host:port/users/createUser Y URL @M% APL, 1EZSia{TRIEZIARIEK
24 UserRestService.createUser(), FENBEFILA, Ltbsh, EZREITREIRAB
createUser() ZHIMNBEPVIEUEMI®BWL urlinfo KT 2, &G, BTN
createUser() REIFNVEIBELEEIZEF Vo

BB EPHRERR
REREGHAERER [ (RATR) | BIIASUTTE:

o R UserRestService BY urlinfo ETE,
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« XTI UserRestService.createUser() H9IEH.
s BEFHNBEIEREL,

LUF2 createUser() AT

import java.io.BufferedWriter;

@Path("users")

public class UserRestService {
@Context
UriInfo urlInfo;

@Path("/createUser")

public User createUser(){
MultivaluedMap<String, String> queryParams =

urlInfo.getQueryParameters();

String name = queryParams.getFirst("name");
User user = new User(name);
return user;

}

1

S 1. QIEEHNENTGE

22 public class JAXRSHandler extends F4FHandler{
23 @Override
public void handleApp(F4FApp app, F4FActions actions) {
24 HighLevelSyntheticMethod synthMethod = HighLevelSyntheticMethod.make();

© BETTENRES 24 TR
TR 2. WRFERIBRHITER

PUTF B ERETR 7 Al RE S RIS E X F . TFILRGIR, HIVFERREER eCon-

text SERHIT T ERENEFE,

27 // create a local variable of the appropriate type

28 Local userRestServiceClazzInstance =
synthMethod.newLocal ("com.ibm.appscan.UserRestService");

29

30 // get all the class fields

31 for(IField field: app.getIClass
("com.ibm.appscan.UserRestService").getDeclaredInstanceFields()) {

32
33 //get all the annotations associated with the field
34 Collection<Annotation> fieldAnnotations = app.getFieldAnnotations(field);
35
36 //for each annotation of the field check if it is an @Context annotation
37 for (Annotation annotation : fieldAnnotations) {
38
39 if (annotation.getType().getName().toString().equals
("Ljavax/ws/rs/core/Context")) {
40
41 // call the F4F API to assign taint to the field
43 synthMethod.addInstanceVariableWrite(
userRestServiceClazzInstance /*Variable representing
class instance*/,
44 field /+field to taint =/,
Taint.taint() /* taint */,
null);
45 }
46 }
47 }

Framework for Frameworks API addInstanceVariableWrite RFFIMNEEL:
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1. BTSN BNBEREEFTFENEXSIB, 0 FH, xt1T =
userRestServiceClazzInstance 5| TiZE%,

BN SHERNTBERRNE TR,

BB PRBAXTEFTENFNE, EHFH, HNEERLZTE, XF
FhEfFi®E Taint.taint()o

4, BE—1NEHE FilePositionInfo, TEUTRBIERFA nulls
P 3: X+ createUser() FHERAR#HITEER
Tz B, HIIERNBSHNEHGEPEER,

50 // call createUser() and store the returned value to a local variable
51 Local returnObj = synthMethod.addCal1(
52 "com.ibm.appscan.UserRestService.createUser():com.ibm.appscan.User"
/* signature of the method to be called */,
null, /* FilePositionInfo */
53 userRestServiceClazzInstance /* Object on which the method
will be called */);

addCall SZ&5 API RE=1MNE%

s BB HEREBRNEBEREBNSZNER, X464, BMNEERAA
User.createUser(), RILEFERHEHE R,

o FZNBEA FilePositionInfoo ZBEIEEN null %8, AAXRGIHPARAEEZ
’%&o

s RE—TBHAKRAA createUser() FIEFMENSEHIITIR,
BT createUser() ARAEESH, AERALBARNE—SHRE this R, X

=

2— User ERINEETE (userRestServiceClazzInstance)o /7% createUser() ¥
ﬁ@%ﬁﬁﬁULE’\] User, ETFEER A returnedobj MIFEZTED (W% 51 17Fr
™) o

SR 4. NEFVBEERREIEER
EREX—MTESR, BAPFLE— MRS E P BvEREREH#TRR,

58 // create a PrintWriter object
59 Local printWriterObj = synthMethod.newlLocal("java.io.PrintWriter");
60
61 // we want to call the print API on the PrintWriter object.
// The print API takes a single argument of Object type returns void
62
63 // we create a param list of size 2. The first item in this Tist is always the
// 'this’ object and rest are actual method arguments.
64 Param[] printWriterObjParam = new Param[2];
65 printWriterObjParam[0] = printWriterObj; // The "this" object
// the value returned by the call to the createUser method
66 printWriterObjParam[1] = returnObj;

68 // Now add a call to the print method

69 synthMethod.addCal1("java.io.PrintWriter.print(java.lang.0Object):void",
null, printWriterObjParam);

70 '}

o T£% 59 17, TEMAETEIE PrintWriter 2B Local WK,

o ME 64 175 66 17, HERTE PrintWriter ZLH (printWriterObj) VA print
FEMBENSHTIR,

F—NBHANRIIE (printWriter0bj) &,

% 7 & Framework for Frameworks {038 AP 127



- FBITNBEA print HENSE, BITEETELREE, ZEFEETENEE
returnObj A,
o EE 69 17, BATHAMTI PrintWriter.print FEBAR, LIEFAVIEIER
B TEE,

¥%$t Web service Framework for Frameworks X IEI2EFE5IMAE Web
service IR IES EFIFARIZERFER

128

KXTFULES

fEF AppScan Source 3% JAX-RS =X JAX-WS NWAERFE, WHGRAUERAE
Web service AAS, MMMARERNAEFPNEEIRE AXEHERTHITIIRE
NAZ. EMATERBTFRMAZTEZRF Web service HEZRRIVFHT Framework for
Frameworks (F4F) #MEIERFS Web service #IRIES (WSDL) E 2R ST
BHITHEE,

BHESEARLETIE, MMfE WSDL ERIFIEIEF ISR X AL S HILF FAF L0212
F&IH Web service NASMABLTFET WSDL XHAHHI Web service AN,
BIER, WSDL EFIHEEEFREREBLLE FAF L IEBERFDTNEELER,

« [ & Web service FAF %MERERF1ERE] WSDL EflIEFEER |

« |5 129 TRy IRHIERTRRES) |

¥ Web service FAF A IBIZRF%1EE] WSDL EH1EIEZRF

FHRZ A

KEABREEHLRHMAEE FAF RIEBERFSEMFEERK.

o1z

1. FHINIMIEHEZ] com.ibm.appscan. frameworks.wsdl.util BIKEixR, HPREESHET
REFRIREIBRSSHIBIF APL, BEXRFET walalib XHHER,

2. EXERIBEF (BTFY B FaFHandler 2) A handleApp() FIEBIFFL, RO
T
String filePath = WSDLReportingUtil.getServicesFilePath

(getFrameworksInput().getFileLocs());

if (filePath!=null) {
ﬁJSDLReporti ngUtil.initXmlDocument (filePath);
XEITHFIREHES WSDL iR AR 4,

3. 1E handleApp() FEHEERE, AU TTUMRRTE F4AF QIBERFREZARERR
BERERIRS:
WSDLReportingUtil.saveXmlDocument();

4. BEIRERRS, M WSDLReportingUtil API FHMXTLLT API Z2—HIiEA:

* reportService(String targetNameSpace, String serviceName, String
methodSignature)

* reportService(String targetNamespace, String serviceName, String
operationName, ArraylList<String> wsdlParams)
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Hr:

* targetNameSpace ERRSZHIBIREIR=IE, BIE0, £ JAX-WS F, BT FHEH
H5EFE R,

 serviceName BRFZHIEF. BATERP, HETESIRS LRI,

¢ methodSignature & WSDL X &2t ELeEib a9 75 A RHER

« operationName B EMRBIR, TEES] WSDL XHN—hin OB VIR
B o

+ wsdlParams EXAMESE WSDL XIS HLERTIRK,

5. Hl, Efl WSDL 3R E I B IERNIEN Java/JSP 3HEM—EB72 KT
Eo WNRF FAF Web service MBRERFIZITAMER Java LUSNIIEBS (W0
NET) , iEfRESHITU TS ERERESEAEIIEAR WSDL EFlaEER:
a. ¥E <data_dir>/1td BR (H <data_dir> 2 AppScan Source 1ZF#{E

ME, dE 139 NS 9 8, I ZEMRFAREXHEE) ) .

BIEPTE XHHEH BIZAS UFBAE R R MR,

c. FIAMNFEHEHEEER 1td X, B30, XF C++, FTFF cpp.1td X

d. TE45ER <LanguageTypeDefinition> FRIZEIAILLTIT:
<Scanner name="wsd1"/>

e. EFIT—HBEEN file extention_set name {Ho
FTF file_extensions.xml HERABL—FTHMAEFHNZTH
FileExtensionSeto

g TEXHHRIZRIMLLTT:
<FileExtension extension="wsd1" assess="true"/>

h. REPMEXHHENBEN AppScan Source, WSDL EFIIEIEFIITREN
TN AREFREI—ED RE1To

i

HR

ItAY, WSDL EFIITFEER SR ERABIESRLMAN WSDL XHHMEREER (TE"
ZBEMED) . BENBERTEHER WSDL XE4PHNEARSESA=ERNEESL
B, XIEARSSIEERFT Web service FAF MBIERHITH M.

FHIETTIREY
XFIAES

WSDL EflHEEF2ZEFEREMRS SXNA WSDL AR5, WSDL imMseE
A WSDL #21E##1TILEL, XELL WSDL 1&URIRE Web service NERE., BRil—
LEEEREANTES TR
NFEf XSD EARLE, BERRMEIGZRTIE, BRANEREIR (FlU0
string. int. float #0 double) o
o NFEEGMEA, BEXEEHM 1 B string[] M int[1) o
o SPFREBRETE] XSD BHALE (£ JAX-B SEMEMEEAR) B9RKER, KRG
TR
http//my-types/myxsdnamespace/:Customer

% 7 Z Framework for Frameworks {08 API 129



BIRTEINIZIEN Java FREHN—Z D RKIEH. WREFRE Java FEHN—Z57, B
AN Z5ARERS BT EIHZEFERAELE, EAEBURTFEZRRISLLHE.

A MEEEIRFERATEERELE WSDL EFRIFEEREEIRER Web service API 5%
BX WSDL #2{E#1TILE, MNRLZEMER, BAKHIMIIIN— 1 EEESER, LI
ZRNRMAEIRE EH RST8],

NREARHE FHANFHER N A B+ AFRISNE, iBEM AppScan Source ¥ WSDL X
A FIisTT WSDL 3. X4 WSDL RS THIFREIRIENER. REENE
Hom ARFAER TIERERAERFER,
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%5 8 = AppScan Source EFPHAGHEIRES
CRWSAO0900E FE:A% EHIPRIVIESB IR H B &
BRI RIS B RN BRSNS, CTRRERS.
CRWSAO0907E XKgEHRI <>, ANEBFETHIEENBELERES

EFIFNBEFETF AppScan Source #IEEHET ZEMOIERES, EUTHEHAP—HH

BER PR EMEIR:

o BUEERREMIEVAINARIE o EE, HEETEEHEIENEHIMNRFERESETIEN
REQIZ TN

o BUEESRMEVAINARIS H1E1EeE, HEETEZHEIZNEHIFMNED RINERE
REMELL T 2N,

CRWSA0920E $%& &S A\EIM B
BESANSE 2 HRIINENEEREER.

CRWSA0925E 73"{0}"f NBV{ETL .
BABERE R TN, BRNERIER.

CRWSAO0930E 7"{0}"H NBYEIEE N T

CRWSAO0935E 79"{0}" i NBIEFE T

CRWSAO0940E k1A

{EMIRASTE Enterprise Server FFEAEEWRBAT BFEE.
CRWSAO0945E 1EERFIRRA M. APIMRNKEZ LD A—1NF.
CRWSAO0950E {EEZEI AR, ZBEMNKEXRELHN 6 M F/.

CRWSAO0955E 18R FPIRIAAK. APIRBMNEKEREERE 255 NF
Fo

CRWSAO0960E 15ERFIMRE & TMF o

CRWSAO0965E {EERAFEBAK, BENKEREED 16 1M F .
CRWSAO0970E 5EZHALE, HEMMAEL,

CRWSAO0975E FTiAfEc8 Admin AR,

CRWSAO0980E IiSTEHFHHMUTH., - FHEEIAN
<user>@<domain>, HEf <domain> FEEREIT 255 NFER

CRWSAO0985E" BB FHi 4" B T HYo
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CRWSAO0990E" Z " B EM,

CRWSAO0995E 15E"HAFInR"BEFEETFEMEESD, "SR "M "B FhpY
"FEREEH.

CRWSA1010W FTE&RMARF {0}

{528 AppScan Enterprise Server FEBILKEAEX(E S,
CRWSA1050E 3 A\5MaR4miE 26T HIL R IMEIR.
EHRRINBIER A A A TR,

CRWSA1055E &A\IMBmiEeSETHEE. BMEXGERIF,
BRI A A A TR E .

CRWSA1060E FEA\JMBRIERETHEE, BIHEXHERK,
EHRRINBAIE R AT A A TIRE R,

CRWSA1065E & A\JMBRIEESETHEE. TiERNEARIES
BRI IR AT A A TR IE .

CRWSA1070E #EAIMBmIEESET TR, 4miB2SaHRE T &IE,
EHRRINBIE R AT A A TIRE R,

CRWSA1075E 3 N\5MEPYmiEESET SR, ToiEBIZERTHITER,
BRSPS AT H TIEE S,

CRWSA1080E # A\ Eclipse B, EEERM,
EWRBEREE T EMRENPRERE Bclipse (A plugins\ BRHPES

com.ouncelabs.core.filelauncher.jar By Eclipse) o

CRWSA1085E 3\ Eclipse BiHiE, ARSS2%:&E MR,
BRECERREE T EMAENBRERN Eclipse (EA plugins\ BRFEE

com.ouncelabs.core.filelauncher.jar BY Eclipse) o

CRWSA1090E # A\ Eclipse B8, #NEKK,

CRWSA1095E #\ Eclipse BJiHiiE, Eclipse BIERIETo
BERERCEREE T ERAEINBRIERM Eclipse (FA plugins\ BRHEE

com.ouncelabs.core.filelauncher.jar BY Eclipse)
CRWSAT100E FENEHI4mig2RETHEE. FTEHIT {0}
CRWSA1120E 1335k

CRWSA1125E HFRFAME R R EFHIR
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CRWSA1150W E&: 5"{0}"4wiENIIEFIFZIFI Halss R RIRE T
Mo WEBFRT RIEAIIEFIIERMIS?

CRWSA1155E REZEL—MNER. B, FEMETIEKREREL,
CRWSA1160E HtiETEE TR LA B EIE IR FEF.
CRWSAT1165E 7R IN7E Hl XM B H £5

CRWSA1170E REEFHRN {0},

CRWSA1175E XRaeAiN {0}, HAECEBHFETHEETAEX ZHRES.
CRWSA1185E WiEXN, EAiwiFIEPHE

CRWSA1190E 4miZk

CRWSA1195E =idfTH4migssit R E5EiR,

LIBIRARKRALITHTRY, ESREIEED AppScan Sources

CRWSA1200E 7£iZ&R 4% LHAREE X .

CRWSA1205E I iTLAYRAEIRICEH & iR,

CRWSA1210E A ELRAES A BRINBEMN— TS NEX . FERSHR
TSR MERR XL EMS?

CRWSA1215E =ii%#%%] AppScan Enterprise Console BY5K,
- FRIRSRELREEEMUE BT,

CRWSA1220E {0,number} #EEREI - BINEMZED AppScan
Enterprise Console ARS3.

CRWSA1225E 7Efi#RRTZAVITIESFETHES. RAREITIEBHNER,
CRWSA1230E 1A#ERY TIERF T,

CRWSA1240E XA EIRFAiERF

CRWSA1245E A%l {0}

BRIHEE JRE HIE,

CRWSA1250E #%AZ| startup.jar 3¢ org.eclipse.equinox.launcher #f
%

RIS EE T Eclipse IR,

CRWSA1290W —{" & ZAMIMBEIRE JDK, EAXLINEIZEE THRE
JDK,

AppScan Source KBEIRFIESFANTBERIEE JDK, BEIELA, R Java # JSP
BRI EEERINABIRGIH DK,
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CRWSA1295W IiH#RD> JDK, BEALTBRIZE THRE JDK,

AppScan Source KREEIRFIESNIMEWIEE JDK, EEIELtAA, EFEA Java 1 JSP
BEI I EIEERNNAEIR5M DK,

CRWSA1300E — & Z M ImETRD JDK, BERIEEREE, PH"HATE
"SR EIE R IEEFERE JDK, THE, Itk JDK EBAFRIBHIKE JDK

SRl =pd= A

CRWSA1305E W AEFERIEMN, WiHMGFM{ENERASEUEHNEE
hIFE1FTE,

THERAN BREFETENARFREERE, LeAMER, SHIMEFRENERE
LS B E R a A,

CRWSA1340E"{0}" kA M1

CRWSA1345E M AERXHARAE N

CRWSA1350E & BET L 5

CRWSA1355E {4 IETEE TR R AMIBRNM AIER .

CRWSA1360E T{&1ETEIE{ TR EMIBRIIR .

CRWSA1365W EAEE XS H I F B e YR I0 B 4R 3% ZE Rl .
CRWSA1370W FELERFELERAFME IR, BEERHEBESD?
CRWSA1375W KREEFHEIX M4

CRWSA1380W ZEESFHNER. HEERPRIVABEENGR.

CRWSA1383E S ERXMER, FrEIEEERZAIERAE, HABIR
BT "R RE—R BRI,

CRWSA1385W W 7MFERK AT FEE A BEtR 3 TRFA :
CRWSA1395W 44 ERKRINREER {0},
CRWSA1400E %A EI B 4" {0}",

JEWIE AppScan Source MB X4 BEFE.

CRWSA1405E 7% ASP.NET B="{0}"

JBIRIE ASPNET BREEEFE.

CRWSA1410E S A\IB X" {0}"Bf 58
CRWSA1415E S\ ASP.NET BHR"{0}"BH$E
CRWSA1420E 67210 BB H s

CRWSA1425E T{EEHR"{0}"FEE. BEEEHER.
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CRWSA1430E Web ETXIR"{0}"REE. HEFEMBE R WAR
X1,

CRWSA1435E Web ETXiR"{0}'FeERRXBFRHESHMEER"{1}"1H
ElgIEES

CRWSA1440E AAIR"{0}"FR1FTE. BIEEEMEHZR-
CRWSA1445E Xz BR"{0}"FEE. BEFERHNXHFHE R

CRWSA1450E AAR"{0}"FeeRX BRI ESMBEEHR"1}"HHRNE
o

CRWSA1455E 7% {0} EEBHIEE {1} Y ActionObject.
CRWSA1460E"F2"EMBR
CRWSA1465E InBif#/> JDK

CRWSA1470E % JavalJSP TES|H7TXME JDK ({0}). &St
R4 JDK,

CRWSA1475E JDK ZBEHE

CRWSA1480E &7"{0}"#Y JDK BFTE.

BIEEK— JDK &

CRWSA1485E JDK BpmELAF—MFo
CRWSA1490E #7/1iZig{Ei%E#E JDK

MAEZEIAE TDK,

CRWSA1495E T fR7F

CRWSA1500E {4 IETEIEITH TERTF

CRWSA1505E JFiRER"{0}"EfENIRBREE.
CRWSA1510E HR"{0}"F1F1E. FAFEENRER
CRWSA1515E FiZmiZHR"{0}"~EFE. REEREMER.
CRWSA1520E % {0} FETFMKRHEIXAR {1} PHFEREIFE L,
BTSRRI X R

CRWSA1525E & ({0}) LHIMEIMIHAREL,

EHR Java TIERAEE .jar. .class 8 .java Xt
CRWSA1530E FAHEIETEIEITR /AR IEN R,
CRWSA1535E

%5 8 & AppScan Source BEFHIAHHEIRES 135



136

CRWSA1540E EiE R
CRWSA1545E EIRER LM

CRWSA1550E JERER"{0}" T3 - EEXBHIXHEERE RBHHIF
TEBRTS

CRWSA1555E XA EIFMAY L TXIR,

CRWSA1565E ERkTh7 {0} IE4RIEHIE
CRWSA1568E FTiAfFERZ"{0}"PHEE

BER BN R SN E R NRE L B,

CRWSA1570E EMRFF {0} T

CRWSA1575E EM{E {0} T

CRWSA1580E %HEEIREY, ABAERINE,
CRWSA1585E M AEFHMAFIEZRF,
CRWSA1590E £H"{0}"EE, FEEE—E,
CRWSA1595E ZMFEENZ,

CRWSA1600E #7likiF Bl &5 RIVIE GA ReE IR SHo
CRWSA1625E Iaj#iE4E, HaiH RS {0} AIFFRI,

CRWSA1630E ZiXSANTEFTEIN REHEIR, BHRRET"EHIED >
Eclipse TETEIS AR "FIEHIEET SN

CRWSA1640E TR mIE, {0} 25 IHmRiENAER.

ZNAERFERIER, HEEX Ecipse TfEZIE] 5 Microsoft Visual Studio &R
BEWSIA. TERMIE,

CRWSA1650E A ZI#ERE {0}
CRWSA1653E §tix

ZHIRERDS () MEREIRAVES. XEISRME TR XL BT e R 5
 [Z1FH AppScan Source Maven ERAEMIRENZIHEH T 12" IREEINAVIE|
[EFRIER"

*+ [iZfT ounceauto scanapplication §2 T "CRWSA1653E: BHNELE R
[H37E AppScan Source for Security PSR T "IEE VB K E IR LS|

[applicationmanager'|

« Hf#H AppScan Source CLI #i¥{f% %%l AppScan Enterprise HIIRIEELN, FEixF
A2 H CRWSA1653E]

« [\ CLI ZHIHESHT CRWSAL653E 51|
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http://www.ibm.com/support/docview.wss?uid=swg21627900
http://www.ibm.com/support/docview.wss?uid=swg21627900
http://www.ibm.com/support/docview.wss?uid=swg21673744
http://www.ibm.com/support/docview.wss?uid=swg21882877
http://www.ibm.com/support/docview.wss?uid=swg21882877
http://www.ibm.com/support/docview.wss?uid=swg21963653
http://www.ibm.com/support/docview.wss?uid=swg21963653
http://www.ibm.com/support/docview.wss?uid=swg21979516

CRWSA1655E {REIFEERZTR

CRWSA1660E #4AAIRIIEEEDL—FMH
CRWSA1665E &4+ EE

CRWSA1670E RXHENXH-

CRWSA1675E Z#"{0}"FIHEMNEFT. EEM—RF.

CRWSA1700E IREHRB/LURINT, BE"IRSHEH"EM-EHRNIRSE T

CRWSA1705E & B ES HAIRSPR M4

CRWSA1710E & B E S HAVFTHRITE

CRWSA1715E &7 " fZ65" " HiAf 2265 " FE PR Z S A LA
CRWSA1725E ZEBAE, BFRAKET 6 T 16 M FRZEINE,
CRWSA1730E ZBKK, BEHMANKETRE 6 3 16 M FHZEMNESB,
CRWSA1735E &EXMH"{0}" & BEEREM, HHBkI,

CRWSA1736E TLZITHA X <filename>, H{RiE{T Automation
Server FR{EABEFP L HF AT IFRIN

CRWSA1737E TLEITHA X <filename>, H{RiE{T Automation
Server FRfERAMAP IS4 BT IFAIN, HifEfR Automation Server
BN RER

CRWSA1740E & A"{0}"'HigENXHBEITH,
CRWSA1745E i EXH" {0} FRRPAA N,

CRWSA1750! Z&T 88 7T XEFEEEE AppScan Source fi
SLUFEEREMMNIRE, TEFBE) AppScan Source FRSZZ A, BX
izt 8N EIEEEITH E&EEEZiITEBIFRE AppScan Source &
PR BERF. BXEREARSEE?

CRWSA1755E"{0} BEERL—ITHSIFRRENY
(name. display_name I type) BVI&E. BFERENIXH, "

CRWSA1760E &4 iFrI$EiIR:

CRWSA1775E AppScan Enterprise Console ZEiEFREEMIIAL, BTE
HpERI R 2R ISIEH B LI TIRER AppScan Enterprise Console FYA]
A%,

CRWSA1780E AppScan Enterprise Console EiZFREE#IAL, 1BHIE
BEM/HEINRFE I PIIEF B U TIRER AppScan Enterprise
Console e, - SiRFHAES:
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CRWSA1790E kaEI& Tt %7 % AppScan Enterprise Console, &
EHSHHEKARARAEER,

CRWSA1795E REE{IR A HmARSS. 1EMIE AppScan Enterprise
Console #iZi&HE,

CRWSA1800E REE{Itat 2RSS, 1EMIE AppScan Enterprise
Console BYRIFAIEFEERBVEEN.

CRWSA1805E iz TFTH X4, - Eili&EiEslit =it &R E iz,
BRI BB E A5 S TV Bk S o] Ao
CRWSA1810E EEHEER, ARTHEITHE V7.0.0 F=RHEIEAR

SpER(
CRWSA9999E AppScan Source for Analysis BZI™EiEiz, B
eIz
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% 9 F REMAFRTEXHUE

%% AppScan Source BY, AP HIEMEE XA FHEERERRIN
- [BREZEME) |

« [TERE AppScan Source HIEERJ |

 [TAppScan Source IREIXHfIE |

ERE RN E

LT AppScan Source f&, HHRHMUFUTREMNEZ—!

* Microsoft Windows 32 fihR4<:
<SYSTEMDRIVE>:\Program Files\IBM\AppScanSource

* Microsoft Windows 64 fihRZ<:
<SYSTEMDRIVE>:\Program Files (x86)\IBM\AppScanSource

« Linux: MIRERZ root AF, BMARERNSSRKNRHERLERE /opt/ibm/
appscansource o MIRERZE root AF, ﬁBATLX?E% AppScan Source for

Development Eclipse #fiff, EEMREIBE R TLEE <home_directory>/
AppScan_Source,

* macOS: /Applications/AppScanSource.app

B

- ZEREARBRARBAREFTN. TATXHXRBESZIFRIEFT .

« MRERZEE Windows LE#HITRE, BBAIRBEESIFINA BERE AppScan
Source A,

« WMREERE Linux EHITRE, BBAMITIHE root AP RELE AppScan
Source ARSSEBAM-

A& AppScan Source $EBR

AppScan Source ¥IBHIENRE. HAHMEBRXHEFNTAM. LR T AppScan Source
&, BEXGEREE R MIFUTIE:

*  Microsoft Windows: <SYSTEMDRIVE>:\ProgramData\IBM\AppScanSource
7. ProgramData\ EFSERIXMHK, BEEFZXMGX, AT RREESPERE
HEF BT LR R Y S A S0

* Linux: /var/opt/ibm/appscansource

* macOS: /Users/Shared/AppScanSource

ETHRIMEIENR AppScan Source #HIEBRMME, BESHE 140 01 IF
[AppScan Source FIEEFJ |

AppScan Source IIERIXHENME

FLE AppScan Source RERSHOIRIGE XM, XL XHREER T FEELT
E:
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* Microsoft Windows: <SYSTEMDRIVE>:\ProgramData\IBM\AppScanSource\temp

7E: ProgramData\ EFREMIXMHFE, BEEFZXHFE, YATRFREESPERE
HEE BT L B R PR Y SR RN S,
* Linux: /var/opt/ibm/appscansource/temp

* macOS: /Users/Shared/AppScanSource/temp
GBS SCHAIBIGLRTE AppScan Source #IEERAM temp BRF, ErILUET ECER

IEERREXIGI XHME, W TEX AppScan Source IBE =) TR, &1
temp (U FEBIENEIEERF.

L4 AppScan

Source ¥IEEF

5Pl eE M EEE LY AppScan Source #IEERMWAIE, UEEERET(E, ErLURRAE
TP BRTE AppScan Source REFELAULIIE,

FHRZ A
SRLES ZHI, EMRFTE AppScan Source FFHINAREFEHERET XA,

AppScan Source EF NN AEFEIE:
* AppScan Source for Analysis

* AppScan Source for Development (Eclipse ¢ Visual Studio &) ({X1E Win-
dows M Linux £332%F)

+ AppScan Source #3L{T5HE (CLI)

* AppScan Source for Automation

tsh, WREBEZLEE AppScan Source for Automation, 1EWR BohfbiRFE2E BX
1

+ 7£ Windows L, 521t IBM Security AppScan Source Automation fRS3.
e 7 Linux Lk, ZRHLATE<: /etc/init.d/ounceautod stop
e 7£ macOS Lk, ZHLATE<: Taunchct] stop com.ibm.appscan.autod

K
1. TEX APPSCAN_SOURCE_SHARED DATA=<data dir> iEZE, HM <data _dir> BE
¥ AppScan Source ¥IEFMEEMNUE,

E:

« <data_dir> IEHIE AppScan Source FRRFIEMINEE L EFERNTTELT
1o

+ <data_dir> BREMREVEREFN. FATFXHRZEEIFRIEFR.

2. EIRE AppScan Source WEIEMMEAHIEER (ESHE 139 TN lfrd]
[AppScan Source #3EERJ AT RHEATIEERMUE)
BREHIEREROABRES B R LRF BT EFFIEER <data_dir> &,
{EATF Linux £R%#M AppScan Source for Automation:

a. R4 /etc/init.d/ounceautod f4,
b. HEILLTT:
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su - ounce -c

‘export LD_LIBRARY_PATH="/opt/IBM/AppScan_Source/bin":$LD_LIBRARY_PATH &&
cd "/opt/IBM/AppScan_Source/bin" &&
"/opt/IBM/AppScan_Source/bin/ounceautod" -s’ >>
"/var/opt/ibm/appscansource/logs/ounceautod_output.log" 2>&1 &

HHBBRAUTRE:

su - ounce -c
‘export APPSCAN_SOURCE_SHARED DATA=<new data directory path here> &&
export LD _LIBRARY_PATH="/opt/IBM/AppScan_Source/bin":$LD_LIBRARY_PATH &&
cd "/opt/IBM/AppScan_Source/bin" &&
"/opt/IBM/AppScan_Source/bin/ounceautod" -s’ >>

"<new data directory path here>/logs/ounceautod_output.log" 2>&1 &

A U ESSHA—1T,
c. RTE /etc/init.d/ounceautod X15.

T—Fta

WMREBLE AppScan Source for Automation, EEEN BilfLARS2S:

7 Windows L, i5EEh IBM Security AppScan Source Automation AR,
£ Linux £, RHLITE%: /etc/init.d/ounceautod start
£ macOS £, ZHLATE<: Taunchct] start com.ibm.appscan.autod

£5RH AppScan Source DELIETRENIRZEMERERHREBES CESER. Zo
FERR]TEFHAIENR 2R - MIARE S CESERRT A SOHEE DUIRHE A
BB CENXE,

BNERTEBETUTDERZ—:

AL 2MER . —MER, HPESRMANIRIT. SEMEERIREG], HEfINK
HERENSRENBRER U—MIFERR S NET.

BRESSBXHE. RAHFROKRENGRR. MEsHf. SN RHTeME
REFITBMBERRE, HRREBRISERBEEINEMHA T LUER,
ARLeMER —MER, BERARARNRFETRENER ZBEATEESZH
ERHIPE, FERERINAREETERRNABETERREM,

ARERTETHRBHER, ENFERMRANBERGENRERETRAHE. It
AHEERNRORUARERASTRZREERRAERATRTFHERR ALk, &
BZ—RFHNAEAS S FISRERE T NAMERETHIAN S E.
AWBSEEER. R HEREURHEEAREBES TENXENER (6
g, EREWSELER) o

d: REBRT, ERXATRTFREENDEBEFARLMERUAEHEEETHE
%R
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KMERENEXEEREN~ MRS MHEE . 1BM BT HERSHX TR
AXEPINIEHT . BRSHINeER . B XEFRERKE SR ARRIR T~ miRS 8
58, BEEEHMA IBM AKEE, Ef%N IBM ~hH. EFRRSH5IRHIERTE
BRERE R REEEA IBM B M. R ERSS. REARRIE IBM BIRIR~, EA
EEDRERN~m. EFERS, HIUAE IBM ~m. BFHRS. B2, ThAE
IEEMIAF IBM . EFSARSS, NBAFB1ThR.

IBM AJREEHAEREAERBS I XEABTEXNEIMEH, RHAEHAFITRERT
AAERAXELHNEATE,. ERUABEANRFIEREFE:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

BXWNFTHFRIE (DBCS) EEMFAIEN, BEERMEERIMXE IBM FiRF
IR, APEARABEBEFE:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

FEFRFPERTEERERAIFNFRE HGHEFRF—BHERIHX:

INTERNATIONAL BUSINESS MACHINES CORPORATION"#&EAR 2t 1tk i,
AMBEEATHEN (TR RNEERTHN) RIE, BFEERETFR-NEXRIER
. EBHEIEA T EMMFEBBARIESE .

REERFMXARLER G P AT RFARIEVREIRIE. RItAFREIERNER T

IR
18N 0

FEEFAREERAT AR ERTS RENRIHEIR. LAHEEREMREN; X
LEE U RNRE R AT, 1BM 7] LR A2 iR 897~ @A / 21T
BGHM /B, MABITE.

FERREMIE IBM Web IERBI5IBEREN T AERRARM, FUEAAR
FEXABLE Web IERBIRIE, AL Web MmRREFRIARZE IBM FmARN—E7,
fERABL Web i R REIN PR B IEB1THRE,

IBM AL EINNIE SRERA N ER D R EPi BV ERE S M EAEER

=t
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FIEFHFITFRI A NMRE T REXEFNES AR TER: () AFEIRILIENIE
FHHMEF (BEFER) ZE#HTESRM, Uk (i) AFEEEREXRNE
B, BE5TIMtER AR

IBM Corporation

274A /101

11400 Burnet Road

Austin, TX 78758 US.A.

BETEIANFAHNER, SREEBELTH—ERENMERE, HARSXHZE
Bo

o >0

AR RIZF R E P A BRIFRI ERYH IBM #iE IBM ZFA Y. IBM
EFREF 1 Al NS E R EF I PRI R ER .

e B &R EA T R IR R E R IT IR RIS, RAit, EHEMIREIFIRFRIRSH
WIEFTRESBAENTR. BENEFRIRREEHAENARS LHITH, FLFRIES
—RABRE LHETHONELSRER, i, BENESBIHERMMEITEY, KRS
RABERBEER. AXENARNMEEFENRERERSE.

WIRAE IBM FmBIE B AT MXE P mBIM R, H iR E MR ARG ZE R
FRIREX. IBM &AXNXEF ST, I AMIARIEREREHIE. FREMSEAR
fthixF3F IBM AR, BXIE IBM = antEaerYia) @i S mX = m Ay LY E i
tHo

FREXT IBM RHK7GZ RN ERBAERE IR BoiaiikE, mAmITEs, XX
=R BTRNER.

EREPRE IBM MEEN IBM ZNHEHZSENT, BENENR, MABTEN.
ZIENMERIRZEES.

MEEMNRMI B BIER. ERMPIRRmZAl, ARERERIEN,

AR OSED B SRERERNKENREOTRO, 1T R4 T
T, OIS EEAL AT, QIERSERNET, FAXERIBRENN,
SRR L PR SR A ISR, AR5,

RRA I RTIE :

AEREERESHANEANAERF, BUERETAERIETES LHRERAR, 0
RENRBRERSHFRNEFRIZETE LNNAREFREEZZED (APD) #HITAREFH
Fk. A, @HEHDEANEN, ERUEATANXEFAZFHITER. B2
DK, MEHAE IBM 188, XERHHREMERG TE2EMIR. Hlt, IBM F&E
BRYETXERZFHNA RS FJEPERTIEE NRENRE IBM BN AEFRE
#O (AP #TNAREFIFR. €A, SEXDEANER, ERIEAFZIXERF
FEFHITER. B 2%, MEAME IBM 5,

XERREFNEHEN /RSO REMOTES @, EONEFEIN ThRAERR:

© (BRRBEWERM) (FD). ULABRIFRELEIRDZIRIE IBM QBB AIZFITE K.
© Copyright IBM Corp. _BINFM_. All rights reserved.
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IREEESEAEENEENFR, BANYCRTEEEET.
L

IBM. IBM ##5# ibm.com & International Business Machines Corp. E2IKIF%
ERXEANERICIMER. Hitt~mMARSBIRAIER IBM HEMABNET.
IBM BRI HEIFIZRAIM Web b2 www.ibm.com/legal/copytrade.shtml Zb3REY,

Adobe. Acrobat. PostScript LAKRFIEETF Adobe BIEATZEAdobe Systems Incor-
porated TEEEM /SE thE KM XA EARSE T

IT Infrastructure Library & Central Computer and Telecommunications Agency HJ
AMEAR, ZEWIRER Office of Government Commerce FY—&877,

Intel. Intel #4F. Intel Inside. Intel Inside #{4F. Intel Centrino. Intel Centrino
#5. Celeron. Intel Xeon. Intel SpeedStep. Itanium #1 Pentium & Intel Corpora-

tion EF R EEEEMEERI XA EIRE M &R
Linux =& Linus Torvalds 7EXEM/HEME KM X AER.

Microsoft. Windows. Windows NT L& Windows ##72E Microsoft Corpora-
tion EEEM/HEMERIHXAIET.

ITIL BXREBF RS EMETAEEEMER, BEEEEETMNEREEM.
UNIX & The Open Group 7EEEFMEthERIHXKBEMET.
Java FFFEET Java MIEATHIBARZE Oracle A/ HEF AT BRI EMEIT,

Cell Broadband Engine & Sony Computer Entertainment, Inc. £&EH /s HME
RIBHXBIET.

Tape-Open. LTO. LTO#AR. Ultrium # Ultrium ##5E HP. IBM Corp. & Quan-
tum7E EEM /S EME K XA BT,
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#=5|
[A]

o]

BIEMIE 139
TE 140

XHAE 139
[B]

RE 47

REREEL 96
html 96

pdf-annotated 96
pdf-detailed 96
pdf-scomprehensive 96
pdf-summary 96

zip 96

[C]
mEHE

EPHAH 131

[F]
baES
AIEE 141
BEM 141
PHESTEE 141

[J]

&

2E 141

[M]
WRTRE 17
FHEZER 18
M Ounce/Ant ¥EXRBEFIHFE 62
RN 17
e 20
SN 30
T 41
wmE 20
about 23
clearcache 24
delete 26
deleteassess 27
deleteuser 27
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A AN

BTTRE (4)

Y (42)
delvar 27
details 28
echo 29
getaseinfo 29
help 29
info 30
list 31
listassess 31
listgroups 32
listusers 33
log 33
login 34
login_file 35
login_local 36
logout 36
moduser 37
newuser 38
openapplication 40
openassessmentfile 41
printuser 42
publishassess 43
publishassessase 44
quit 45
record 46
refresh 46
register 47
removeassess 47
report 47
scan 49
script 50
setaseinfo 51
setcurrentobject 53
setvar 53
unregister 54

Bz 18

£Fx 17

PRI 18

BE 19

BITEMEITE 54

BYTREEEE 47

[Q]

BERIM] 95
HMELEER 139

[S]

Hi (scan)
g 24

[X]

me
iBd Ounce/Ant BIE 59
ounceCreateProject 59
ounceExclude 60
ounceSourceRoot 60
ounceWeb 60
iBid Ounce/Ant &% 61
B2 Ounce/Make MJELAEFT
X 3
BAMfRse S 4
PRI
moduser #% 37

newuser B¥ 38

[Y]

N RER
& Ounce/Ant 832 61

[Z]

BohftARSS 28

2R 95

/LT 95

ERHFIR 96

REXMH 94
max_concurrent_requests 94
port 94
server_hostname 94

A

AppScan Enterprise Server
SSL iEH 35
AppScan Source
AppScan Enterprise Server &R
SSL i 35
AppScan Source for Automation 87, 93
R 3
2R 95
w17 95
REXH 94

max_concurrent_requests 94
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AppScan Source for Automation (£%)
REXMH ()
port 94
server_hostname 94

C

CLI (F5RAm<TRE) 17

D

Data Access API 63

WRIEE 64

5/ 66

VM 28 63

Data Access API 2M757% 66

IR 85
getCalls 85

ZR 79
getApiName 79
getCallerName 80
getClassification 80
getDefectInfo 83
getDefectSubmissionDate 83
getDefectSubmissionUser 83
getFilename 79
getLineNumber 79
getModifiedClassification 81
getModifiedSeverity 82
getModified VulnerabilityType 82
getNotes 85
getOriginalClassification 81
getOriginalSeverity 81
getOriginalVulnerabilityType 81
getProperties 83
getSeverity 80
getSrcContext 82
getTrace 84
getVulnerabilityType 80
isExcluded 84

W 67
getAssesseeName 69
getAssessments 68
getFileByPath 69
getFiles 68
getFindings 67
getStats 68

AssessedFile 66
getFilename 67
getFindings 66
getStats 67

AssessmentDiff 69

AssessmentFilter 70
AssessmentFilter 70

AssessmentResults 71

Data Access API FEF 7% (42)

getAssessmentForApplication 72

getAssessmentForProject 72
getAssessments 71
getFindings 71
getMessages 73

getName 72
getStats 71
Call 73

getCalls 73
getClassName 75
getColumnNumber 74
getFilename 73
getLineNumber 74
getMethodName 75
getSignature 74
getSrcContext 74
getTraceType 75
ClassificationType 75
BESWE 75
value 76
com.ouncelabs.sdk.AssessmentDiff
getCommonFindings 69
getLostFindings 69
getNewFindings 70
com.ouncelabs.sdk.Factory 76
clearCache 77
diffAssessments 79
getPublished Assessments 78
init 76
login 77
openAssessment 78
shutdown 77
DateProximityUnit 76
SR 76
value 76
OunceException 87
SeverityType 85
BRSELR 85
value 86

F

findings R&EZLE 96
Framework for Frameworks 103
BRANERTE 122
f£A 123
w125
VDB #&3 122
5/
B# F4FHandler & 108
wfFl 104
BIEEE 109
B jar 109
SH JAR 112
FAN 105
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Framework for Frameworks (4%)
T (4R
about 104
HATRUE ILRIE 112
FEAHE 104
WSDL EfliafiEF 128

L

Linux
BrEpEsL{I5RE 18
Ounce/Make MELBRER
BEREE 7
Ounce/Make ¥ELBREFIRSG 3

O

ounceautod 93
BR 9%
e 95
GenerateReport 96
PublishAssessment 97
PublishAssessmentASE 98
ScanApplication 99
Wait 102
1T 95
mLITER 93
BEXMH 9%
Ounce/Ant 19E2LHERF 57
SIEImE 59
ounceCreateProject 59
ounceExclude 60
ounceSourceRoot 60
ounceWeb 60
SIENAER 61
ER 62
MmRIME 61
B 58
"B 58
ant-contrib jar X 57
Apache/Ant SER% 57
Java JDK RRZs 57
ounceant.jar 57
ounceCli % 62
Ounce/Make MELBERF 1
1B®E 2
#% 1
make 1
make clean 1
weEE 5
BRMEXHE 3
BRfRYE R 4
B 1
fFRAER 2
13



Ounce/Make ZELAER (40
REEDMAY Ounce/Make 14
IR B FBYEINAY

Ounce/Make 15
HBIFEMA Ounce/Make 15
BWHHE 4
By 7
B 7
#A 13
BlEXHTE 8
mixds 8
HHEER 9
W 10
Executable 12
FileOptions 11
GlobalProjectOptions 11
Make 9
MakeOptions 9
MountRoot 12
BERRRE 7
AINE PATH HIETE 2
BR 1
BRI 5
BT 2
B 10

TRNRFSE 2

TENTEE 2

FHF make kA 2

make I 5

ouncemake_properties.xml (FiES1

Bt 7
Ounce/Maven 87

Tk 87

FE 88

Bir 89

ounce:application 90
ounce:project 90
ounce:project-only 90
ounce:report 91
ounce:scan 90

5/ 88

Ounce/Maven

ViE S
RE 89
RIZNBREFMIMEXSE 88
BiREShRBIRER 89
HAENAREF 89

w

Windows
BT RE 18
Ounce/Make 19ELRERF
BREE 7
Ounce/Make HZESLAEFIRG 3
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